The Capitalization of Life without Limit

“THIS IS WHAT MODERN COLONIALISM LOOKS LIKE." So tweeted Christopher Wylie, the
whistle-blower who kicked oft the Facebook/Cambridge Analytica scan-
dal in March 2018." Wylie was referring to Cambridge Analytica’s plans
to expand its operations in India for using social media targeting to influ-
ence the political process there. But the scale and scope of data colonial-
ism is much wider than the malfeasance of a few overweening data mar-
keters and their in-house psychologists. It extends much wider even than
Facebook’s normal practices of data extraction and data licensing that the
scandal opened to view.

Yet the scandal was important. It was as though a side deal by Facebook
with independent data prospectors had accidentally left open a hole in the
ground that allowed the general public, for the first time, to see clearly into
an underground anteroom. There, in that anteroom, visible for all to see,
was the entrance to social media’s real data mine, although few under-
stood exactly what lay behind that subterranean door in Facebook’s exclu-
sive domain, let alone the planetary scope of capitalism’s data mining. The
long-anticipated “techlash” had begun but, as yet, without a map of the
wider pattern of exploitation, whose traces had suddenly become visible.

The concept of data colonialism helps us draw that map. In this chapter,
we unpack further what this term involves and outline its relation to cap-
italism and to the new social order that is stabilizing in and through cap-
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italism. Along the way, we will also explain certain other key concepts,
such as platform and data relations, while clarifying the similarities and
differences that our argument has with other recent analyses of the digital
era, for example, the huge recent commentary on the exploitation of digi-
tal labor.

To start, we must recall what made historical colonialism distinctive.
Colonialism was a form of economic and social organization dominated by
major colonial powers such as Britain, France, Spain, and later the United
States. It is now usually regarded as historically closed, ended by the decol-
onizing movements of the later twentieth century, although in politics and
other areas, neocolonial forms of power live on (a more detailed discussion
of historical colonialism can be found in the interlude following chapter 2).
Our interest in this book is in the continuities from that older colonialism
to a new form of colonialism—data colonialism.

There were four key components to historical colonialism: the appro-
priation of resources; the evolution of highly unequal social and economic
relations that secured resource appropriation (including slavery and other
forms of forced labor as well as unequal trading relations); a massively un-
equal global distribution of the benefits of resource appropriation; and the
spread of ideologies to make sense of all this (for example, the reframing
of colonial appropriation as the release of “natural” resources, the govern-
ment of “inferior” peoples, and the bringing of “civilization” to the world).

In describing the transformations underway today as data colonial-
ism, we use the term colonialism not because we're looking for a metaphor
but because it captures major structural phases within human history
and specifically within capitalism. Colonialism has not been the standard
reading of what is changing in contemporary capitalism.? Yet it is becom-
ing increasingly clear that capitalism’s current growth cannot be captured
simply in terms of ever-more ambitious business integration or the ever-
expanding exploitation of workers. Some have characterized today’s de-
velopments as increasing waves of “accumulation by dispossession,” a fea-
ture characteristic of capitalism throughout its history.> But even this fails
to grasp how the axis of capitalism’s expansion has transformed, through
a shift in the supposed “raw material” that capitalism aspires to get under
its control.
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The discovery of new forms of raw material is what makes the current
moment distinctively colonial. If historical colonialism expanded by ap-
propriating for exploitation geographical territory and the resources that
territorial conquest could bring, data colonialism expands by appropriat-
ing for exploitation ever more layers of human life itself. Regarding data co-
lonialism, much debate on contemporary capitalism has been sidetracked
by an excessive focus on whether digital labor is being exploited,” a signif-
icant topic, certainly, but not the most important feature of today’s trans-
formations. We will show how data colonialism appropriates many spe-
cific aspects of human life—from work to school, from health treatment
to self-monitoring, and from basic forms of sociality to routine economic
transactions, plus the grid of judgment and direction that we call “gover-
nance.” When we refer to data practices as colonizing human life, we refer
to the appropriation of data, potentially for profit, in any and all of these
areas. But we also intend the term human life to refer to the as-yet-still-
open horizon of exploitation over which data colonialism claims future
rights: as ever more of our activities and even inner thoughts occur in con-
texts in which they automatically are made ready for appropriation as data,
there is, in principle, no limit to how much of human life can be appropri-
ated and exploited. In this way, Marx’s core insight into the expansionary
potential of capitalism is actualized in circumstances that Marx himself
could not have anticipated.

To be clear, it is not the mere appropriation of data that is colonial. An
individual can imagine appropriating the “data stream” of her own life
and using it for her own purposes; she can also imagine agreeing to the
appropriation of, say, some of her health data by medical professionals for
purposes she approves of and on terms that she wholly controls. But these
are not typical of the cases we will discuss. Data colonialism is concerned
with the external appropriation of data on terms that are partly or wholly
beyond the control of the person to whom the data relates. This external
appropriation is what makes possible such data’s exploitation for profit.

This progressive opening up of human life to externally driven data ex-
traction is what we mean by the capitalization of human life without limit.
In this phrase, we recognize Marx’s long-standing insight that capitalism
has always sought to manage human life for the maximization of profit; at
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the same time, we emphasize that data colonialism absorbs new aspects of
human life streams directly into the productive process. It is not that so-
cial limits to life’s capitalization can no longer be imagined—indeed, the
whole point of this book is to argue for the necessity of such limits—but
that, as things currently stand, much corporate discourse fails to recog-
nize any limits except those that it sets itself. The result of this convenient
failure is not just to renew colonialism but also to expand the scope of cap-
italism too, that is, the capitalism developed on the basis of historical co-
lonialism. Through data colonialism, contemporary capitalism promises
to consume its last remaining “outside,” dispossessing human subjects of
their capacity as independent sites of thought and action. Resisting data
colonialism becomes the only way to secure a human future not fused in-
dissolubly with capitalism, indeed, the only way to sustain the value that
capitalism claims to promote: human freedom.

The Dimensions of Data Colonialism

Today’s technological infrastructures of connection are varied. They in-
clude digital platforms such as Facebook and Alibaba that we are familiar
with, the whole mass of corporate intranets, and any detailed interfaces for
linking up persons, things, and processes for data transfer. Infrastructures
of connection enable data colonialism to be more subtle than historical co-
lonialism in how it appropriates resources. Historical colonialism appro-
priated territories and bodies through extreme physical violence. Data co-
lonialism works through distinctive kinds of force that ensure compliance
within interlocking systems of extraction in everyday life.” These systems
are so many and, taken together, so encompassing that they risk governing
human beings in just as absolute a way as historical colonialism did.

Colonizing Resources: The World as Input to Capital

Data colonialism appropriates for profitable exploitation a resource that
did not begin to be universally appropriated until two decades ago: data.
According to an authoritative definition, data is the “material produced by
abstracting the world into categories, measures and other representational
forms . . . that constitute the building blocks from which information and
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knowledge are created.”®

More than that, human life, and particularly hu-
man social life, is increasingly being constructed so that it generates data
from which profit can be extracted. In doing so, ever more of life is re-
quired to be continuously monitored and surveilled, removing the bound-
aries that previously existed between internal life and external forces. In
this double sense, human life is appropriated through data, becoming
something else, a process tied to external processes of data extraction.

Capitalism can exploit any number of data sources. Any computer,
any device with an embedded computer, or any entity readable by a sensor
with computing power can generate data for this purpose. Data sources
may be processes, things, or people as well as the interactions between any
of these sources. The extraction of value from data is equally indifferent
to its origin. Capitalism as the systematic organization of value extraction
has only one goal in relation to data—to maximize the production of value
through data extraction—and so in principle cares little about the sources
and types of data exploited.’”

Contemporary possibilities for data extraction derive from connection
between computers. The demand for human beings and things to “con-
nect” is common ground between corporations in the West and the East.
Facebook’s emphasis on the value of connection is well-known: Zucker-
berg, ahead of Facebook’s first public share offering, wrote to investors
that Facebook “was not originally created to be a company” but “to make
the world more open and connected.” The 2017 open letter by “Pony” Ma
Huateng, CEO of the Chinese company Tencent, is clearer, however, on
what is at stake for the wider society: “With the full digitization of the en-
tire real economy and society, we not only need to reduce ‘islands of infor-
mation’ through more connections, but also need to achieve continuous
optimization of communication and collaboration through better connec-
tions.”® Connection, in other words, generates societies and economies that
are integrated and ordered to an unprecedented degree.

Data expands the production resources available to capital. If, follow-
ing Marx, we understand capital not as static accumulations of value and

resource but as “value in motion,”

then the appropriation of data enables
new ways of forming capital through the circulation and trading of in-

formational traces (data). But the trading of data is only part of a larger
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change whereby capital comes to relate to the whole world, including the
worlds of human experience, as its extractive resource. “It seems to me we
have squeezed all the juice out of the internal information,” said the CEO
of US data company Recorded Future."® The resulting move to external
data sources has changed the rationale of business while seemingly mak-
ing “organizations smarter and more productive.” Human beings cannot
remain unaffected since, in the words of Thomas Davenport, a leading US
analyst of the data business, “Human beings are increasingly sensored,”
and “sensor data is here to stay.”'! Sensors can sense all relevant data at or
around the point in space where they are installed. “Sensing” is becoming
a general model for knowledge in any domain, for example, in the much-
vaunted “smart city.”?

Sensors never work in isolation but are connected in wider networks
that cover ever more of the globe. All business relations get reorganized
in the process, and new types of business (for selling and controlling data
flows and for managing the new infrastructure of data processing and data
storage) become powerful. This affects all types of business, not just social
media platforms. As one business manager put it, “We make more money
selling data to retail data syndication firms than we do selling meat.”** It
is all too easy to see this as simply a shift within capitalism’s modes of op-
eration while forgetting that the cost is always the expansion of surveil-
lance regimes that intrude on the autonomy of human beings. As we show
in detail in chapter 5, all notions of autonomy, until now, have assumed
that individuals have access to a minimal space of the self that is its space
of becoming. But the goal of continuous data appropriation intrudes on
this space and changes humanity’s relations to external infrastructures
decisively, erasing, potentially forever, the boundary between the flow
of human experience and the environment of economic power that sur-
rounds it.

Operationalizing this move, however, is not simple. First, there is the
question of how economic value can be extracted from data. Data can be
sold directly, used to enhance the value of sold advertising, or integrated
into the organization of other product streams or into production gener-
ally. But it is no part of our argument to claim that extracting value from
data is automatically successful, only to argue that the goal of doing so is
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increasingly the goal of business. The impact, however, on how business
talks about itself has been profound.

When it comes to access, and this is the second complexity, contempo-
rary business tends to talk about data as though it was “just there,” freely
available for extraction and the release of its potential for humankind. In
the history of colonialism, a similar claim was expressed in the legal doc-
trine of terra nullius, land such as the territory now known as Australia
that supposedly belonged to “no one” (nullius)."* Today’s equivalent meta-
phor is data as the “exhaust” of life processes.'® Data is assumed to just be
there for the taking:

Verizon Wireless . . . is no different from other wireless carriers in having a
great deal of information about its customer movements. All wireless phones
broadcast their location . . . in radio signals, and all carriers capture the infor-
mation. Now . .. Verizon is selling information about how often mobile phone
users are in certain locations and their activities and backgrounds. Customers

thus far have included malls, stadium owners, and billboard forms.'®

But such claims are constructions of how the world is and should be.
Meanwhile, the exploitation of data, now that the world has been found to
be full of it, is becoming increasingly sophisticated. The use of data ana-
lytics is central to whole economies, including cultural and media produc-
tion once focused mainly on the content itself.”” Davenport distinguishes
three phases in the development of data analytics: whereas early analytics
was essentially “descriptive,” collecting companies’ internal data for dis-
crete analysis, the period since 2005 has seen the emergence of the ability
to extract value from large unstructured and increasingly diverse external
and internal data sets through “predictive” analytics that can find patterns
in what appears to have no pattern. Today’s “analytics 3.0” uses large-scale
processing power to extract value from vast combinations of data sets, re-
sulting in a “prescriptive analytics” that “embed[s] analytics into every
process and employee behavior.”*® Once the world is seen by capitalism as
a domain that can and so must be comprehensively tracked and exploited
to ensure more profit, then all life processes that underlie the production
process (thinking, acting, consuming, and working in all its dimensions
and preconditions) must be fully controlled too. This principle, made pos-
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sible by technological connection, is the engine that drives the capitaliza-
tion of human life in its twenty-first-century form, and its remit goes much
wider than social media platforms.

Yet the internet was developed against the background of the values
of freedom and human cognitive enhancement characteristic of the US
counterculture of the 1960s."” Unsurprisingly, there has been some push-
back against capitalism’s apparent new dependence on extracting data
from human life. Surveillance is not obviously a benefit to citizens (except
as a temporary means to counter serious threats), so it must be repackaged
or disguised. Here is the source of data colonialism’s most interesting con-
tradictions. It is eerie but not uncommon to find the language of personal
freedom melded with the logic of surveillance, as in the motto of facial-
recognition software manufacturer, Facefirst: “Creating a safer and more
personalised planet through facial recognition technology.”*’ Google,
meanwhile, is marketing Nest Hello, a video doorbell that includes facial-
recognition technology, and Amazon has its own facial-recognition ser-
vice called simply Rekognition. In China, facial-recognition software is
becoming the cool new way for customers to pay for fast food and a (less
cool!) way for city authorities to monitor public spaces.”* But elsewhere,
unease at the implications of facial recognition for democracy is growing.

As though in response, Apple, which makes vast profits through a
walled garden of devices, proclaims its refusal to collect data on users via
those devices.”” Yet Apple tracks its users for many purposes and so does
not contradict the trend of data colonialism, except that its business model
does not generally depend on the sale of this data. Indeed, Apple receives
substantial sums from Google for allowing it privileged access to iPhone
users.”> A controversy developed when Apple’s iOS and MacOS systems
were shown to collect information on user location and search activity.
Apple’s subsequent Privacy Policy states that collected data “will not be as-
sociated with [a user’s] IP address,”** yet iPhone features still support the
surveillance needs of marketers. Both the iBeacon service and the iPhone’s
built-in Wallet app enable push notifications from marketers.>®

Responsiveness to surveillance concerns is a selling point for other play-
ers too, at least outside China. WhatsApp distinguishes itself by its end-to-
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end message encryption, while Snapchat has its posted messages disappear,
at least from the users’ view, after a short period. But the actual position is
more complex. Although WhatsApp claimed it was “built . . . around the
goal of knowing as little about you as possible,” a company blog post fol-
lowing WhatsApp’s $19 billion acquisition by Facebook admitted that its
logbook of customer phone numbers would become connected with Face-
book’s systems, an admission that led to a European Commission fine for
Facebook and a string of legal challenges.** WhatsApp’s own terms now
make clear that users are likely to yield up their entire mobile address book
when they use the service, and there is evidence that WhatsApp also stores
metadata on the time, duration, and location of every communication.””
Snapchat’s disappearing messages have been mimicked by Instagram, also
now part of Facebook, and the US Federal Trade Commission has chal-
lenged Snapchat on whether sent images really disappear.”® Meanwhile,
the growing popularity of ad blocking® may simply incentivize market-
ers to find smarter ways of tracking people so that they can be reached with
ads. As the CEO of PageFair, a company specializing in such tactics, noted,
“Tamper-proof ad serving technology has matured to the point where pub-
lishers can serve ads on the blocked web.”*’

Whatever the local resistances and derogations, extracting data from a
“naturally connected” world has become basic to the very nature of brands:
“Understanding that customers are always connected and consuming . . .
allows marketers to think of both their digital and offline touchpoints as
one fluid and integrated brand presence.”®! This vision of an economy en-
hanced by the data-gathering possibilities created by “connection” is shared
by both market capitalism and state-led capitalism. In China, it is contin-
uous connection that underpins the government’s vision of “a networked,
intelligent, service-oriented, coordinated ‘Internet Plus’ industrial ecology

system,”*

a strategy that serves China’s desire to acquire both greater eco-
nomic independence from the West and greater influence within global
digital capitalism.>® In India, the Aadhaar unique ID system introduced in
2009 is creating huge new opportunities for data exploitation by both gov-
ernment and corporations, although it faces greater civil-society opposi-

tion than have parallel developments so far in China.** Such costs to human
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autonomy are not accidental but intrinsic to emerging logics of connection
that treat the continuous monitoring of human subjects as not exceptional
but “natural.”

Colonizing Social Relations

Like historical colonialism, data colonialism would be inherently unstable
if it could not translate its methods into more enduring forms of social re-
lations. As Nick Dyer-Witheford pointed out in an early analysis, capital-
ism has always approached the internet as a domain in which control over
the communicative capacity of individuals would allow capital to appro-
priate not just labor but also, as Marx himself put it, “its network of social
relations.”*® Data colonialism extends this network well beyond communi-
cative capacities, ensuring the continuity of data appropriation across an
expanding array of social relations.

At the core of data colonialism is the creation of a new type of social
relation that we call “data relations,” as defined in detail later. Data rela-
tions make the appropriation of human beings’ data seem normal, just the
way things are. Data relations are of many sorts, but all share one basic fea-
ture: they ensure informational resources (data) for capitalism in areas of
human life that, previously, were not considered direct inputs to produc-
tion.*® Far outside the sphere of normal productive activity, ordinary so-
cial interaction is increasingly lived in environments of continuous data
collection, behavior prediction, and choice shaping. But this is possible
only because social actors now enter more or less voluntarily into data re-
lations that secure regular data flows for capital. The drive to expand data
relations explains a lot about contemporary capitalism. So, for example,
it is the need to make data relations routine everywhere that drives Face-
book’s offer of simplified internet connection (Facebook Free Basics) in
more than twenty countries with weak or uneven internet infrastructure,
principally in Africa. The emergence of data relations increasingly comple-
ments labor relations’ contribution to capitalism’s reproduction.

Meanwhile, existing social relations (including labor relations) for hun-
dreds of millions of people are increasingly datafied—that is, managed
through data, including data gathered from the surfaces or insides of work-
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ers’ bodies. Work, for many, increasingly occurs within the sort of corpo-
rate environment of sensors that Davenport imagined; in its absoluteness,
this recalls the continuous surveillance, if not the violence, that slave la-
bor endured on a large scale under historical colonialism.*” Labor relations
are becoming more directly and continuously extractive, whatever the for-
malities that cloak them.*® This has implications too for inequality, as ex-
posure to (or freedom from) continuous surveillance becomes a key factor
that distinguishes lower-status from higher-status jobs.

New forms of labor are also emerging under data colonialism in the
“sharing economy.” Here data relations are fused with labor relations, al-
though the existence of labor relations is controversially denied by plat-
forms such as Uber.*” These new hybrid data/labor relations encompass
a huge variety of more or less formalized work, including data process-
ing.*° Labor is captured in a seemingly “scale-less” business model that de-
taches workers from institutional supports but richly rewards platform
management. Rhetoric cannot disguise the potential for exploiting low-
level work skills at a distance and therefore at a scale and speed without
historical precedent (for example, the repetitive coding and data inputting
necessary for the training of artificial intelligence in so-called Machine
Learning).*!

The relations between state and economy are also being transformed.
Data relations give corporations a privileged window into the world of so-
cial relations and a privileged handle on the levers of social differentia-
tion. States have become increasingly dependent on access to what the cor-
porate sector knows about the lives of those states’ citizens, reversing the
long-subsisting direction of knowledge transfer (from states to corpora-
tions). Although the resulting relations have become hugely controversial
in the West (consider Apple’s high-profile battle with the FBI over the en-
cryption of its iPhones), in other states such as China the government has
been heavily involved in encouraging platform development, in part be-
cause of their surveillance potential. As Jack Ma, CEO of Alibaba, put it,
“The political and legal system of the future is inseparable from the in-
ternet, inseparable from big data.”*? Meanwhile in India, Paytm, a mo-
bile payment system (or digital wallet) used by 230 million people in which



14 Chapter 1

Alibaba has a 40 percent stake, has faced scandal over its sharing of users’
personal data with the government.*

Because data reinterprets the traces of the everyday world, large-scale
data processing recalibrates social knowledge, with the consequences de-
pending on the type of market society under analysis. In liberal market so-
cieties, the new data infrastructure involves for the first time market in-
stitutions in producing basic social knowledge. But in state-led market
societies, such as China, the state acquires a remarkable new tool to direct
the production of social knowledge in its own interests. It is now an ex-
plicit goal of the Chinese government to use artificial intelligence to “es-
tablish [an] intelligent monitoring platform for comprehensive commu-
nity management.” Direct social governance shaped by data colonialism
becomes not a distant ideal but a practical reality. The result, as the Chi-
nese government put it with no apparent irony, is “a market improvement

of the economic and social order.”**

New Colonial Corporations

Another way in which capitalism’s new interrelations with data deserve to
be called colonial is the massively unequal global distribution of economic
power on which they are based. Chapter 2 will provide much more detail,
but for now, here are the basics.

There is the ownership or control of the processes of data collection,
which gives special power to whoever owns or controls the hardware and
software that collects and analyzes data. Some analytics companies oper-
ate at huge scale: in 2014 Acxiom notoriously claimed seven hundred mil-
lion customers worldwide and over three thousand pieces of information
for every US citizen!*® The most dramatic example is Google, which, even
though banned in China, still controlled 82 percent of the global search en-
gine market in 2018, collecting data from us every time we use it.*® There is
also ownership or control of the “ecologies” within which data is collected,
such as digital platforms and apps of various sorts. In terms of human us-
ers, these processes and ecologies of data collection are vast, and the result-
ing concentration of advertising power correspondingly huge: 72 percent
of global advertising spending is in the hands of Google and Facebook.*’
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From this base, huge investments in data analysis techniques become pos-
sible, with so called deep learning increasingly central to the largest IT
businesses. From early on, the vision of Google’s founders was “AI com-
plete.” Much later, IBM announced in 2017 that it “is now a cognitive solu-
tions and cloud platform company,” while Microsoft reorganized itself in
March 2018 to prioritize its cloud services and Al businesses.*® The retailers
Amazon and Walmart are giant data processing operations. But this is only
the start of the layered power concentration that data colonialism enables.

There are many additional layers of colonial-style ownership. One is
domination over production of the “tethered” devices through which hu-
man beings connect to the infrastructures of data collection (by “teth-
ered,” we mean a device whose use ties users to reliance on a particular op-
erating system or set of proprietary products: think of Apple but also of
the use restrictions built into most portable devices).*” Another is power
over the computing capacity that enables large-scale processing and stor-
age of data, usually known as the cloud, a mystificatory term.** (Amazon
by the end of 2017 already had 51.8 percent of global market share, rivaled
only by Microsoft with 13.3 percent, the Chinese Alibaba with 4.6 percent,
and Google with 3.3 percent.)®' Important also are the remarkable monop-
olies in content delivery, whether monopolies over last-mile internet con-
nection or phone spectrum: consider the near monopoly power of broad-
band providers such as Verizon in the United States, which has driven the
recent US net neutrality debates.®® Finally, as internet content circulation
becomes ever more massified,” there are new forms of control over the
production of content (think of Netflix’s growing commissioning power or
the pricing power over books and music of Amazon and Apple).

These layers of power concentration offer to citizens and consumers a
world that is highly connected, but the quality of connection is distinctly
uneven. Beyond questions of individual access, countries vary in the ro-
bustness of their internet connectivity, while intercontinental cable laying
is becoming a growth area for the social quantification sector itself.’* Al-
though the exact distribution of the benefits of these power concentrations
will no doubt evolve, at this point the global domination of a web of US
companies and a small group of Chinese companies is secure.
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New Colonial Ideologies

Such profound shifts in how value is extracted, social relations are orga-
nized, and economic power is distributed require narratives that reframe
them in more acceptable terms. This is another aspect in which today’s de-
velopments bear comparison with historical colonialism. Data colonialism
is producing its own new ideologies.

First, there is the ideology of connection itself, which presents as natu-
ral the connection of persons, things, and processes via a computer-based
infrastructure (the internet) that enables life to be annexed to capital.
Connection is, of course, a basic human value, but the requirement to con-
nect here and now—connect to this particular deeply unequal infrastruc-
ture—means submission to very particular conditions and terms of power.
Perhaps the most frank admission of connection’s ideological role came in
an internal memo, later discounted by its author, that Andrew Bosworth,
a Facebook vice president, posted in June 2016: “We connect people. Pe-
riod. That’s why all the work we do in growth is justified. All the ques-
tionable contact-importing practices. All the subtle language that helps
people stay searchable by friends. All of the work we do to bring more
communication in. The work we will likely have to do in China someday.
All of it.”*

There is also the ideology of datafication,*® which insists that every as-
pect of life must be transmuted into data as the form in which all life be-
comes useful for capital. Practically, this means not just attachment to a
computer connection but the removal of any obstacles to corporate extrac-
tion and control of data once that connection is established. The point is
not that data itself is bad but that the compulsion to turn every life stream
into data flows removes what was once an obstacle to extracting value
from those life streams.

The marketing ideology of personalization makes such tracking and
surveillance seem attractive. Who after all would not want a service more
geared to his or her particular wants and needs? The argument, very sim-
ply, is that personally targeted messages require prior information that can
come only from . . . targeted surveillance! Yet evangelists for data-driven
personalization still feel the need to defend this ideology aggressively, as
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when Acxiom, in a 2015 opinion survey, characterized acceptance of con-
tinuous data collection as “pragmatist” (fair enough) and opposition to it
as “fundamentalist” (itself rather an extremist statement).””

These specific ideologies are examples of “dataism.”® They are tools for
shaping practice and thus highly specific in their applications. They are of-
ten combined with an overarching imaginative claim that we might call
myth: the myth that all this is inevitable and that today’s infrastructures
of connection and data extraction fulfill human beings’ collective poten-
tial in some transcendent way.>® The term community, as something seem-
ingly inherent to human life, can easily fuel this myth. Think not just of
Mark Zuckerberg’s frequent appeals to Facebook’s “global community”
but also of the Tencent CEO’s invocation of a “digital ecological commu-
nity.”®® This ideology of inevitability also has its counterpart in ideas on
the anticapitalist left that treat networks as the basis for a leap toward over-
throwing capitalism.®*

Colonialism’s and Capitalism’s New Embrace
Data colonialism has a distinctive geography. Like historical colonialism,
data colonialism is global in its ambitions, but unlike it, it penetrates the
life conditions of individuals across all societies, wherever they are, that
are being reshaped around digital infrastructures of connection. Data co-
lonialism’s expansion is therefore both external (geographical) and inter-
nal (social). Given that the drive to appropriate data is fueling China as
much as, if not more than, it is the West, it makes no sense to read data co-
lonialism as exclusively a Western project. Seeing today’s transformations
bifocally—through the lens of both capitalism and colonialism—is essen-
tial to understanding their complex global dynamics. We cannot clearly
see the scale of capitalism’s current appropriation of human life without a
colonial lens, and we cannot understand the force of this new colonial ap-
propriation without understanding how capitalism operates through pro-
cesses of social ordering.*?

Indeed, capitalism’s standard ways of understanding itself as a ratio-
nal order are effective in masking the colonial scale of appropriation that
is underway. Much of today’s data appropriations are not seen in daily life
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as appropriation at all but as part of everyday business practice. As such,
data relations introduce into business management a new bureaucracy, as
first theorized by Max Weber.*® This bureaucracy is based on the apparent
“rationality” of organizations’ continuous data extraction. Here, as ear-
lier in history, capitalism expands by operating as a system of meaning-
tul social relations, reading the world this time as a mass of valuable data
sources.**

Older critiques of historical capitalism can provide valuable insights
here. One important idea is that of the “fetish.” For Karl Marx, the fetish
(classically the “commodity fetish”) made the economic relations of capi-
talism seem necessary. Marx delineated a trinity of fetishized objects: in-
terest as the fruit of capital, rent as the fruit of land, and wage as the fruit
of labor.”® Now we can add a fourth object: data as the fruit of life pro-
cesses.®® This is exactly how business now speaks (think of the mantra of
data as the new oil).%”

Another deep continuity with classic Marxist accounts comes from the
data-driven possibilities of management control over production. The core
of how industrial capitalism transformed work was not technological but
social. The organization of work came under the exclusive control of man-
agement and, as such, became controllable at every stage of performance.®®
Traditional industrial management remained limited, however, to me-
chanical data collection based in observation or form filling. By contrast,
data-driven logistics, built on infrastructures of connection and fueled by
artificial intelligence, convert all aspects of production—far beyond the
factory walls and in every corner and moment of a transnational supply
chain—into a managed assembly line. The new infrastructure of data pro-
cessing that sustains data relations extends so-called scientific manage-
ment in ways that recall classic diagnoses of industrial capitalism: “The
image of the process, removed from production to a separate location and
a separate group, controls the process itself.”® Through data, capitalism
begins to govern the whole social domain with management logic, another
aspect of its annexation of human life.

Having sketched the basic features of data colonialism, let’s look a little
deeper into the capitalist social order that emerges through data colonialism.
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Data and the Emerging Social Order of Capitalism

Every aspect of data colonialism can be understood in terms of its con-
tribution to a fundamental principle of capitalism: the drive to maximize
control of the inputs to its production process.”® This requires a reasonably
ordered state of the social world that makes markets possible and func-
tional. In all societies characterized by increasingly overwhelming infor-
mation flows, the premium on society’s legibility, even its basic countabil-
ity, grows.”" In capitalist societies that are not democracies, such as China,
capitalism’s desire for the control of production inputs works hand in
hand with government’s unrestrained desire to control all inputs to the so-
cial order.

This newly intensified role for both capitalism and governments in
managing social life became possible only through the unprecedented
technological opportunities for connection that we know collectively as
the internet. Their origins lie in investment from the US Cold War mil-
itary-industrial complex and subsequent massive corporate investment
that transformed the internet into a global space for corporate networking
and transnational market coordination.”” Through the internet and its em-
bedding into everyday life and business emerged something else: the pos-
sibility of a new type of economic and social order.

Note that we are not claiming that this order is completely discon-
tinuous with the past. Certainly, data colonialism builds on the earlier
growth of technological systems across most aspects of human life, some-
thing that German philosopher Jirgen Habermas metaphorically calls the
“colonization” of lifeworld by system. But that process has been under-
way for more than a century and lacks the distinctive order of data co-
lonialism.”® It is important also, once more, not to just see this as a story
about the West. After all, Tencent had already financed its fast-growing
online chat platforms by a public flotation in 2004, the year Zuckerberg
was launching Facebook. Neither is this just a story about Western val-
ues such as possessive individualism with which capitalism’s growth has
long been associated. For what today’s infrastructures of connection make
possible is a new economic and social formation in which the orders of
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“liberal” democracies and “authoritarian” societies become increasingly
indistinguishable.”
How then is this new type of order being built?

A New Sacial Order for Capitalism . . . Everywhere
The technological infrastructures of connection that have emerged in the
past three decades have enabled a deep reorganization of social space and
time, indeed, of social order. As Langdon Winner put it, “Technologies are
ways of building order in the world.””®

The starting point was disarmingly simple. Computers are universal
machines in the sense that they can perform an unlimited number of op-
erations; computers are able to model any aspect of the world that can, in
principle, be modeled.”® But computers work by capturing and archiving
data about their own operations: they capture “changes of state” that fol-
low from a keyboard action or other internal process.”” Such capture is a
form of translation, representing computer actions (and whatever external
realities they model) in a language that enables them to be processed by
the computer’s “grammar” for storing information. This captured data be-
comes the basis for demanding future changes of state. When computers
are inserted into social space (because human beings use them), this cap-
turing facility becomes available to reshape that social space too. Long be-
fore the general availability of the internet, sociologist Shoshana Zuboff
predicted that the computerization of inputs to production would trans-
form the workplace by changing flows of information and the forms of au-
thority and power sustained by those flows.”®

Added to such basic data capture came the possibility of interconnec-
tion between computers through the internet. In a small network, the im-
plications of data capture would have been limited, but when the push to
commercialize the internet came with the World Wide Web, the introduc-
tion of commercial browsers (Mosaic and then Netscape), and the US gov-
ernment’s decisive transfer of ownership of the internet’s infrastructure
from the state to commercial hands, decisive consequences for social life
were to follow.”® If the massive increase in popularity of personal desk-
tops and laptops transformed the consumer market, it was paralleled by
the growth of computer-based networking in the business world, an ex-
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pansion in which the United States played a dominant role.*® All these de-
velopments transformed the internet from a bounded “public infrastruc-

ture”®!

to an infinitely extendable space of connection across which global
capital could freely range, under the auspices of the libertarian policy
agenda sweeping the United States in the 1990s.*> Move forward another
ten years, and, through portable devices with connectivity (smartphones
and then tablets), the internet stopped being something statically avail-
able from particular points in space and became a dimension that over-
lays social space continuously. As Rob Kitchin and Martin Dodge put it,
“Software . . . alters the conditions through which society, space and time,
and thus spatiality, are produced.”® As a result, the internet, understood
as an infrastructure of connection, has reconstituted social space in a fun-
damental way. In one sense, this was always the vision of IT pioneers. Tim
Berners-Lee insisted in 1999 that “hope in life comes from the intercon-
nections along all the people in the world.”®* But such connection was only
the start of a larger transformation.

Combine vastly extended interconnection with that basic feature of
computers (they capture data), and the result is the beginning of a radical
new possibility: that each computer’s archive of its own history becomes
available to be tracked and influenced by any other computer anywhere
in the internet’s vast universe of networks. Human beings themselves, as
regular users of those computers and their archives, became, in principle,
“trackable and tractable.”®® The actualization of this theoretical possibility
resulted from multiple commercial innovations, spurred by various forms
of necessity and opportunism. It was marketers, plagued by the perennial
difficulty of reaching customers with their messages, who took advantage
first with the humble cookie, capable only of tracking people on single de-
vices,*® and more recently with techniques that link online data with of-
fline behavior or use a social media ID to combine data about various on-
line selves. The invention of social media platforms in which every user
move is automatically tracked was a major further step. The data benefit
unleashed to social media providers such as Facebook was huge: through
its Open Graph program, Facebook gained access to what users did not
only on Facebook but also on every platform that users accessed via their
Facebook ID—for example, Spotify.®” The result is what the industry, with-
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out irony, calls “people-based marketing.”*® Meanwhile, Google’s alliance
in 2008 with online advertising company DoubleClick brought together
Google’s mastery of linking search activity to searchers’ interests and
DoubleClick’s tracking of individuals based on their unique data profiles.
Under Google’s control, the combination of the two approaches greatly in-
creased the information that could be matched with unique individuals.

The growth of computer-to-computer monitoring for marketing pur-
poses was only part of a more general growth, starting in the 1980s, in the
monitoring and shaping of life at a distance. Much of this data gathering
requires no subterfuge, because it is a basic mode of operation in corporate
intranets, networks of environmental sensors, and scientific data collec-
tion—that is, “new types of sensors are constantly becoming available.”®’
Elsewhere the possibility of generating value through data by tracking us-
ers became a taken-for-granted feature of an online world whose resources
were generally “free” but accessible only within a space in which sensing
is built-in: the world of connected computers.”® The embedding of sensing
into everyday life is not something that users can control, however. Rather,
since those tracking capacities are grounded in the basic software through
which computers run, they introduce an internal form of order that is pro-
jected outward onto everyday life. The parallels with political and social
order are not accidental. As Wendy Chun puts it, computer “code is exe-
cutable because it embodies the power of . . . enforcement that has tradi-
tionally been the provenance of government.””!

This power goes far beyond platforms’ data gathering, even though it
is the accountability of platform power that attracts the most debate.”> The
perspective of IBM on what it calls “digital disruption” (the rise of digital
social platforms and infrastructures that were believed to challenge IBM’s
power as a long-existing market “incumbent”) is striking:

Many believed that the world’s incumbent businesses were at risk of being
marginalized. We had a different point of view. We did not believe the plat-
form giants alone would dominate a data-centric economy—in large mea-
sure because they lack access to the most valuable sources of the world’s data:
the 80 percent that is not searchable on the Web. The world’s incumbent busi-

nesses and institutions own and generate this data.”
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Much of data colonialism’s force in the social world comes from corpora-
tions of all types, with or without social media platforms, colonizing the
world around them through the extraction of data.

Through these various steps, the capacity to order the social world con-
tinuously and with maximal efficiency has become, for the first time, a goal
for corporate power and state power. Our computers and phones, and even
our bodies if they carry trackable devices, become targets of this new form
of power.

Two possibilities result that, before digital connection, were literally
beyond the imagining of corporations or states. The first is to annex ev-
ery point in space and every layer of life process to forms of tracking and
control. After all, everything is in principle now connected. The second
is to transform and influence behavior at every point so that this appar-
ently shocking annexation of life to power comes to seem a natural fea-
ture of the social domain. Far from being imposed from above, this double
transformation, like industrial capitalism in Marx’s understanding, makes
sense only as a deeply social transformation in which members of contem-
porary societies have agency, even if not much power.

From this transformation of the building blocks of social life follow
other consequences that earlier social worlds had not foreshadowed.

Social power relations have become reversible in alarming ways. Think
of our relations to everyday tools. Tools are basic to our sense of having in-
dividual agency in the world. But, as the Internet of Things expands, there
will eventually be few everyday tools that do not have the capacity to mon-
itor us, collecting data about how we use them and possibly about other
ambient data of value to the tool’s makers.”* One example is Google, the
search engine that records our searches in order to “search” us; another
is “intelligent personal assistants” such as Amazon’s Echo or Microsoft’s
Cortana’® that, to work, must record how we interact with them. For now,
people are still shocked to hear that their phones have a built-in capacity
to listen to them, even when not making a call; in time, we may regard this
as normal.

Yet a more connected social world will not necessarily be more secure.
Indeed, there is no limit to the instability that an interconnected social or-
der can generate. As Bruce Schneier argues, it is a fallacy to believe that
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more connection generates more security. On the contrary, since the pos-
sibilities of bad actors are infinite, more connection must generate more,
not fewer, problems of security.’® The average security robustness of con-
nected space tends to fall as more points get connected. Devices in the In-
ternet of Things (such as those that control fridges or thermostats) simply
lack the computing power to have their security repatched remotely, un-
like, say, desktop or laptop computers.”” People cracking the code of baby
monitors to speak to and scare children supposedly under digital pro-
tection are just graphic illustrations of a much deeper security problem,
which in fact serves the interests of data extraction.”®

Whether these things are serious concerns depends, of course, on
whether the priority is the security of the individual or the security of the
state. For a state like China, a more intensely connected system is likely
to be an advantage, making freedom the problem and internal data colo-
nialism potentially the solution. This helps us make sense of China’s rev-
olutionary new “social credit system”—rather shocking to the West.”® The
program aims to launch in 2020 and is expected to pool all information
about the creditworthiness and social worth of Chinese citizens into a
single interlinked system for monitoring and evaluation.'®® China’s huge
platform growth (especially of Alibaba and Tencent) in the past five years
provides the core infrastructure for this project, but those platforms are
building their own supposedly separate systems of credit rating (Sesame
Credit and Tencent Credit).

In both liberal market societies and authoritarian market states, data
colonialism’s consequences for social inequality are dramatic. This stems
from a basic feature not of computers but of data. The purpose of collect-
ing data is always to differentiate:'*! data’s purpose is to generate informa-
tion that usefully discriminates between entities. Again, discrimination in
itself is not bad: we want a heart recorder that correctly distinguishes be-
tween a heartbeat and other bodily signals. The issue is how data discrim-
inations are applied within the framework of existing structures of social
discrimination. Today’s vast infrastructures of connection, like all forms
of power, build on existing inequality. But they also create new forms of
inequality through various means: inequalities of data capital,'®* exploita-
tion of the human labor that sustains Machine Learning, and the ability of
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data-driven categorizations to reinforce those existing inequalities. Just as
the capitalization of work through labor relations has over time produced
a highly unequal distribution of the profits generated by labor, so over time
we can expect the capitalization of life through data relations to introduce
new forms of inequality into human life itself. We can increasingly expect
human beings to be socially managed in terms of their data value—that is,
their value as data inputs to capitalist production.

Platforms’ Role in Stabilizing Capitalism

How, practically, does capitalism, whether in its pure market or state-
sponsored forms, try to hold together this emerging social order? Capital-
ism needs primary relations of data extraction to at least be stable, predict-
able, and convergent. One key tool for ensuring this is the digital platform,
whose basic function we outline here.

Platforms are structured online spaces, made possible through elab-
orate software, that offer services of various sorts: a space to sell things,
meet people, share information, find specialist resources, and so on. But
they are also fundamentally spaces for data extraction. As Tarleton Gil-
lespie puts it, platforms are “built on an infrastructure . . . for processing
data for customer service, advertising, and profit” that makes them “ori-
ented toward eliciting more data, and more kinds of data, from [their] us-
ers.”'®® Platforms generally operate without explicit payment. The actual
“payment” that the platform operator receives is usually based directly on
the data extracted, though often also in part on data-driven advertising.
The data “payment” is more interesting than the advertising payment. It
can be either the value that the operator generates by packaging and sell-
ing to third parties the data it gathers about transactions and users (the
commodity value) or the value that the operator raises by giving others
access to its data (what we might call the rent value). Either way, surplus
value is generated, although in a connected space of infinite size; economic
success requires platforms to achieve a sufficient scale of operation to real-
ize that surplus value effectively.

As part of their basic business model, platforms operate as multiway
data auctions, linking users, data buyers and users, and of course the plat-
form itself. As Julie Cohen explains, the basic structure of platforms gives
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their operators a remarkable power to organize parallel series of economic

relations through adaptable arrangements,'**

with each series arranged
through the platform’s interface software. This convening power of plat-
forms creates a recentralizing force that requires all actors to make their
content “platform ready.”*®® That force is based on platforms’ power to
control the degree and type of data extraction that is the “price” ordinary
platform users must pay.

Platforms create an interface without historical precedent: an inter-
change in which social life in its open-ended variety interfaces seamlessly
with the forces of economic extraction. This seamlessness is not natural
any more than data is naturally raw. It must be constructed through the
painstaking removal of barriers to data flow within and between platforms;
seamlessness is an achievement, in part, of software that enables platforms
to produce “the social” for capital. This explains the deeply ambiguous sta-
tus of the largest and most successful platforms, such as Facebook, which
is expected to speak for and even regulate the social world because of the
power that running a platform with two billion users gives it. Major plat-
form power in China (Alibaba and Tencent) is even more ambitious, de-
veloping a triple interface across social, economic, and financial worlds to
provide a new practical infrastructure for the world’s largest society. These
models of economic power and social order depend on the unspoken prin-
ciple of seamlessness: every barrier to data flow is a barrier to the unlim-
ited production of social life in forms that can generate data for capital.'*®

The largest platforms distribute their presence across the internet via
plug-ins that allow platform users, wherever they are, to link back to the
resources of the platform, creating even more possibilities for aggregating
data continuously across space and time.'*” These power concentrations
depend on the emerging social centrality of these platforms in a genuine
sense, for we really do go onto platforms because we know others will be
there (the so-called network effect). That is why platforms are fast becom-
ing meaningful social infrastructures t00.'°® In these various ways, plat-
forms are a principal organizational form through which capitalism’s con-
nected social and economic order is being realized.'®® They are a key tool
for ensuring that the colonial-scale appropriation of data for human life
becomes the norm. As networks, some platforms are larger than most na-
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tion-states. The largest platforms conceive of themselves accordingly. As
Zuckerberg put it, “In a lot of ways Facebook is more like a government
than a traditional company.”*® The longer-term implications for legal, po-
litical, and social power are as yet unknown. One key way in which plat-
forms produce the social for capitalism is through a new type of local so-
cial relation that stabilizes our habits of connection. Our term for this is
data relations. Let’s look at these relations in a little more detail.

Data Relations

Data relations are the emerging social form through which data colonial-
ism as an extractive process gets stabilized between individuals, groups,
and corporations, and so it comes reliably to contribute to capitalism’s
emerging new social order.!"* By “data relations” we do not mean relations
between data but the new types of human relations that data as a potential
commodity enables. In time, data relations are likely to become as natural-
ized as labor relations.

Some forms of data relations—for example, within a corporation that
has the residual power to collect data across its activities—are operational
and require no additional level of social agreement. But in many other
cases a relation has to be constituted in such a way that it enables data to
flow in the first place. Once constituted, the seeming naturalness of the re-
lation frames the resulting data as something that can be validly extracted
from the flow of life. Without the act of extraction there would be no iden-
tifiable item of data and thus no separate right to extract that data. It is the
stability of data relations that enables data extraction to seem both valid
and beyond challenge. This is another consequence of the basic point al-
ready noted, that data is not natural but a resource whose extractive pos-
sibilities must themselves be socially constructed, just as physical nature
had to be reconfigured so that it could be exploited by capital.'*?

Data Relations: Their Key Features

To be an effective foundation for a new type of social order, data relations
need not have the solidity we imagine in many work contracts. Indeed,
Zuboff plausibly argues that much data extraction today is not a contract
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or relation at all, in that data just seems to get extracted at a distance.'*?
But the wider set of arrangements on which data colonialism relies would
be ineffective unless they operated as something like a social form that
seems both natural and normal, quite unlike an arbitrary act of theft or
extraction. It is this social form we call data relations; data relations en-
able the basic processes of social construction on which the stabilization of
data colonialism depends for the long term.

We can expect the varieties of data relations to grow massively as data
colonialism itself expands. To get at the core of what we mean by a data re-
lation, imagine yourself entering a spiral. The entry point is that at which,
for whatever reason, you enter the ambit of computer monitoring. Com-
puter tracking is now so basic to the social world that it might seem hard to
imagine one not already being within that ambit, but, even so, at any mo-
ment there is always likely to be at least one specific transaction in which
you are engaged that motivates the capture of particular life traces from
you. It could be using a search engine, investigating a particular website,
searching for a product at a good price, using a platform, or dealing with
an institution (say, a school, corporation, or government). Sometimes the
entry point will derive from an extra step you have taken—for example, at-
taching a tracker to your body or accepting a tracker’s presence nearby as
you perform a task.

You have, wittingly or unwittingly, entered the spiral of data relations.
But those relations may or may not be based on consent. Implied consent,
even if unenthusiastic, is common to many platform situations. Often
rolled into this consent is acknowledgment of the platform owners’ claim
to thereby own the data, even though this is rarely made explicit; if it was,
it would likely be contested more often. Incorporated also is consent to
other, more subtle conditions that are required to convert the flow of a per-
son’s life into material for valuable data extraction in combination with
the parallel flows of data about others’ lives. The information that Face-
book requests before you join the platform illustrates this: What is your
birthday? What school did you go to? And the like.

In most cases, however, there has been little consent to data collection
as such, although recent European legislation, the General Data Protection
Regulation, seeks to change this, at least in a formal sense. Yet, in agree-
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ing to or accepting data collection, people may have a pressing need to se-
cure a service of some sort (just as a labor contract is held together by the
worker’s need to sell her labor power for money so she can buy the ne-
cessities of life). Through data relations, for example, we access connec-
tion (platforms where everyone else we know is a user) and services that
are basic to daily life, such as insurance. Service providers may claim they
need to track us continuously to provide that service, or they may require
registration through an identifying feature (say, a social media login) that
draws us into releasing even more data.

Sometimes there is no consent to data relations at all, just brute ne-
cessity. One example is when people wear a sensor or tracker, on order of
their employer, as they move around their work space. Another example is
when, as in China’s Xianjiang province in February 2017, the government
banned petrol sales to anyone without GPS tracking installed in his or her
car.!'* The logical limit of consent is when—as is increasingly common in
China today—paying for transactions or just walking around public space
involves facial recognition by algorithmically enhanced tracking systems
linked to national databases. The development of systems that manage
these barely consensual relations is a growth area: the Beijing company
Face ++ was valued at $1.5 billion before its latest fund-raising from the
Chinese and Russian sovereign wealth funds."**

Not all data is immediately available to be commodified. Indeed, much
data gathered by corporations may lack a value until a specific use for it
can be found in the context of much larger data sets. But some data—
for example, about potential interest in a purchase signaled when a link
is clicked—may have a precise value on an advertising auction platform
such as Google’s Adsense and Alibaba’s Alimama. Whether immediately
commodifiable or not, the data extracted has potential value in a wider
space of equivalence in which the individual’s distinctive properties as a
data source can be ignored (this abstractness is exactly how Marx under-
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stood commodification to operate).''® The commodification of exchange-

able data is the end goal of data relations and is, as Matthew Crain notes,
“the root of [their] power imbalances.”""’
The final turn of the data relations spiral comes when categorizations

derived from the processing of your data are applied back onto you, the
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human subject, from whom the data was derived, whether or not you are
identified by name. Data subjects often attempt to modulate their behavior
in order to influence the algorithm that they believe is categorizing them.
But however well meaning, this ignores the basic point: that just by going
on with the activity that brought us into data extraction’s ambit, we con-
firm data relations’ continued force.

Through the regular, compressed repetition of these elements in myr-
iad forms, data extraction starts to become part of the natural order of
things.'*®

Updating Marx for the Age of Big Data
There is an echo of Marx in what we have said so far about data relations,
but our argument is not in line with orthodox Marxism."*

Many remember from Marx the idea that capitalism’s social order is
based on labor relations: the transformation of what was once just produc-
tive activity into labor power. Labor power has the abstract measurable di-
mension of a commodity that can be exchanged in a market for money.
Under capitalism, workers stop being “a part of the conditions of produc-

tion (as in slavery or serfdom),”**°

and their labor power becomes some-
thing they can sell as a commodity. But if that were all there was to Marx’s
social theory, it would not help us understand a world in which, as we have
seen, capitalism’s underlying drive to capitalize life itself has taken on new
forms that are not all routed through labor—that is, what is understood in
some sense as productive activity. We are concerned here with the annex-
ation to capital of life processes whether or not they are labor, evidenced
when many of the life streams from which data is extracted for value are
not seen by those involved as part of any productive activity.'*!

What is core to the new capitalist social order is that ordinary social in-
teraction today contributes to surplus value not as labor but as a factor of
production.’”” Human life is being incorporated within a vastly expanded
production process and, as such, faces increasing pressure to be commod-
ified, whether as data for which platforms get paid in some form or (in the
vision of some reformers) as a form of disguised labor power, for which
those reformers propose platform users get paid.'** The key point is not

whether some payment results but that the data traces of our activities are
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under pressure to be commodified at all.'** This is the central change un-
derway, and it flows not from the transformation of labor via digital plat-
forms but from something deeper: an expansion of the whole process of
capitalist production and the factors that contribute to it to encompass the
flow of human life in all its open-endedness. In the long run, this expan-
sion of production may develop into an entirely new “mode of produc-
tion,” in Marx’s term, but just a decade or so into datafication, it is prema-
ture to name this yet.

In arguing this, we are following Marx, but we are doing so in a way
that works creatively with his social theory for the age of data colonial-
ism. We draw here on a radical reinterpretation of Marx offered by the
late Moishe Postone. This reinterpretation reads Marx as proposing that
the fundamental social form of capitalism is not labor relations but rather
the commodification that underlies, for example, the transformation of
everyday work into labor relations.!”> We say “for example” because on
this reading of Marx, other transformations through commodification are
possible, and not only in the domain of work. Marx himself seemed to en-
visage just such a broadening of commodification when he wrote that “as
capitalist production i.e. capital develops the general laws governing the
commodity evolve in proportion.”**® As already noted, Marx discusses
how the materials workers use in the labor process themselves acquire ex-
change value as commodities, and so, for example, seeds and manure be-
come commodities under capitalism, even though before capitalism they
were just part of the normal cycle of land use.'*’

On this reading of Marx, at the core of industrial capitalism’s long-
term transformation of the social world was how work (the everyday pro-
ductive activities that have gone on since the beginning of time) acquired
an abstract dimension that enabled it to be commodified, that is, turned
into a commodity that could be exchanged."”® It is this possibility of ab-
stracting value from life processes, even when they are not directly produc-
tive activities, that leaves open the prospect of new types of commodified
social relations and, through them, a new social order for capitalism.

We know that data is produced by abstracting the processes of human
life into measurable bits and types. We know also that data is not simply
abstracted from us automatically but through arrangements and relations
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into which we are assumed to have voluntarily entered at some point, even
if retrospectively. Meanwhile, data is being increasingly, though as yet un-
evenly, commodified. Therefore, our proposal is simple: that just as indus-
trial capitalism, according to Marx, changed society by transforming the
universal human activity of work into a social form with an abstract di-
mension (via the commodification of labor), so capitalism today, in the ex-
pansionary phase we call data colonialism, is transforming human nature
(that is, preexisting streams of human life in all its diversity) into a newly
abstracted social form (data) that is also ripe for commodification.

It is this transformation that is the larger context for the datafication
of labor relations that many critics have noted.'* It is this transformation
also that links the appropriations of data colonialism to contemporary
capitalism’s latest lines of expansion. But the outcome is hardly something
to celebrate. For the unwelcome truth is that, just as in Marx’s eyes capi-
talism had disrupted human beings’ relations with physical nature, in the
era of data colonialism, capitalism risks disturbing humanity’s relations
to its nature—that is, our lives as reflexive, relatively autonomous human
beings. Data colonialism interposes infrastructures of data extraction di-
rectly into the texture of human life and so risks deforming human experi-
ence in a fundamental way, invading the space of the self on which the val-
ues of autonomy and freedom in all their forms depend.**°

Our Argument within the Wider Debate about Data and Capitalism

Why is it that so far we have talked simply of capitalism and not digital cap-
italism, informational capitalism, communicative capitalism, platform cap-
italism, or surveillance capitalism, to name some rival terms?'** The rea-
son is straightforward. No convincing argument has yet been made that
capitalism today is anything other than what it has always been: the sys-
tematic organization of life so as to maximize value, resulting in the con-
centration of power and wealth in very few hands. Contemporary societies
are marked by the ever-increasing importance of the circulation and pro-
cessing of information. As we emphasized earlier, this accelerated circula-
tion and extraction of data and information has had profound impacts on
the management of business, on the organization of work, and on the inte-
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gration of social life into the economy. But that is no reason to say that the
fundamental drivers of capitalism have suddenly changed; they have not.
Therefore, when we use the term capitalism with a contemporary ref-
erence, we mean capitalism as it is now developing in societies in which
“the production, accumulation and processing of information” is grow-
ing.'** Surveillance is certainly part of this, again as we have emphasized,
but not sufficiently to brand today’s capitalism as surveillance capitalism.
For, within the longer history of colonialism and capitalism, surveillance
has often been the accompaniment to the direct appropriation of labor-

ing bodies for value (think of the slave plantation).'*®

What is new today
is not so much surveillance but rather the networks of social relations in
which vastly extended modes of appropriating human life through data
work to order economic and social life as a whole. That is the larger pic-
ture we see by working simultaneously with the concepts of data colonial-
ism and capitalism.

It might also seem surprising that, up to this point, our argument has
not referred to neoliberalism. The concept of neoliberalism, most thor-
oughly developed by Michel Foucault, is enormously important for grasp-
ing the cultural, political, and social means by which capitalism has been
reproduced and reinforced in the late twentieth and early twenty-first cen-
turies.** There is no question of its continuing relevance. Indeed, some re-
cent accounts of neoliberalism, such as Wendy Brown’s, come close to ours
in their overall diagnosis of what is wrong in capitalist societies.'** That
is because neoliberal politics from the 1980s onward transformed culture
and politics by insisting that market functioning should govern all of life,
not just formal economic processes, thus justifying many forms of market
deregulation and financialization as well as the invasion of market logics
into spheres previously protected from them. As such, neoliberalism has
contributed to the general preconditions of data colonialism and specifi-
cally to preparing people for the intimate relation to capitalism that data
relations bring. But data colonialism goes beyond neoliberalism by liter-
ally annexing human life directly to the economy and reorganizing it fun-
damentally in the process. When data colonialism is complete, there will
be no need for the ideology of neoliberalism, since there will be nothing
left of human life except materials for potential commodification. At that
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future point, the boundary around social and personal life that neoliberal
logics once transgressed will have dissolved, revealing data colonialism as
neoliberalism’s ultimate horizon.'*

Finally, what of this book’s relation to the many Marxist readings, par-
ticularly in the Autonomist tradition, of digital networks and social media
platforms as the launchpad for ending capitalism? There are two impor-
tant points to be made here. First, we acknowledge that some might see in
our analysis of the “capitalization of life itself” merely a replay of the Au-
tonomists’ 1960s analysis of capitalism’s social expansion. Indeed, today’s
exposure of daily life to capitalist forces of datafication does seem superfi-
cially similar to the well-known Autonomist notion of the “social factory,”
which argued that the capitalist organization of work had extended from
the factory to the whole of society."*” But Autonomists were rather vague
about the mechanisms of this general intensification of capitalism’s influ-
ence over social life, except when they claimed the structure and norms of
capitalist work somehow expanded out into social life."*® That idea gives us
no grip at all on data colonialism, which, as we have shown, appropriates
life as raw material whether or not it is actually labor, or even labor-like.
Our temporal scale for appreciating these developments should be not so
much the past half century of socializing capitalism, especially in Europe,
but the centuries-long global cycle of colonialism’s long intertwining with
capitalism.

This takes us to a second key point. Because Autonomist analysis is
based on a reading of capitalism’s long-term social expansion that was al-
ready underway in the 1960s, it does not serve us well to assess the sites
and potentials for resistance to this century’s developments around data.
What if human experience is becoming a condition or factor in capital-
ist production, with no agency as such to overthrow capitalism unless this
integration into production is itself resisted?'** What if today’s networked
social relations herald not a new awakening of the social spirit but capital-
ism’s deepening through the reorganization of human life as a whole and
not of labor specifically?'*® The latest Autonomist thinking certainly ad-
dresses the extraction of data'' but argues that although the creative ca-
pacity of humanity is exploited by the social quantification sector,"** this
capacity remains somehow unaffected by the process, ready to jump into
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resistive action."** This ignores completely the pervasiveness of data co-
lonialism as a form of extraction and the force with which it is being ap-
plied, whether in the workplace, in financial and legal transactions, or in
our transformed understanding of the social world itself. And it ignores
the power of data relations to restructure life for capital in societies such
as China and Russia, where data colonialism proceeds under the auspices
of an authoritarian state. As Michael Hardt and Antonio Negri write, “Be-
hind the value of data . . . stands the wealth of social relationships, so-
cial intelligence, and social production.”*** But there is no “behind” in the
space in which data colonialism operates; it is not a stage with a front and
back but a force field, as powerful in the long run as the force field of labor
relations that transformed the social world two centuries ago.

In this chapter, we have unpacked the double theoretical foundations
of our argument: data colonialism and the emergence through data rela-
tions of a new capitalist social order. In the next chapter, we look more
closely at the Cloud Empire that is emerging through the playing out of
data colonialism on a global scale.





