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1. Research Objective

? Maintaining security within computer

networks is a continuing problem. In
scenarios such as digital virus epidemics
few operating systems and protocols can
exacerbate the problem. Ecology research
has found that undesirable disturbances
to an ecosystem, such as the spread of
viruses, can be reduced by increasing
biodiversity. This research explores the
effects of biodiversity as a security
approach in ad hoc computer networks.
2. Ad Hoc Networks
An ad hoc network is characterised by devices connected in
an arbitrary manner to form a network without a central
controller. Messages are passed around the network in a
series of hops. Ad hoc networks of the future are likely to
interconnect applications such as home robots, wearable
computers, and sensor networks. There are similarities
between ad hoc networks and natural communities due to
their movement and short range communication patterns
making them a good candidate for P S
'

studying the effects of biodiversity
as a security mechanism.

3. The Biodiversity Benefit
Ecology research has found that biodiversity promotes
resistance to disturbances against the functioning of the
ecosystem. In an ad hoc network environment security
attacks can create destructive disturbances at the individual
(1), community (C) or the ecosystem (E) scale affecting the
functioning of the services provided by the network.
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By applying biodiversity strategies at different scales, it is
hypothesised that the destructive effects from security
attacks can be tolerated to maintain ecosystem function.

4. Security Attack Disturbances

Common security attack disturbances causing effects at the community scale are shown here
where network behaviours are affected.
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5. Three Scale Biodiversity Strategy and Classification System

Measuring and applying biodiversity strategies within an ad hoc network ecosystem requires
classification and measurements at different scales.
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6. Community Scale Species Taxonomy

At the community scale one method of classification of
ad hoc nodes is by a taxonomy system, similar to how
species are classified.

Kingdom Ad Hoc Node
(Network Node) /\
(MPhyIum 3 Mobile Stationary
ovemen /\
Class

User-Propelled

(Mobility Mechanism) /\

Self-Propelled

/N

Qrder Communication Data Processing Unmanned Self-Moving
(Device Type) ?{M{A D?/ice\k Veh’?\Sensor
Family  Smartphone 2G Laptop Netbook Robot Self-Drive
(Family of phone Carpet Car
Device Type) /\ Cleaner
Genus RIM Apple Dell Acer
(Make) Blackberry iphone
Species go|d  Curve
(Model)

7. Individual Scale Genotype & Phenotype

At the individual scale where genetic diversity is
measured genotype classification can be used to classify
differences in software and hardware composition. A
binary vector can be used to identify the presence (1) or
absence (0) of a particular software or hardware
component (x1-x9).
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Alternatively phenotype classification can be used to
classify differences in the traits and characteristics of
each node such as the communication frequency or
migration rate. Each characteristic can be represented as
a dimension with a scale representing the strength, so
that each node will be a point in the vector space.
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