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ames we play!

Game 1:The amnesiac ambitious
~ WhatsApper! (with Hussak, Austin et al
. Game 2: Graph reconstruction (self-
"':.h__ealing). game! (with Saia, Hayes, Doley,
Pandurangan, Robinson, Gilbert et al ...

Game 3:Too many friends, too little

memory' (Compact Local Streaming ( CLS)

with Castaneda el al) - e —m—




> Game 1: Amnesm' (From dictionary)- Partial or total loss of memory, usually
resulting from shock, psychological disturbance, brain injury, or illness.




(Classic) Dumb’ Flooding

N

Flooding is about the simplest of all distributed algorithms. It '_ b
is dumb and expensive but easy to implement ...[James Aspnes|

v

ource s has message M). Broadcast M to all nodes.
Terminate.
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lassic) Dumb’ Flooding |

N

Flooding is about the simplest of all distributed algorithms. It is dumb and expensivé bu.t_ .
| | easy to implement ...[James Aspnes] | ’
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Objectives: (Source s has message M). Broadcast M to all nodes.
Terminate.
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Message Passmg ormal

Model

= A graph G(V,E) is a formal model for a network

- Communication: Purely by sending and recerving
 messages.

~ A. Synchronous and Reliable: communication
~ in synchronous rounds, messages delivered
- by end of the round sent in.

AdaptiVe Round asynchronous: 'global'

5 rounds but adaptive adversary decides the

~ delay on each edge (i.e. delays are
integers) |




Stateful)/Traditional
Flooding *

Start: A distinguished node !
- Round 1: | sends message M to all neighbours
Round i 1) | f.
- .  If node v receives M for the first time, v floods to n( v) (i~tg';‘
all of v’s neighbours) |

.




(Stateful Traditional
Flooding

Start: A distinguished node [
Round 1: I sends message M to all ne1ghbours

Round i ( > 1): If node v receives M from ne1ghbours Rin
round i-1:

A. If node v receives M for the ﬁrst time, v ﬂoods to
n(v)/R (i.e. neighbours besides R)

- B. On subsequent receipts, v ignores M

‘ _(Ver 1 and Ver 2): How 155 [ep{ B executed? :




Classic) Dumb’ Flooding

How to ter\minate?

v

i.e. N0 more messages

Keep a copy of M

li 3 stack!

Check 1if incoming message
isM F
If yes, discard! g
Overhead and history for
every flood. = £
s this necessary?




- Amnesiac IFlooding:
‘Dumber’ yet smarter!”

' What if | forget to use the local stack?
Will flooding still terminate? ???

_3.
:




Amnesiac Floodmg

“Dumber’ yel ‘smarter?’

What if | forget to use the local stack?
Will flooding still terminate? ???

.§> Introducing Amnesiac Flooding (AF

Send and Forget'
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Amnesiac Flooding (AK

More fofmally: Ammnesiac Plooding (AF)
- Start: A distinguished node
- Round 1: I sends message M to all neighbours

Round i (> 1): If node v receives M from neighbours Rin -

1

- round i-1, v floods to n(v)/R (i.e. neighbours besides R) .




AMNESIAC FLOODING
TERMINATION

Amnesiac Flooding

Start: A distinguished node !

Round 1: [ sends message M to all neighbours

Round i ( >1): If node v receives M from neighbours R in
round i-1, v floods to n(v)/R (i.e. nelghbours besides R)

Q1: Does this process terminate?

Let’s try some examples

1 Llne Graph

O -G _. 5 © ;

Rdund'] | - -~ Round 2. Round-3'




AMNESIAC FLOODING: TERMINATION

Ammnesiac Flooding

Start: A distinguished node !

3 -

Round 1: [ sends message M to all neighbours

Round i (>1): If node v receives M from neighbours R in |
round i-1, v floods to n(v)/R (i.e. neighbours besides R) :

".ATriangle/Cquue/Odd Cycle:

Q1: Does AF terminate?




Ammnesiac Flooding
Start: A distinguished node !

Round 1: [ sends message M to all neighbours

Round i (>1): If node v receives M from neighbours R in
round i-1, v floods to n(v)/R (i.e. neighbours besides R)

Q1: Does AF terminate?

v

B




- AMNESIAC FLOODING: TERMINATION

Amnesiac Flooding
Start: A distinguished node [

Round 1: [ sends message M to all neighbours

Round'i (>1): If node v receives M from neighbours R i =
round i-1, v floods to n(v)/R (i.e. neighbours besides R) | =

. More complex topologies: Q1: Does AF terminate?
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Petersen Graph
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Q1: Does AF terminate?

5. .. And Some Well known Topologies:

Hypercube e ‘ ' Petersen Graph
T=3rounds ' T=5rounds
_’Diam’eter &3 | - Diameter =2
... Whysuch differ‘ent termination timesdiai. -

B >
s A R >
AT TR R







AT ST

o
s
<
<
=
2’4
LLl
—
Ll
<
N
LLl
O
a

ON EVERY GRAPH?

YES
IS IT QUICK?
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Thought experiment!

on-terminating processes

-

= 2 Consider a non-terminating process on a discrete

- tme line! 1.e the same event repeating infinitely.

v

10 20 30 40 50 60 70 80 90

- What properties do such sequences have?
Can negation of some such property prove

T 2y




Th’eorem 1. Given a finite graph G, Amnesiac Flooding (AF) from a
- single source will terminate in a finite number of rounds

"‘Proof |s by contradlctlon

ngh level |dea
- - Defme round-sets as set of nodes receiving M in a particular round?

Condltlon of non-termination: .
There must be at least one E havmg the same node re|oeatedI .
- We show this is not possible! | |
Ro = {b} .
R1= {a c} R2 {a, c}




AF TERMINATION

Theorem 1. Given a finite graph G, Amnesiac Flooding (AF) from a
;_i;'smgle source will terminate in a finite number of rounds

Claim 1. If AF does
not terminate, Re
will be non-empty

- Detailed Proof.

Assume Re is non-empty
Take the first smallest sequence in the set Re!

| -;Defme
,_?md shortest duration of any sequence
ms earliest starting point of such sequences

%-‘f“o\n5|der node Xx common to Rys and Rysimd (eXists by assumptlon)
nd node y which sent M to node x in round Rimsimd :

Case 1.y also sent M to x in round ms
X se'_nt M to y in rou d__ms+ r




X
-

Rms+md
Rms+md— 1

us, round ms-1 is either 0 and y is origin node [
Or y recelved M in round ms-1 (> 0):
Elther way, there is a sequence

Claim 1. If AF does not
terminate, Re will be non-empty

The first smallest
sequence in the set Rel

node xin Rmsand Rmssmd
node y: sent M to x in Rms+md




AF TERMINATION

fTheorem 1. Given a finite graph G, Amnesiac FIoodmg (AF) from a
’fﬁ;“smgle source will terminate in a finite number of rounds

. Case 2. x sent M to y in round ms+1

X

Rms+md
Rms+md—1

>X. but thls is not possible

‘ Rms+2
diue to pollteness“
sk

E Thus there is a sequence R mis1s Rms+md I

Claim 1. If AF does hot ‘

terminate, Re will be ,nonl-empty _ =

The first smallest
sequence in the set Rel

|node xin' R and Rucivia:

node y: sent M to X in Rmssmd
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TERMINATION TIMES

Rev:s:tmg the proof:

; rTheorem 1 Given a finite graph G, Amnesiac Flooding (AF) from a single source will terminate in a finite |
,number of rounds :

Claim 1. If AF does not terminate, Re will be non-empty

" Proof. G is flnlte therefore, if AF does not termipate, a node X must
occur in infinitely many round-sets.

Consider the first 3 such round-sets (e.g. 2 5 and 7)
Surely at least two of these are evenly spaced.

'L1: In AF from a single source, a node can be visited at most twice!

T2: AF from a single source terminates in at most 2n rounds
where n is the number of nodes | (o |

there are bet




AF TERMINATION

HOW LONG DOES IT TAKE?
BIPARTITE GRAPHS: <= D STEPS

1

Note: A hypergraph is bipartite (termination takes D)
- but Petersen graph is not (termination takes 2D+1)




"HOW LONG DOES IT TAKE?®
BIPARTITE GRAPHS:

A graph is Bipartite if and only if termination time t of
AF from origin aist = e(a) < D rounds

~ (where e(a) is the eccentricity of the origin node a and D the
diameter of the grap &

TR




(SIMPLER CASE) TERMINATIO
BIPARTITE GRAPHS

;_{Blpartlte Graph: A set of graph
& vertices decomposed into two disjoint
. sets (say, red and green) such that no

| two graph vertlces within the same set

are adjacent.

' Theorem. In a connected bipartite graph, AF
e~rminates'ih #rounds = e(a), where e(a) is the
_eccentricity of the vertex a, where a is the
orlgm node. "

,-“‘jof Sketch.
Cbnsider-the BFS traversal from the source!

ere are_no cross edges, therefore, nodes are explored
"f_rtest and by AF there are no cycles e




NON-BIPARTITE GRAPHS:

In a non-bipartite graph, AF from an origin node a
terminates in t rounds where

e(@)<t<e(@+D+1<2D+1

b & SRR 1
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Questions?

5 Does synchronous A with multiple imitiators -
terminate?

YES




Uniqueness of AF!

PODC25, DISC25

@ Vertices have no internal state and cannot retain information other
than their port labellings.

@ Deterministic

@ Vertex behaviour does not depend on message contents

Amnesiac Flooding is unique (A., Gadouleau, Mertzios, Trehan 2025)

Amnesiac Flooding is the only correct and terminating algorithm obeying
those three conditions.

Amnesiac Flooding is unique at KT(1) (A., Gadouleau, Mertzios,
Trehan 2025)

Amnesiac Flooding is the only correct and terminating algorithm obeying
those three conditions, even if agents have unique IDs and knowledge of
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AF is a Fixed Point?
PODC25, DISC25

Amnesiac Flooding is (mostly) unique

Special properties

@ Vertices have no internal state and cannot retain information other
than their port labellings.

@ Deterministic
@ Vertex behaviour does not depend on message contents

Amnesiac Flooding is unique at KT(1) (A., Gadouleau, Mertzios,

Trehan 2025)

Amnesiac Flooding is the only correct and terminating algorithm obeying
those three conditions, even if agents have unique IDs and knowledge of
their neighbour'’s IDs.

Sharpness (A., Gadouleau, Mertzios, Trehan 2025)
There exist correct and terminating algorithms obeying any two of the

three co_ngl_itions.




Wlkl} httDS //en Wlkmedla org/wiki/Amnesiac flooding

[PODC 19] On Termination of a Flooding Process (Brief Announcement). PODC 2019 <http_s e

e acm.org/doi/10.1145/3293611.3331586 -
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cases of flooding. CoRR abs/2009.05776<htips://dblp.org/db/journals/corr/
C-.Q-I‘I’ZOOQ.html#abS-2009-05776> (2020)

Stfibuted Computing’23] Walter Hussak, Amitabh Trehan: Termination of amnesiac ﬂood—ing (2023)

POD C’25; DIS C’25} Henry Austin, Maximilien Gadouleau, George B Mei‘tzios, Aﬁitabh Treha‘n:'— B

mr‘llesiachl‘ooding: Easy to Break, Hard to Escape (2025) DI1sc 2025: 10:1 - 1023
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FOLLOW UP WORK AND OPEN
DIRECTIONS

Alternate analysis by an auxiliary graph reduction from non-bipartite to
blpartlte graphs (Turau*)

K-starters Amnesiac flooding problem: Given k starters, what is the
placement of these starters that gives the smallest termination time (Turau*)

.A'Why’? Fundamental reasons behind termination? (Partlally addressed in
i AGMT, PODC'25 (Brlef Announcement), DISC 25

How can these results be used? Distributivély estimating diam'eter/to'ponlogy"’?.;,"_f*;‘;f

z R\e‘lrat-ions to temporal graph theory/other areas?
Self-healing f—lo:oding: Termination agaihst a graph rﬁodifying adve‘réary?v -

: la FIoodmg, Arx:v (httS‘

-pw-p Agf - — .,.’,



https://arxiv.org/abs/2002.10752

Architecture

Timing
Identity

Knowledge

Local Memory
Bandwidth
Failure

Behaviour

T ATV IR
B

Sensor, Wireless,
( Reconfigurable, )
Overlay, Cloud...

Message Passing
(Point-to-Point,
Broadcast...)

Synchronous Partial ..

Anonymous ID

Local (Own +
neighbour IDs), +
size, dia estimates?

Restricted

Unlimited SuperLin(?ar, L.inear,
Logarithmic

' LOCAL (Unlimited) | CONGEST (polylog)

Asynchronous

Shared Memory o =

Constant

‘s

Edge, Memory,

Crash (node) .
Transient ...

Byzantine

Obedient! Selfish (Game

Byzantine
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a , h Self_ ai
Model

Healmg After each adversary action, we reconf:gure add and/or drop some
:.:~_edges between pairs of nearby nodes, to “heal” the network
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- Iwo new non-citations!

- 10 Baruch A Trehan A. (2011). “On the impossibility of local self-healing E :
. in expander graphs,” in Proceedings of the 30th Annual ACM Symposmm | |
Prln(:lples of Distributed Computing (PODC) (ACM) 273-282.

ARl AN
SAER .‘.l".'f.u_vj.»\:'r.:’;-. XS
A A e A s

';55 Pandurangan G., Trehan A. Upfal E. (2012). Distributed constructlon
-~ of self healing expander networks. ACM Trans. Algorithms 8, 1

S The ab()ve papers don’t exist but appear in a recent
’ntlers in Computer Science’ journal article! This one

ead the story at htt ps://www.linkedin. Com/feed/ulodate/
i .activity: 7459376568935747584/ | | 3



https://www.linkedin.com/feed/update/urn:li:activity:7459376568935747584/
https://www.linkedin.com/feed/update/urn:li:activity:7459376568935747584/
https://www.linkedin.com/feed/update/urn:li:activity:7459376568935747584/
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Attacker! "@

Strategy:
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Neighbour
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2 Suggest different healing strategies and
- reflect on them wrt node distances

~ \ N

~network latency) and individual node

~ degree increase (~processing load)!
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Challnge 2: local

> Limited global Information with nodes
> Limited resources and time constraint




“Self-healing t()pologlcal
Goals

's_Healing should be fast.

:> Cerlain (topologlcal etc...) properties should be maintamed w1thm
~ bounds:

2> Connectivity
- Degrée (quantifies the work done by algorithm)
> Diameter/ Streteh

| > Expansiqn/ Spectral properties

i>'<Addy0ur own= ...

T S P ‘

5 Cost MGU’ICS Tlme #messages per heahng and change mn propertles
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- P2P-CONGLEST

Constructor..., Gilbert, Pandurangan, Robinson, T, ACM PODC’ZO

.~-P2P-CONGEST: CONGEST model extended to P2P(Overlay)
;f"_’ReCQnﬁgurable networks:

v

* Graphs G/, Gy, ..., where G 1s the initial network. Initially, no
know only neighbours in Gy w >




b P2P-CONGEST

N N

"‘LPzP-coNGEST: CONGEST model extended to P2P(Overlay Reconﬁgupable

B
X { iy ¢ 2 T3

~ networks:

- f*j Graphs G, Go, ..., where G/ 1s the initial network. Nodes have unique IDs and know only neighbours in ¢

1. nodes receive, process, and send a single message of size O(log n) per
. neighbour |
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'.TPZP-‘CO"NGEST: CONGEST model extended to P2P(Overlay) Reconfigurable networks:

Graphs G, Go, ..., where G 1s the initial network. Nodes have unique 1Ds and know only neighbours in G,
: (Syzic/zronéus, CONGEST): Fach round:
nodes receive, process, and send a single message of size O(log n) per neighbour

2. (Reconfigure) Nodes can add/drop edges 1.e If node « knows 1D of node ¢ it can
add or drop edge (u,9). Nodes add/drop edges at end of each round.




- P2P Construction an

Maintenance

Fast Construction of Overlay Networks

Jang Chen
Oopt. Gorep. S5i
Yale Universty
New Haver, CT 064

dana.angluin@yale.ocu  aspnes@cs yale.odu jang.chen@yale.edu

Yinghua Wu ' Yiteng Yin '
Ing Y Iong

Yale Universy Yale Unwersiy
Now Haven, CT 06520 Now Haven, CT 06520

ywu@yale adu yitong yin@yale adu

ABSTRACT General Terms

Keywords

Ouerlay networks. sy nchronow. g, Patricia trees

1. INTRODUCTION
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“Tom Hayes. Navin
Rustagi, Jared Saia,
ltabh Trehan ACM

The Forgiving Tree: A Self-Healing Distributed Data
Structure

Tom Hayes* Navin Rustagi

ABSTRACT

We consider the problem of self-healing in peer-to-peer net-
works that are under repeated attack by an omniscient ad-
versary. We assume that the following process continues for
up to n rounds where n is the total number of nodes initially
in the network: the adversary deletes an arbitrary node from
the network, then the network responds by quickly adding
a small number of new edges.

We present a distributed data structure that ensures two
key properties. First, the diameter of the network is never
more than O(logA) times its original diameter, where A
is the maximum degree of the network initially. We note
that for many peer-to-peer systems, A is polylogarithmic,
so the diameter increase would be a O(loglogn) multiplica-
tive factor. Second, the degree of any node never increases
by more than 3 over its original degree. Our data structure
is fully distributed, has O(1) latency per round and requires
each node to send and receive O(1) messages per round.
The data structure requires an initial setup phase that has
latency equal to the diameter of the original network, and
requires, with high probability, each node v to send O(logn)
messages along every edge incident to v. Our approach is or-
thogonal and complementary to traditional topology-based

L:.pproaches to defending against attack.

Jared Saia ' Amitabh Trehan t

zation|: Performance of Systems- Reliability, availability,

and serviceability; E.1 [Datal: Data Structures - Distributed
data structures, Graphs and networks, Trees; H.3.4 [Information
Systems]: Information Storage and Retrieval: Systems and
Software - Distributed systems, Information networks

General Terms
Algorithms, Design, Reliability, Security, Theory

Keywords

Self-healing, reconfigurable, responsive, distributed, networks,
peer-to-peer, data structure

1. INTRODUCTION

Many modern networks are reconfigurable, in the sense
that the topology of the network can be changed by the
nodes in the network. For example, peer-to-peer, wireless
and mobile networks are reconfigurable. More generally,
many social networks, such as a company’s organizational
chart; infrastructure networks, such as an airline’s trans-
portation network; and biological networks, such as the hu-
man brain, are also reconfigurable. Unfortunately, our math-



https://dblp.org/pid/62/2234.html
https://dblp.org/pid/82/6732.html
https://dblp.org/pid/82/6732.html
https://dblp.org/pid/72/2042.html
https://dblp.org/pid/68/3831.html

The Forgiving Tree:
Model
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N

N

> (P2P-Congest) Atter each node deletion, we can
~add and/or drop some edges between pairs

ngarby nodes, to “heal” the network -




Ve Fo rgiving

Tree:
Mo del
A'Sta‘rt: a netWork G.

\ Odes fall n
}unknown order vy,

Each node of Gy is a processor.
Each processor starts with a list of its neighbors in Gy.
Pre-processing: Processors may send messages to and
from their neighbors.
fort:=1tondo
Adversary deletes a node v; from G:—1, forming H;.
All neighbors of v; are informed of the deletion.
Recovery phase:
Nodes of H; may communicate (in parallel) with their
immediate neighbors. These messages are never lost or
corrupted, and may contain the names of other vertices.

During this phase, each node may insert edges joining
it to any other nodes as desired. Nodes may also drop
edges from previous rounds if no longer required.
At the end of this phase, we call the graph G:.
end for
Success metrics: Minimize the following “complexity”
measures:

1. Degree increase. max;., max, degree(v,G;) —
degree(v, Go)

Diameter stretch. max;<, diam(G;)/diam(Gy)

Communication per node. The maximum num-
ber of bits sent by a single node in a single recovery
round.

Recovery time. The maximum total time for a
recover round, assuming it takes 1 bit no more than
1 time unit to traverse any edge and unlimited local
computational power at each node.

Model 2.1: The Delete and Repair Model — Distributed
View.




The OI‘giVing ee: .
Main Result

 2> A distributed algorithm, Forgiving Iree such that, for

-

‘any network G with max degree Deg, for an arbitrary

sequence of deletions,

> A'Graph stays connected

N

> Diameter increases by < log(Deg) factor

j]:i.EaC‘hrepair takes constant time and involves O(Deg) |

~nodes..




1 e orgiving ee: .
Main Result

 2> A distributed algorithm, Forgiving Iree such that, for
~any network G with max degree Deg, for an arbitrary

e S

-

N . TS S SN A0 N N
> h 3 T4

sequence of deletions,

> Graph stays connected

N

> Diameter increases by < log(Deg) factor

' Matchi"ngf' ~' 
lower bound

'A'i:i.EaC‘hrepair takes constant time and involves O(Deg) ‘
~ nodes.




<

- > Trees are the “worst case” for maintaining
~_connectivity. Suppose we are given one.

«j'trée. This helps us keep track of which vertices

v b & BRI a

g :

- can afford to have their degrees increased, and

- R blowing up distances.




I first approximation

> Find a Dia approximating spanning tree of G

2 Choose some vertex to be the root, and orient all edges
toward the root.

S e
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> What happ_ens when a node w simulating a
virtual node 1s deleted? '

S - 203

> (a) If w has children, one child is w’s “heir” and )

N N

takes over the virtual node.

) if the virtual node becomes redundant, short-

E eircuit!
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Distributed Implementatio

~ Assigning virtual duties

" 2 Each non-leaf node v writes a will with duties for
1ts children.

R




Where there S a Wl]l

nextparent: c

C

\h nexthparent: p

nexthchildren: b

nextparent: b

nexthparent: b

nexthchildren: a,b '

nextparent: a

a@\) bT nexthparent: h

30/ \8 nexthchildren: a,c |

nextparent: b
e
O

c/ >\ nexthparent b

nexthchildren: c, h

h.nexthparent=p &J

iaSsigns virtual ‘ ; E
nodes in Lhic will ©  The will gets split intass
Lis the helr ~ parts--one for each neighbor.
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is deleted, making y's virtual node redunda




Proofs

Lemma 1. In the Forgiving Tree, a real node can simulate
at most one helper node at a time.

Lemma 2. If an original node x is an ancestor of another
original node v in FT; for some time step i, then node x
must also have been an ancestor of node v in FTy.

Lemma 3. Let danc;(v) be the number of ancestors of v in
FTo that have been deleted by time step 1.
For all nodes v,

depth,(v) < depth,(v) + log A x danc;(v)

Theorem 1. The Forgiving Tree has the following proper-
ties:

1. The Forgiving Tree increases the degree of any vertex
by at most 3.

The Forgiving Tree always has diameter O(D log A).

The latency per deletion and number of messages sent
per node per deletion is O(1); each message contains
O(1) node IDs and thus O(logn) bits.




ven Gi1 = (V1, E1), Gy = V3, Es
{v,w} € By = {f(v), f(w)} € Es

a b ¢

wvirtual tree (left) and its homomorphic




T NS P 1Y T AR
e
=)

s

, and the
i1s not a tree.

rtual nodes
miage

the

1

1S case

Biece

1t

>
4
ey
e
Qe
@
a5
o p—

.different label
image. Note that

<




; “
T o Loy P
Sl P e
% e

Virtual graphs healing

Approach

Virtual Graph (VG)

Mappings

- :> Method: Setﬂp virtual graph (VG) on the real graph RG
- Maintain (self-heal) VG. |

> Required: If property A is maintained on VG, it is also

- maintained on RG (i.e. the correct mappings).

1
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“ DANG, | FORGOT MY NOTES! "

TOO MANY FRIENDS, TOO LITTLE

GAME 3:




Game 2

mem ory’?

Compact Routmg Messages in Self-Healing Trees. Castaneda Dolev
'Trehan ICDCN 2016; Theoretical Computer Science, 2017. |

"S’Fully Compact Routing Messages in Selt-Healing Trees. Castaneda
Lefévre, Trehan. icocn 2020. | e

Adv"eréary is Deletion only

Ea,c%h node '_USe's less than linear (i.e. o(n)) memory (=Compa¢t§*:'
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-Pfeprocessing (regular memory[ICDCN’16], Compact
Memory[ICDCN'20]): BES spanning tree of the network + DES
labelling and TZ setup + CompactFT data structure "

Do forever (compact memory)

.COMPACTFT (Compact version of ForgivingTree*): On node del,etion,.""“"
'ﬂ“-fneighb'ours replace deleted node by its RT and maintain SH tree

i3 S+ R TZ (Modlfled Thorup- ZW|ck’\ Routlng ) on real nodes + BST
routmg on RTs (virtual nodes)

| /\I\/I Thorup and U. ZW|Ck Compact routing schemes. In SPAA, pages1 —10, 2001.
in stag| Jared Saia and Amitabh Trehan, “The forgiving tree: a self I buted
__ Principles of Distributed,Computing (PORC), 200 ;




1. A compact Routing

Scheme S (no failures) TZ: Modified Thorup-Zwick “.

Routing over trees

. If node failure,
compactly self-heal by
replacing node with

~ reconstruction structure
"‘1',(R'S)'fo||owing Routing

COMPACTFT: Compact version offf%
ForgivingTree* e

Binary Search Tree Traversal

'S + R: Transparent

ntegrated compact
routing with small

| stretch

| /\I\/I Thorup and U. ZW|Ck Compaot routlng schemes In SPAA pages1 10 2001




hy compact’ memory

= Large networks of low memory nodes

For example, small sensors forming dense
~ networks - Internet of Things?

* Limit node memory to O(polylog n) bits even
~in arbitrary networks (i.e. O(n) neighbours)

Implies a node cannot even store identities of
neighbours

A B e A Caa T
L 6 KA A RAN
X I 2
' sy -y ol | *y

:'-"-ﬁ_',lvf“r-\‘troduces a local streaming style computation
(next slide)




COMPACT LOCAL STREAMING (CLS) / COMPACT MESSAGE
PASSING (CMP) or COMPACT model

* Consider each message passing round at a finer granularity

. Computation (read-process-write) by rounds, every round executing | |
a sweep:

1. Mutable reads: Once in-buffer read, value cleared

o Fair Interleaving Fcondition° read (r), write (w), process (p) in any order WIth | -
rszZPW1p or Pr PszrspW1 '

adverserial permutation :
Local computation )

Input Stream fmM7({M3|M5 M1 MI:dcaI memory Tt M3 7 O;* tput Stream '

| Self-healing Routing and Other Problems in Compact Memory
LA C'astaﬁeda,’ J Lefévre, A Trehan arXiv preprint arXiv:1803.03042 :
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For fully compact
CompacthT

~ Induced components of a labelled graph!

In particular, binary search labelled half-full trees

v

Half-full trees are binary trees used as Wills! *

Haft(v,w) needs to return the components of Haft(v) that w, a neighbour of v.ap'pe‘_'a‘_r'
in! (Note: v does not have enough memory to compute the whole tree in its memor,
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-

~ Algorithm

Internal
memory

Time

(# rounds)

# messages

* Leader Election by flooding

* BFS Spanning Tree Construction
* (regular) Convergecast

Weight labelling with convergecast
Compact DFS relabelling of a tree
* further Compact DFS walks
‘Light” Path by BFS construction

O(logn)
O(logn)
O(logn)
O(logn)
O(logn)
O(logn)
O(log® n)

O(D)
O(D)
O(D)
O(D)
O(m)
O(n)
O(D)

O(m)
O(m)
O(n)
O(nD)
O(m)
O(n)
O(m)

Wills (w/ half-full tree labelling) setup

* . .with deterministic reads
... with adversarial reads

O(log® n)
O(logn)

0(1)
O(A)

O(n)
O(nA)

TZ preprocessing
CompactFT preproc. with adversarial reads
with deterministic reads
CompactFTZ preproc. with adversarial reads
with deterministic reads

O(log”® n)
O(logn)
O(logn)
O(log® n)

O(m)
O(D+A)
O(D)
O(m+A)

O(m)
O(m+nA)
O(m)
O(m+nA)

O(log® n)

O(m)

O(m)
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The Forgiving Graph: a distributed data structure
for low stretch under adversarial attack

Thomas P. Hayes - Jared Saia - Amitabh Trehan

Received: 20 September 2010 / Accepted: 3 February 2012
© Springer-Verlag 2012

Abstract We consider the problem of self-healing in
peer-to-peer networks that are under repeated attack by an
omniscient adversary. We assume that, over a sequence of
rounds, an adversary either inserts a node with arbitrary con-
nections or deletes an arbitrary node from the network. The
network responds to each such change by quick “repairs,”
which consist of adding or deleting a small number of edges.
These repairs essentially preserve closeness of nodes after
adversarial deletions, without increasing node degrees by too
much, in the following sense. At any point in the algorithm,
nodes v and w whose distance would have been £ in the
graph formed by considering only the adversarial insertions
(not the adversarial deletions), will be at distance at most
£logn in the actual graph, where n is the total number of
vertices seen so far. Similarly, at any point, a node v whose

desree would have been d 1n the eraph with adversa

&

Graph, has low latency and bandwidth requirements. The
Forgiving Graph improves on the Forgiving Tree distrib-
uted data structure from Hayes et al. (2008) in the following
ways: 1) it ensures low stretch over all pairs of nodes, while
the Forgiving Tree only ensures low diameter increase; 2) it
handles both node insertions and deletions, while the For-
giving Tree only handles deletions; 3) it requires only a very
simple and minimal initialization phase, while the Forgiving
Tree initially requires construction of a spanning tree of the
network.

Keywords Self-healing - Networks - Peer-to-peer -
Stretch - Trees - Dynamic - Responsive




- Forgiving Graph (FG)

> Fully dynamic: has both insertions and
“deletions

Bounds the stronger property of stretch (a

~ opposed to diameter only

> More complex and slower than Forg
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FG: Main Result

> Stretch: Distance between any two nodes in G <
log n times their distance in G’

AN e o,




-~ FG: Mam Result

A distributed algorithm, Forgiving Graph such that:

> Degree increase: Degree of node in G <3 times

degree in G




FG: Results and
Optimaltiy

2 A distributed algorithm, Forgiving Graph such
that

> Degree of node in G < 3 times degree in G’

2 Distance between any two nodes in G < log n
~ times their distance in G’

> Cost: Repair of node of degree d requires at
‘most O(d logn) messages of length O Iogzn
and time O(logd Iogn

Matching
lower
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Half Ful] Trees (hafts)

b
-
"

® A rooted binary tree in which every non-
leaf node v has the following properties: . ‘

® v has exactly two children.

: ~ ® The left child of v is the root of a
complete binary subtree containing at
i least half of v’s children. g




e

<

~ Operations on hafts

1

N N

- ® Merge: Recombine hatts to make new haft.

Analogous to binary addition.

- ® Strip to get forest of complete trees.

@ Join adj acent trees with a new node as root,

larger tree as left child.

e

+ 0010 + 0001 =




Questions and future work

1

0
\

A4

5 “Behavioural® Self-healing: Self-healing Amnesiac

~ Flooding, General graph compact routing ete?

3> Standard 'Graph problems in Self-healing/P2P-
B CONGEST? '

> Understanding CLS (What's the right pr()blem? Is it

~interesting?

BERRRTRR STV 35 32 4 SRV F TSI IR




v Wik Page: https://en.wikipedia.org/wiki/Amnesiac flooding

2> Me: www.durham.ac.uk/staff/amitabh-trehan/ ;
amitabhtrehan.net

> My group: https:/nestid.webspace.durham.ac.uk/ (Pls Jom
our Seminars/ Seminar announcement list)



https://en.wikipedia.org/wiki/Amnesiac_flooding
http://www.durham.ac.uk/staff/amitabh-trehan/
http://amitabhtrehan.net
https://nestid.webspace.durham.ac.uk/
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" Features of (Stateful)

Flooding

> Probably the most basic distributed algorithm

2 Backbone of various algorithms (e.g. Ver 1 used for

Peleg’s time optimal Leader Election

::}Used to initiate a network and set up a

¢




~ Detailed Proof.
- Proof is by contradiction

Definition. Round-sets:
| Ro, Ri, ...
Ro : Singleton with node
R;: Set of nodes receiving a message at round i (>O)
Define R to be the set of finite sequences of the form

R=R,...,K_,; wheres>0,d>0and RNR,  ,;# O

"-Censilde‘r Re to be subset of R where d is even.

aim 1. If AF . not termlnate Re W|II be non- empty-




AF TERMINATION

Theorem 1. Given a finite graph G, Amnesiac Flooding (AF) from a single source will terminate in a finite
number of rounds

Claim 1. If AF does not terminate, Re will be non-empty

Proof. G is finite:
=> if AF does not terminate, a node x must occur in infinitely many
round-sets. : :
Take the first 3 such round-sets (e.g. 2,5, and 7);
Surely at least two of these are evenly spaced.

Thus, Re is non-empty..

|From above, assume Re is non-empty and derive a contradiction.
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‘Bipartite Graphs



https://en.wikipedia.org/wiki/Cycle_(graph_theory)

\EC(EQUidistantly,COnn o
origin/initiator a

- : R
| the same partite set.

A graph is bipartite iff no edge

connects two such nodes!

v & ERTAN (

ip the termination time proof here ...

it 3
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Questions?

> Does synchronous AF with multiple initiators terminate?

YES. WHY?

* What if the initiations are at different times?

YES

23 W]dat if tne graph is changing during AF?
e  YES - FOR DELETION OF EDGES AND NODES. MAYBE NOT ON |NSERTI-ONS.

Clue Earlier proofs had no dependence on 1nitiator(s )'

Redeﬁne Initiator to be a set of initiators (I) EC and :
blpartlteness ete, and modlfy with teehnleahtles -

~ * has many more flooding variations,

_* AF- ABXIV 20] Walter Hussak<htips: //dbln org/pid/60/6563.html>, AJnltabh Trehan
Terminating eases of ﬂoodlng C RR}abS/ZOOQ 0 ;



https://dblp.org/pid/60/6563.html

round 1

90

round 5

90




The Synchronous Message

- Passing Model

* Message synchronisation property: \
* Message sent from processor v to neighbour u at
pulse p of v must arrive at u before pulse p+1 of u. |

Computat1on Round Steps
1. Send messages to (some of) the neighbours.
2. Receive messages from (some of) the nelghbours
3. Perform some local Computatlon - |

i Synchrouroool ( Roudbsed) Descnbeslocal .
computation and messages for every round.

Tlme Complex1ty #Synchronous Rounds
Message COmP]GXlty = #Messages exehanged




Motivation: Bitcoin

Bitcoin runs a peer-to-peer overlay network
* Overlay is used for all communication

Overlay is assumed to be reliable

Basic Overlay maintenance:

4-..‘ YA

Hard Run desplte h1gh Churn and greedy users




Formal model: Message Passmg

Distributed Algorlthms

The graph G(V,E) is a formal model for a
‘network.

- Message passing: nodes only communicate by
- sending messages.

~ A. Synchronous and Reliable:
~communication in synchronous rounds:

. Process: Process and prepare new
messages (possibly in response)

. Send: Send messages to (aII/an'y)
neighbour(s) (outgoing)

~ 3. Receive: Messages'from all
: i Oming)'_




one node at a time, after any number of attacks:

+ (Graph thinking) Maintain diameter of graph

B

within acceptable bounds (at most logarithmic

- ~ 5

trees approximate diameter of a graph well? Maybe
~ we can maintain such a tree ad-infinitum? “




s - VT A5 P A, N N
=3 R {

- > When a leal is deleted, there are two cases:

by reassigning v’s virtual node.

v b & BRI a

L b f the parent is already gone, v should have le
~ a will wath the simulator of the virtual node whiel
will become redundant.
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Inserting nodes

1mmce a tree
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An open question:

Inserting nodes

Heuristic 1:
onnect to the
lowest depth nod

5
S

S
= :” Problem:

Tree diameterlmay blow

up compared to graph -
diameter V
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Objectives!

> In the selt-healing model, where adversary deletes
one node at a time, after any number of attacks:

* (Graph thinking) Maintain diameter of graph

within acceptable bounds (at most logarithmie

Graph thinking) Contain degree increase per -
node (at most additive constant

Dlstrlbuted thinking) Be efficient on each healmg
b‘oth time and messages! '

R, o




Objectives!

2> Tn the sell-healing model, where adversary deletes
one node al a time, after any number of attacks :

+ (Graph thinking) Maintain diameter of graph

~ within acceptable bounds (at most logarithmie) :

(Graph thmkmg) Contain degree increase per F

node (at most additive constant)

dea T BESTree(G). Replace each deleted node-‘:";
A by a low dia, low degree graph
VVthhp |




Objectives!

> In the self-healing model, where adversary deletes
one node at a time, after any number of attaeks

- (Graph thinking) Maintain diameter of graph

~ within acceptable bounds (at most logarithmic)

(Graph thinking) Contain degree increase per
node (at most additive eonstant)

by a low dia, low degree graph
VVthhp




An open question:

Inserting nodes

Heuristic 2 ¢ -
Retain all edges of
incoming node that
shorten distances

Problem:

- Cascade effect multiple'

nodes may be involved;
reconstructing the tree
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Amnesiac FFlooding (AF

More formally: Amnesiac Flooding (AF)
~ Start: A distinguished node I

Round 1:1 sends message M to all neighbours

Round i ( > 1): If node v receives M from neighbours R in
round i-1:

ours besides R}




Amnesmc Floodmg <AF>

5 More formally Amnesiac Flooding (AF)
| Start: A distinguished node

~ Round 1: | sends message M to all neighbours

Round i (> 1): If node v receives M from neighbours R in
- round i-1, v floods to n(v)/R (i.e. neighbours besides R)

Q1: Does AF termlnate'?
QZ If AF terminates, how Iong does it take’?
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I vorld of Overlay/POM

Networks

25 ASsuming fully connected
underlay : Choose a good’ subset

of the edges s.t.

ph has low degree

A Tt RPN e
o

L AN

diameter




F - the self-healing model, where adversary deletes .
~ one node at a time: | _

<

* Maintain diameter of graph within acceptable
- bounds (at most logarithmic

v & ERTAN (

COIlStant

+ Be efficient on each healing (both time and
‘messages! '




The Forgiving Tree: ‘
Main Result

- - A distributed algorithm,

Forglvmg Tree such that, for

= any network G with max p—————— RS .

~degree D, for an arbitrary | Theorem 1 The Forngng T'ree has the followmg proper-

sequence of deletions, ties:

:>Graph stays connected 1. The Forgiving Tree increases the degree of any vertex
- | by at most 3.

> Diameter increases by <

ﬁ;l,o*g(D) factor 2. The Forgiving Tree always has diameter O(D log A).

‘?D-égré‘es L by 3. The latency per deletion and number of messages sent
| per node per deletion is O(1); each message contains
O(l) node IDs and thus O(log n) bits.

amasme o . mrige o

-Each repalr takes constant —
~ time and 1nv01ves O(D)

“nodes




gets assigned to a

SUI'ViVing real node. (next few slides)The actual

N

) ~

healed network is just the homomorphic image of
fihie restored tree under this map. (later).

R e Wb & SIRGBANN R st




> A virtual node starts with degree 3, since internal

" node of a complete binary tree.

node becomes redundant. Then we “short-
fcircuit” it.

> This ensures that there are always more real

~ nodes than virtual nodes. Each real node needs

~ to simulate at most one virtual.




> Suppose v and w originally had distance d in the

Spanning tree. Then after any sequence of '
‘deletions, their distance 1n the 1deal tree 1s at

- most d log(max degree

> Degrees of real nodes only decrease. Degrees of
- virtual nodes are at most 3. ' .

:> L virtual node will be simulated by

;:UQde?




