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BIOMEDICAL TECHNOLOGY UNIT

RESEARCH

The Biomedical Technology Q

Unit (BITU) at the
Department of Medical

Physics, School of Medicine, BME Education
University of Patras, Greece,

has been focusing since X-Ray Medical Image Reconstruction and Simulation
1989 on BME Education and _ _ |

health related research in Biomedical Instrumentation and measurements
Medical Imaging, - | |
Simulations, Clinical Clinical Engineering,
Engineering, Technology Medical Technology Management and

Management and Vigilance
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NEW VERSION OF WEB-PRAXIS IS NOW AVAILABLE!

INBIT is a non-profit organization which constitutes an initiative for the advancement of the applied field of Biomedical Technology in Greece. INBIT aims to
contribute effectively to the further development of the field, by promoting the areas of Biomedical Technology MANAGEMENT and QUALITY in the health care
sector.
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IS a non-profit organization which constitutes an initiative for the advancement of
the applied field of Biomedical Technology in Greece. INBIT aims to contribute
effectively to the further development of the field, by promoting the areas of
Biomedical Technology MANAGEMENT and QUALITY in the health care sector,
ADDRESSES organizations, groups or individuals that share involvement in
quality development in healthcare and particularly in the procurement, use and
follow-up of biomedical technology in hospitals,

DEVELOPS a line of applications and services that address the area of
technology management and improvement of quality in healthcare,
CO-ORDINATES and participates in @a number of Greek and EU projects and
Concerted Actions, in the field of Biomedical Technology and Quality Assurance,
COLLABORATES with major international organizations based both in Europe

www.inbit.gr

Latest News
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Brief report on INBIT's
participation in the 2nd
WHO Global Forum on
Medical Devices
European MedTech
Forum 2013
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Health Technologies

Health Technologies

The application of organized knowledge and skills in the
form of devices, medicines, vaccines, procedures and
systems developed to solve a health problem and
improve quality of life (WHO).

Medical Devices

Medical
Equipment




The Medical Device Industry Today
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The global medical Medical technology

device market is industry is one of Europe’s

estimated to be more most diverse and innovative

than 300 Billion Euros in high-tech sectors, with 26,000

year 2016, with more medical technology

than 500,000 medical companies that provide

technologies registered. over 650,000 jobs in Europe. €1 1 0 B

patents are registered
y iIn 2016 in Europe




DEFINITION AND DIVERSITY OF MEDICAL DEVICES

‘medical device’ means any instrument, apparatus, appliance, software, implant, reagent, material or
other article intended by the manufacturer to be used, alone or in combination, for human beings for
one or more of the following specific medical purposes:

— diagnosis, prevention, monitoring, prediction, prognosis, treatment or alleviation of disease,
— diagnosis, monitoring, treatment, alleviation of, or compensation for, an injury or disability,

— investigation, replacement or modification of the anatomy or of a physiological or pathological
process or state,

— providing information by means of in vitro examination of specimens derived from the human
body, including organ, blood and tissue donations,

and which does not achieve its principal intended action by pharmacological, immunological or
metabolic means, in or on the human body, but which may be assisted in its function by such means.



DIVERSITY OF
MEDICAL DEVICES

high risk
I?\

low risk

Eucomed

Medical Technology
www.eucomed.org

class'}



Medical device

custom-made device’
‘accessory for a medical device’
‘active device’

‘implantable device’

‘invasive device’

‘single-use device’



he Health
echnology Life
Cycle

.~ Testing Evaluation A
4

4 \

/ \
/ \ M
/ 1 \ Innovation Data
1 \
\ ) Perform analysis
\ Development Design/ '
\ Specifications Prototyl . Preclinical
. ~ yp testing
\\ //, | -
\\\\ d’/ ‘7 Plan Submission for
_______ . RA
R&D Ct|ll’(ljlpa|
Innovative studies
idea
\ Regulatory
Reimbursement approval

Obsolescence Manufacturing

\K 4

the
market

Standards
Directives
GMP

. Planning/ Needs
Vigilance assessment

Clinical
Engineering

Procurement

Management process



BIOMEDICAL
E N G I N E E RS Conceptual and R&D phases

are involved in the whole G@\
Medical Devices (MDs)
life cycle

@

Medical Technology

Management /
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Clinical Engineering @@7
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Regulations

All medical devices are produced and “placed on the market” according to international
standards and have the necessary certification in compliance with the Medical Devices

Directives and guidelines for the EU, and/or FDA approval for the US.



The New Approach

* One system for market authorisation
e Based on Directives and Harmonised standards

e CE mark

* Free movement in the EU



The Legal Framework in Europe for Medical Devices

DIRECTIVES REGULATIONS

AIMD 90/385/EEC
MD 93/42/EEC Replaced by the
IVDs 98/79/EC 2017/746 ON IVDs

2017/745 on MDs &

GUIDELINES CE MARK

MEDDEYV Series Competent
Authorities @
Notified Bodie
POST MARKET

EN SERIES Post Market surveillance
Vigilance



Classification

Devices shall be divided into classes |, lla, llb and lll, taking into
account the intended purpose of the devices and their inherent risks.

22 Rules based approach described in Annex VIl of the regulation

* DURATION OF USE
* INVASIVE AND ACTIVE DEVICES
* ACTIVE IMPLANTABLE DEVICES ARE CLASS il



EUDAMED

European database on medical devices integrate different
electronic systems to collate and process information regarding
devices on the market



MDs Categories & Groups

* 12 to 30 Categories depending on the approach

* More than 10000 groups



Medical devices nomenclature

To facilitate the functioning of the European database on medical
devices (‘Eudamed’) as referred to in Article 33, the Commission
shall ensure that an internationally recognised medical devices
nomenclature is available free of charge to manufacturers and
other natural or legal persons required by this Regulation to use
that nomenclature. The Commission shall also endeavour to ensure
that that nomenclature is available to other stakeholders free of
charge, where reasonably practicable.

GMDN
UMDNS
FDA
National nomenclature systems



Unique Device ldentification system UDI

‘Unique Device ldentifier’ (‘UDI’) is a series of numeric or alphanumeric
characters that is created through in ternationally accepted device
identification and coding standards and that allows unambiguous
identification of specific devices on the market;



The role of Competent Authorities and Notified Bodies

COMPETANT AUTHORITIES
Authorities responsible for the MD market in each country

NOTIFIED BODY
a conformity assessment body designated in accordance
with the Regulations

conformity assessment” means the process demonstrating
whether the requirements of this Regulation relating to a
device have been fulfilled;



REGISTRATION

* Registration of manufacturers, authorised representatives
and importers

* Registration of devices



The MDs Vigilance System

The principal purpose of the Medical Device Vigilance System is to improve
the protection of health and safety of Patients, Users and others, by reducing
the likelihood of reoccurrence of the INCIDENT elsewhere. This is to be
achieved by the evaluation of reported incidents and, where appropriate,
dissemination of information, which could be used to prevent such

repetitions, or to alleviate the consequences of such incidents .

In other words reduce the Risks of adverse events



RISKS

As R| S k we mean the probability of occurrence of a hazardous

situation, combined by the severity of the harm that it may produce.

l In all human activities there Is a Risk




RISKS

Some estimations of Risks, in terms of

Deaths per 100 millions hours of activity associated with:

20.000
100
Parachute jumping
67
50
5 8
®
Traveling by Working at Being in traffic Working in the Flying in a
train home (in any capacity) construction industry commercial aircraft

Ref. Bill Runciman
Australian Patient Safety Foundation
Australian Council for Safety and Quality in Healthcare




RISKS

Risks in terms of Deaths per 100 millions hours

associated with:

2.000
100
Flying in a Being a
commercial patient in an
aircraft Australian
hospital

20.000

Being
anaesthetized

200.000

Elective aortic
surgery

2.000.000

Emergency
aortic surgery

Ref. Bill Runciman
Australian Patient Safety Foundation
Australian Council for Safety and Quality in Healthcare



Health Care Adverse Incident Types

Clinical process

o Maedication

Specialties
o Anesthesia,
o Surgery,
o Intensive Care

o Laboratory testing

Services and infrastructure

Medical devices

Other
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Back to the EU Medical Devices Vigilance System

The EU Medical Devices Vigilance System is described in details in the
Medical Devices guidelines document
MEDDEV 2.12-1 rev 6

The EU, through the Medical Device Directives, imposed the use of a vigilance
system in order to prevent the reoccurrence of adverse events that could lead
to injuries or death of patients or personnel, due to equipment malfunction or
improper use.



The EU Medical Device Vigilance approach

Early warning of adverse effects should be performed by users reporting to the
national Competent Authorities (User Reporting System)
or to manufacturers (Post Market Surveillance)

The Medical Devices Vigilance System is essential for the creation of a
safer environment in healthcare and a condition for the prevention of
adverse events
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. Eudamed 598

European Commission = Eudamed

GOmiirmeaunciaents

Efg:;‘a::t: date Owner name Reference
2008-02-08  IE-IMB E-2008-02-08-001
7008-02-06 g? Sissmedic - 90pg-02-06-004
2008-02-01  GB- MHRA Uk-2008-01-29-002
7008-01-31 g? Swissmedic - 90pg-01-30-003
2008 SE- MPA SE-2008-01-29-001
2008-01- g? Sissmedic- o 90pg-01-18-002
2008-01-17  GB- MHRA UK_2008_01_10_001
2008-01-07 g? Swissmedic- o 9npg-01-07-001
2008-01-03  GB- MHRA UK_2007_12_12_084
2007-12-28 gé" Sissmedic - ) 90079 2-06-000-01
2007-12-28 gé" Sssmedic - 90079 2-05-000-01
2074249 o SMSIMENET e anrg245.010
0071219 |E- IMB [E-2007-12-19-038
70071218 DK- DKMA DK-2007-12-20-007
0071212 |E-IMB [E-2007-12-12-038
7007-12-06  GB- MHRA UK_2007_11_16_080
2007-12-06 gé" Baissmedic - w4 007-92-06-008
2007-12-06 gé" Sssmedic - w4 007-92-06-008
7007-11-30  SE- MPA SE-2007-11-27-016
7007-11-28  DK- DKMA DK-2007-11-28-006

EUDAMED

Bottorm

GMDN term description
Immunoassay analyser, =specify=
Unclassified

Abdaminal aortic aneurysm stent
Syringe pump

Bed, =specify=

Frosthesis, hip, internal, fermoral compa
Cardiopulmonary bypass cannula, veno
Heater, =specify=

Endoscope camera adaptar

FProsthesis, knee, internal, femoaral com
Prosthesis, knee, internal, tibial compo

Infusion pump, general-purpose

Troponin kit

Ultrasound imaging system transducer,
Waricella-zoster kit

Tubing clamp, surgical, single-use

FProsthesis, knee, internal, femaral com

FProsthesis, knee, internal, tihial compo

Fatient liting system, =specify=
Blood gas calibrator

ortant legal notice -

Contact | Privacy statement | Search on EUROPA

FProposed incidents | Search incidents | Mew incident | Main page | Log out | Help

Count of confirmed incidents : 654

Manufacturer
Siemens Medical Solutions Diagnaostics

Institut Straumann AG

e

Reference |LUE_2007_12_12_084
Creation date [2003-01-03
. Proposed
Version | 1
Confirmed &
Status | Date Code CAreport
Incident date

Manufacturer comtact [1CS of Rarth America Inc ceased trading

Manufacturer reference
coile

Notification to
manufacturer date

CA contact |Sara vincet

Local language

Testing ofthese devices has found that they do not comply with EM IEC 60601-1 (inadequate creepage
and clearance distance between mains and applied par. The U supplier iHenry Schein Lid) has

undertaken arisk assessmentwhich concludes thatitis possible (under certain fault conditions) for the
Type B Applied Fartto be at mains voltage (230%). Mo incidents of this occurring have been reported and
the devices have not been supplied since 2003. The ariginal manufacturer of these devices has ceased
trading and no contact information is available. However, the Supplierin the UK is Henry Schein Lid and
their contact details are Henry Schein Ltd cio Donawa Consulting Piazza Alhania 10 001453 Rome Italy
Contact: Mr Roger Gray E-mail: raray@donawa.com Tel 44 0 7795 226 212

English description




Vigilance

Responsible Organization:

 FDA - Center for Devices and Radiological Health

Database:

 Manufacturer and User Facility Device Experience

Health & Human Services

AtoZindex | Follow FOA | EnEspaiol

Reports submitted
(September 2016)

Home | Food | Drugs | Medical Devices | Radiation-Emitting Products | Vaccines, Blood & Biologics | Animal & Veterinary | Cosmetics

MAUDE - Manufacturer and User Facility Device
Experience

© FDAHome © N

edical Devices @ Databases

The MAUDE database houses medical device reports submitted to the FDA by mandatory reporters '
(manufacturers, importers and device user facilities) and voluntary reporters such as heaith care
professionals, patients and consumers.

Learn More Jisclaimer

Search Database 8 Help ¥ Downlosd Fles
Product Problem y
Product Class v
Event Type ¥ | Manufacturer
Model Number Report Number
Brand Name Product Code

Date Report R d b f
FOA (mmiddhyyyy) (0310112015 w oo | B

Go to Simple Search 10 v Records per ReportPage  Clear Form Search

& o

O‘Mg %?{AEDGSGI

De Novo

CDRH FOIA Electronic Reading
Room

CFR Title 21

CLIA

Device Classification
Humanitarian Device Exemption
Inspections

Medsun Reports

Premarket Approvals (PMAs)
Post-Approval Studies
Postmarket Surveillance Studies
Radiation-Emitting Products
Radiation-Emitting Electronic
Products Corrective Actions
Recalls

Registration & Listing

Standards

Total Product Life Cycle

X-Ray Assembler

Tobacco Produ



MAUDE Report

Health & Human Services

AtoZindex | Follow FDA | EnEspanol

ED U.S. Food and Drug Administration
IUA Protecting and Promoting Your Health

Home | Food | Drugs | Medical Devices | Radiation-Emitting Products | Vaccines, Blood & Biologics | Animal & Veterinary | Cosmetics | Tobacco Produ

MAUDE - Manufacturer and User Facility Device &
Experience

© FDAHome © Medical Devices @ Databases

The MAUDE database houses medical device reports to the FDA by y 1 . %Fb?ﬁs"""

(manufacturers, importers and device user facilities) and voluntary reporters such as heaith care » De Novo

professionals, patients and consumers. » CDRH FOIA Electronic Reading

Room
earn More Disclaimer . e e . . v . .
MAUDE Adverse Event Report: DATASCOPE CORP. -
Search Database B4 oo Y pownboad Fies | CS300 ol
Product Problem v © FDAHome © Medical Devices ® Databases
Product Class [ =
Event Type [ v | Manufacturer (/ ' = y 510(k) | DeNovo | Registration & Listing | Adverse Events | Recalls | PMA | HDE | Clsssc_ﬁ:at»:m | Standsrds
Model Niabar : e SuperSeareh CFR Title 21 | Radistion-Emitting Products | X-Ray Assembler | Medsun Reports | CLIA | TPLC | Inspections
Brand Name [ Product Code
Date Report Receivedby g DATASCOPE CORP. CS300 Back to Search Results
FDA (mm/dd/yyyy) |03/01/2015 )
] el T
to Simpl rch 10 v | RecordsperReportPage ClearForm | Search ModetNumbpr G300

Device Problems Blockage within device or device component; Inflation issue
Event Date 09/23/2014

Event Type Death

Manufacturer Narrative

The customer verified that the luer plug which was reported to occlude the "helium outflow/ fill port” was actually occluding the "iab catheter extender input
port". The customer verified that the luer plug was left in the iabp unit from the safety disk leak test. The safety disk leak test is a pre-use test which the
customer is advised to perform as per the ¢s300 operating instructions manual. The test requires multiple interactions with the operator. Specifically during
the course of the test, the operator is requested to plug and unplug the iab catheter extender input port of the safety disk, using the supplied luer plug. The
iabp prompts the user at the appropriate times for this action with clear messages "plug disk outlet”, "unplug disk outlet”, and "system test ok". When the safety
disk leak testis complete, the iabp system will automatically enter the normal operating mode for pt therapy. Internal complaint number - (b)(4). The customer
biomed determined that the iabp unit did not require any repair after this event. The customer then released the iabp unit for clinical use. The production
device history record {dhr) for the iabp involved in the event was reviewed. There were no non-conformances in the dhr related to the reported event. The
cause of this event was user error. This complaint was not confirmed because there has been no indication of any defect/malfunction of the iabp or its
components. No further failure investigation of any parts will be initiated as no parts were replaced.

Event Description

It was reported that the helium outflow /fill port on a maquet intra aortic balloon pump device was occluded by a dead end maleffemale luer lock plug and as
aresult, the iab would not inflate after being deployed. This plug easily fits into the outflow port. It was not detected until after the balloon was discontinued
from the pt and disconnected from the pump itself. It was very difficult to see the plug and it fit snugly onto the end ports as if it belonged there. The pt expired
before her death was not caused by this event. When a decision was made to insert an iabp, cpr was already in progress and the pt had been without vital
signs for several minutes. (b)(4).

Search Alerts/Recalls
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Vulnerability of software-based MD

+ The more complex software gets, the more
rarely is 'bug-free'

‘It is estimated that for every 1,000 lines of code you will get a
bug, and medical devices have hundreds of thousands,
sometimes millions, of lines of code’ !



Vulnerability of software-based MD

Two concerns: software bugs and hacking

According to The Economist, software errors in drug pumps were

involved in 20,000 serious injuries and 700 deaths between 2005 and
2009

MDs that are networked can be open to hacking i.e. Implantable
defibrillator is susceptible to being reprogrammed to withhold
treatment or to deliver unnecessary shocks



Adverse events due to Software

Therac-25 Medical Accelerator

Among the Top 10 “costliest” Software Bugs

The machine massively overdosed patients between June 1985 and January
1987. The power of the electron beam reached such a high power that it lead to
the death of 5 patients and injured the rest severely



Adverse events due to Software

From 1997 to 2003, an estimated 450,000 ICDs were implanted world-wide
and the majority of the procedures took place in the US

At least 212 deaths from device failures in 5 different brands of ICD occurred
during this period, according to a study reported to the FDA

. AnImplantable Cardioverter
Defibrillator (ICD) is a battery-
\ Y | powered device placed under
W | your skin. It is connected to
\ your heart by one or more wires
(leads) and keeps track of
your heartbeat.
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