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STANDARD OPERATING PROCEDURE 46

WCTU Device Allocation & Lifecycle Management
Procedure

1. Purpose and Scope

To ensure all hardware assets that store data are tracked, managed, and handled securely throughout
their lifecycle from allocation to reallocation or disposal. This SOP is applicable to WCTU staff or

students who:

e have an allocated device
e havearolein line management or resource management

e have a role in coordinating IT equipment supply, allocation, return and initiating

reimaging or disposal of IT equipment

2. Definitions

Device

Hardware Asset
Register

Device Allocation
Onboarding
Offboarding
Disposal

Data Security and
Protection Toolkit
(DSPT)
Reallocation

Reimaging

Personal Identifiable
data (PID)

Effective: 27/08/2025

Any physical piece of IT equipment (e.g. laptop, desktop, tablet,
mobile phone, external drive or recording device) that stores,
processes, or transmits data and is issued to staff/student for work
purposes.

A centralised log of all IT equipment that stores or processes data,
including details such as asset number, serial number, assigned
user and status.

The process of assigning IT equipment to staff/student for work
purposes.

The process of preparing and equipping staff/student with the
necessary IT equipment and access.

The process of recovering IT equipment and revoking access from
staff/student who is leaving WCTU or changing roles.

The secure and documented destruction or recycling of IT
equipment that is no longer functional or required.

A self-assessment tool used by organisations in the UK health and
social care sector to measure performance against data protection
and cyber security standards.

The reassignment of a returned or unused device to a new user
after appropriate checks and reimaging.

The process of wiping and reinstalling a standard operating system
and software configuration on a device to prepare it for re-use.
Any information relating to an identified or identifiable natural
person (‘data subject’); an identifiable natural person is one who
can be identified, directly or indirectly, in particular by reference to
an identifier such as a name, an identification number, location
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data, an online identifier or to one or more factors specific to the
physical, physiological, genetic, mental, economic, cultural or
social identity of that natural person.

3. Background

Effective management of IT equipment is essential to ensure data security, operational efficiency, and
compliance with regulatory standards. This SOP outlines the procedures for the allocation, tracking,
reallocation, and disposal/recycling of IT equipment in WCTU.

This process supports compliance with the Data Security and Protection Toolkit (DSPT), which requires
organisations to demonstrate good data security practices, including the secure handling of hardware
that stores or processes personal data.

A key component of this process is the reimaging of devices before they are reallocated to another user.
Devices may retain locally stored files, cached credentials, or configuration data that could contain
personal or sensitive information. Reimaging ensures that all previous data are securely wiped and a
clean, standardised environment is installed. This is a critical information security control that helps
prevent unauthorised access to data and supports the commitment to data protection and
confidentiality.

4, Procedure

4.1 Responsibilities

IT Services (or contracted e Reimage, repair, recycle or dispose of hardware as
3" party) requested by the WCTU Admin Team.
WCTU Admin Team e Maintain up to date records in the Hardware Asset Register
e Coordinate onboarding/offboarding
e Liaise with IT Services
e Liaise with IT Services to ordering new IT equipment, arrange
reimaging of machines or coordinate and record disposal.

Line e Ensure staff/students return hardware during offboarding or
Managers/supervisors role changes
QATeam e Supportand maintain the functioning of the of the Hardware

Asset Register

4.2 When?

Devices should be tracked in the WCTU Hardware Asset Register at all stages of its lifecycle and a full
audit trail of each stage maintained.
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4.3

4.3

4.3

IVERSITY

How?

.1 Onboarding: Allocation of devices

Devices may be allocated to new or existing staff/students when a requirement is identified.
Devices within warranty that have been successfully reimaged and approved by IT Services may be
reallocated as needed.
The WCTU Admin Team oversees all stages of the device lifecycle, including procurement,
reimaging, reallocation, and disposal.
Each stage of the lifecycle is logged in the WCTU Hardware Asset Register by the Admin Team using
the instructions in G42 Device Allocation & Asset Register Maintenance Guidance.
The asset register will capture the following essential data items, amongst others:

e Computer serial number
Hard disk serial number
Asset Tag

e Hardware description
Instructions on how to locate these numbers on different types of devices are available in G42.
Devices must be returned to the WCTU Admin Team before any reallocation takes place.

.2 Offboarding: Recovering devices

When staff/student leaves WCTU or a device will be used for a new purpose on a different project,
all allocated devices must be returned to the WCTU Admin Team.

The Admin Team will assess each returned device and coordinate with IT Services for either
reimaging or disposal, based on the device’s functionality and warranty status.

Devices are reimaged by IT Services and disposal is coordinated by IT Services via an external
provider. Requests must be submitted by the Admin Team and include, at a minimum:
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e Computer serial number
e Hard disk serial number
e AssetTag

e Hardware description

e Allrequeststo IT Services, along with the status of the device, must be recorded and updated in the

WCTU Hardware Asset Register by the Admin Team.
e The Admin team will manage and store the stock of reimaged machines.

List of abbreviations

Cl Chief Investigator

DSPT Data Security and Protection Toolkit
PID Personal Identifiable Data

QA Quality Assurance

R&IS Research & Impact Services

SOP Standard Operating Procedure
UoW University of Warwick

WCTU Warwick Clinical Trials Unit

Associated Templates and Guidance

G42 - G42 Device Allocation & Asset Register Maintenance Guidance

Page 6 of 6
Effective: 27/08/2025 Version: 1.0



	STANDARD OPERATING PROCEDURE 46
	STANDARD OPERATING PROCEDURE 46
	WCTU Device Allocation & Lifecycle Management Procedure
	1. Purpose and Scope
	2. Definitions
	3. Background
	4. Procedure
	4.1 Responsibilities
	4.2 When?
	4.3 How?
	4.3.1 Onboarding: Allocation of devices
	4.3.2 Offboarding: Recovering devices
	List of abbreviations
	Associated Templates and Guidance



