
1

Adversarial Risk Analysis for  
Counterterrorism Modeling

Jesus Rios
Manchester Business School, United Kingdom

(David Rios Insua and David Banks)

Warwick, December 2009

Subjective Bayes Workshop 



2

Outline
• Game Theory vs Subjective Expected Utility Theory

Adversarial Risk Analysis

• Supporting the Defender against the Attacker 
The assessment of Attacker’s decision

• Solving
– Defend-Attack sequential game

– Defend-Attack simultaneous game

– Defend-Attack-Defend sequential game

• Discussion
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Critiques to the 
Game Theory approach

• Strict and unrealistic assumptions
– Full and common knowledge assumption
– Common prior assumption for games with incomplete information

• Symmetric predictive and descriptive approach
– What if multiple equilibria
– Passive understanding

• Equilibria does not provide partisan advise
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One-sided prescriptive support
• Asymmetric prescriptive/descriptive approach (Raiffa)

– Prescriptive advice to one party conditional on a (probalistic) 
description of how others will behave

• A bayesian approach (Kadane, Larkey…)
– Use a SEU model for supporting the Defender
– Treat the Attacker’s decision as uncertain
– Help the Defender to assess probabilities of Attacker’s decisions

• Adversarial Risk Analysis
– Weaken common (prior) knowledge assumption
– Develop methods for the analysis of the adversaries’ thinking 

to anticipate their actions. 
• We assume that the Attacker is a expected utility maximizer
• But other models may be possible
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Assessing adversary’s intelligent decisions

• Distinction between uncertainty stemming from 
– Nature
– Intelligent adversaries’ actions

• How to assess probabilities of Attacker’s actions??
• Assuming the Attacker is a SEU maximizer

– Based on an analysis of his decision problem
• Assess Attacker’ probabilities and utilities 
• Find his action of maximum expected utility

• Uncertainty about Attacker’ decision should reflect 
– Defender’s uncertainty about Attacker’s probabilities and utilities

• Sources of information
– Available past statistical data of Attacker’s decision behavior
– Expert knowledge
– Non-informative (or reference) distributions
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Defend-Attack sequential model
• Two intelligent players

– Defender and Attacker
• Sequential moves

– First Defender, afterwards Attacker knowing Defender’s decision

( | , )Ap S d a

( , )Du d S ( , )Au a S

( | , )Dp S d a
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Standard Game Theory Analysis

Nash Solution: 

Expected utilities at node S

Best Attacker’s decision at node A

Assuming Defender knows Attacker’s analysis, 
Defender’s best decision at node D
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Supporting the Defender
Defender’s problem Defender’s solution of maximum SEU

Modeling input: ??
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Supporting the Defender 
assessing Attacker’s decision

Defender problem Defender’s view of Attacker problem
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Solving the assessment problem

Defender’s view of 
Attacker problem

Elicitation of 

A is a EU maximizer

D’s beliefs about

MC simulation
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Bayesian solution for 
the Defend- Attack sequential model
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Defend-Attack simultaneous model

• Decision are taken without knowing each other’s decisions
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Game Theory Analysis

• Common knowledge
– Each knows expected utility of every pair (d,a) for both of them
– Nash equilibrium: (d*, a*) satisfying  

• When some information is not common knowledge
– Private information

• Type of Defender and Attacker

– Common prior over private information
– Model the game as one of incomplete information
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Bayes Nash Equilibrium 

– Strategy functions
• Defender 
• Attacker 

– Expected utility of (d,a)
• for Defender, given her type

• Similarly for Attacker, given his type
– Bayes-Nash Equlibrium (d*, a*) satisfying
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Supporting the Defender
• Defender’s decision analysis

How to 
elicit it ??
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Assessing
• Attacker's decision analysis as seen by the Defender
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Assessing

•
– Attacker’s uncertainty about Defender’s decision  
– Defender’s uncertainty about the model used by the Attacker to predict 

what defense the Defender will choose 

• The elicitation of                    may require further analysis at the next 
level of recursive thinking 
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The assessment problem
• To predict Attacker’s decision

The Defender needs to solve Attacker’s decision problem
She needs to assess 

• Her beliefs about   are modeled through a 
probability distribution

• The assessment of requires deeper analysis
– D’s analysis of A’s analysis of D’s problem

• It leads to an infinite regress
thinking-about-what-the-other-is-thinking-about…
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Hierarchy of nested models

Stop when the Defender has no more information about utilities and probabilities 
at some level of the recursive analysis 
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How to avoid infinite regress?

2 2  u p G.T.  (Full and common knowledge)

Asymmetric 
prescriptive/descriptive 
approach

1 1  u p

2 2ˆ ˆ  u p

1 1 u p

2 2ˆ ˆ u p

1 1
ˆ ˆˆ ˆ u p

Where to stop?

1 1ˆ ˆ u p

2 2 u p
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A numerical example

• Defender chooses d1 or d2

• Simultaneously Attacker must choose a1 or a2

• Defender assessments:

– Two different types of Attacker
• Type I prob 0.8
• Type II    prob 0.2
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• Defender thinks that a Type I Attacker is smart enough 
to analyze her problem 
– A Type I Attacker’s beliefs about her utilities and probabilities are

• However, the Defender does not know how a Type II 
Attacker would analyze her problem, but believes that

• Defender: what does Type I Attacker think to be her 
beliefs about what he will do
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• Solving Defender’s decision problem
– Computing her defense of max. expected utility

• She first needs to compute 
– Her predictive distribution about what an Attacker will do
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– In a run with n=1000, we got

• And, now the Defender can solve her problem

with (MC estimated) expected utility 77, against d2 with 15
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Defend – Attack – Defend model
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Standard Game Theory Analysis
• Under common knowledge of utilities and probs
• At node

• Expected utilities at node S

• Best Attacker’s decision at node A

• Best Defender’s decision at node

• Nash Solution
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Supporting the Defender
• At node A

• At node

• ?? 
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Assessing

• Attacker’s problem as seen by the Defender
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Assessing
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Monte-Carlo approximation of 
• Drawn

• Generate                by

• Approximate
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The assessment of

• The Defender may want to exploit information about 
how the Attacker analyzes her problem

• Hierarchy of recursive analysis 

• Stop when there is no more information to elicit
– Unconditional probability assessment, or
– Non-informative (or reference) distribution
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Discussion
• DA vs GT

– A Bayesian prescriptive approach to support Defender against Attacker
– Weaken common (prior) knowledge assumption
– Analysis and assessment of Attacker’ thinking to anticipate their actions 

assuming Attacker is a expected utility maximizer
– Computation of her defense of maximum expected utility

• Several simple but illustrative models
– sequential D-A, simultaneous D-A and D-A-D decision problems
– What if 

• more complex dynamic interactions?
• against more than one Attacker? 
• an uncertain number of Attackers?

• The assessment problem under infinite regress
• Implementation issues

– Elicitation of a valuable judgmental input from Defender
– Computational issues


