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Famous George Box quote

͞EƐƐenƚiallǇ͕  all models 
are wrong but some are 
useful͘͟

- George Box



Emphasizes redundancy
Often used in Fault Tree Analysis and Reliability Assessment

System Models
Example: Reliability Block Diagram (RBD)
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System Models
Example: Piping and Instrumentation Diagram (P&ID)

Emphasizes physical flows
Often used in HAZOP



System Models
Example: Piping and Instrumentation Diagram (P&ID)

Emphasizes physical flows
Often used in HAZOP



Automated Controllers

Physical processes (turbine, pump, etc)

Flow Controller

System Initiator

Human Operator

System Models
Example: Control Structure

Emphasizes control relationships
Used in STAMP / STPA



Automated Controllers

Physical processes (turbine, pump, etc)

Flow Controller
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Used in STAMP / STPA



System Models

• All system models emphasize 
certain information, abstract away 
oƚheƌ info͘ All aƌe ͞ǁƌong͘͟

• But are they useful?



STPA analyzes a 
control structure 

What is a control structure?

© Copyright 2019 John Thomas



Enabling Abstraction

Thomas, 2020 



Enabling Abstraction

© Copyright 2020 John ThomasThomas, 2020 

Control Structure

Controlled Process 
(Turbine/Pump)

Process
Model 

(beliefs)

Control
Actions Feedback

Flow Controller

Control 
Algorithm



Controlled Process

Control
Actions Feedback

Basic control loop

ͻ Control actions are provided to 
affect a controlled process

ͻ Feedback may be used to 
monitor the process

ͻ Process model (beliefs) formed 
based on feedback and other 
information

ͻ Control algorithm determines 
appropriate control actions given 
current beliefs

Controller

Process
Model

Control 
Algorithm

© Copyright 2018 John Thomas



Enabling Abstraction

© Copyright 2020 John Thomas

Automated 
Controllers

Physical processes 
(turbine, pump, etc)

Flow 
Controller

System Initiator

Thomas, 2020 

Co
nt

ro
l



© Copyright 2018 John Thomas

Physical 
processes

Automated 
Controllers

Abstraction

Co
nt

ro
l

Thomas, 2017 

Operators

Other 
processes
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Physical 
processes

Automated 
Controllers

Abstraction

Co
nt

ro
l

Thomas, 2017 

Operators

Other 
processes

Component 
view Systems view



© Copyright John Thomas 2018

Facility #1

Enabling abstraction

Co
nt

ro
l

Thomas, 2018 

Fleet Operations

Physical processes

Automated 
Controllers

Operators
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Physical 
processes

Automated 
Controllers Co

nt
ro

l
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Operators

Other 
processes
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abstraction
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Physical 
processes

Automated 
Controllers Co

nt
ro

l

Thomas, 2017 

Operators

Other 
processes

Component 
view Systems view

Operations ManagementEnabling 
abstraction



Some Factors in Causal Scenarios

26

Inadequate Control 
Algorithm

(Flaws in creation, 
process changes, 

incorrect modification 
or adaptation)

Controller

Process Model
(inconsistent, 

incomplete, or 
incorrect)

Control input or external 
information wrong or 
missing

Actuator

Inadequate 
operation

Inappropriate, 
ineffective, or 

missing control 
action

Sensor

Inadequate
operation

Inadequate or 
missing feedback

Feedback Delays

Component failures
Changes over time

Controlled Process

Unidentified or out-
of-range 
disturbance

Controller

Process input missing or wrong
Process output 
contributes to 
system hazard

Incorrect or no information 
provided

Measurement inaccuracies

Feedback delays

Delayed
operation

Conflicting control actions

Missing or wrong 
communication with 
another controller

Controller

(Leveson, 2012)

Potential 
targets for an 

adversary?



Control Structure Refinement

Level 1

Autonomous Vehicle

Program Management

Test Route 
Planners

Engineering Team

Safety Driver(s)

Post-drive 
reviewers

Legal

State 
Law,
Insuranc
e,
Etc.

System 
Integrators

Trainers

Go/No-
Go

Safety 
Engineers

Env.

Env.
© Copyright 2019 John Thomas

Go/No-
Go

Go/
No-Go



Control Structure Refinement

Level 1

Autonomous Vehicle

Program Management

Test Route 
Planners

Engineering Team

Safety Driver(s)

Post-drive 
reviewers

Legal

State 
Law,
Insuranc
e,
Etc.

System 
Integrators

Trainers

Safety 
Engineers

Level 2
Pilot Copilot

Lincoln MKZ

SensorsDataspeed

Apollo 2.0 
Software System

Apollo HMI

ES
TO

P

Env.

Env.

Env.

Env.

© Copyright 2019 John Thomas

Go/No-
Go

Go/No-
Go

Go/
No-Go

Thomas, 2019



Level 2 Level 3
Pilot Copilot

Lincoln MKZ

SensorsDataspeed

Apollo 2.0 
Software System

Apollo HMI

ES
TO

P

Monitor / 
Guardian

© Copyright 2019 John Thomas

Control Structure Refinement

Thomas, 2019

Routing

Planning

LocalizationPerceptionControl

HD
Map

GPS
Inertial reference
Camera images
Lidar images
Radar images

Apollo 2.0

Route 
Waypoints

Destination

Desired 
Trajectory

Actuation 
(throttle, 

brake, 
steer, 
shift)

Prediction

Objects, Paths

Objects, 
Scenery

Telephoto cam
Wide-angle cam
Lidar images
Radar images
Etc.

Location

New route request

Objects, 
Scenery

Vehicle 
status

Env.

Env.



1) Define 
Purpose of 

the Analysis

STPA

2) Model 
the Control 
Structure

3) Identify 
Unsafe Control 

Actions

4) Identify 
Loss 

Scenarios

Identify Losses, Hazards

Define 
System 

boundary Environment

System

Losses to prevent Model Behavior to prevent
How could 

behavior occur

(Leveson and Thomas, 2018)



STPA vs. HAZOP vs. FTA vs. FMEA

Cooling System Case Study

© Copyright 2020 John Thomas



Disclaimer

This presentation is not meant to exhaustively 
demonstrate STPA. The STPA results presented are 
selected to show key differences between methods.



Examples of Cooling systems



Cooling System (Old System)

Pump 
#1

Pump 
#2Reservoir 

Vessel

Cooler
Process 

that 
generates 

heat

Filter
Flow Sensor
FT-42-P55

Pressure 
Sensor

PT-42-P52

Temperature 
Sensor

TE-42-T58

© Copyright 2020 John ThomasJohn Thomas, 2020

Manual Control (Maintenance)

Each pump sized for 100% capacity
Second pump on standby

Digital 
Controller

Flow

ShutdownPressure

Temperature



• Controller applies a 
threshold to each sensor
• Pressure below 35 psig
• Flow below 45 gpm
• Temp above 80 C

• Shutdown any time 
inadequate cooling 
condition is indicated
• Low pressure
• Low flow
• High temp

Loss of Cooling detection
Old System

OR

Shutdown

PRESSURE 
LOW

FLOW 
LOW

TEMP 
HIGH

Digital 
Control 
System

PT-42-P52 FT-42-P55 TE-42-T58

<35 psig <45 gpm >80 C

© Copyright 2020 John ThomasJohn Thomas, 2020

Problem: Inadvertent Shutdown (from single sensor failure)
~$1m economic loss each time



Digital Modification
Purpose:
• To resolve the problems associated with the existing control 

systems, each existing system is replaced with a new, state-
of-the-art, Digital Control System (DCS). 

• These new systems employ, as a minimum, redundant input 
signal devices, redundant digital signal processors, and 
redundant output devices. 

System Requirements Spec:
• DCS will include, among other parameters, protection from 

loss of cooling, which will be measured by low cooling flow, 
low cooling pressure, or high cooling temperature. DCS will 
provide automatic Shutdown on loss of cooling.

• The system will identify faulted instruments and will have 
protection from actuation of any of the shutdown features, 
including cooling flow, due to a faulted instrument. The 
system will send a shutdown signal if all instruments for a 
given parameter are faulted.

© Copyright 2020 John ThomasJohn Thomas, 2020

Cost to upgrade: ~$1m
Worth it to prevent an Inadvertent Shutdown!



Loss of Cooling detection

OR

Shutdown

PRESSURE 
LOW

FLOW 
LOW

TEMP 
HIGH

Digital 
Control 
System

PT-42-P52 FT-42-P55 TE-42-T58

<35 psig <45 gpm >80 C

© Copyright 2020 John ThomasJohn Thomas, 2020

Old System New System

OR

PRESSURE 
LOW

FLOW 
LOW

TEMP 
HIGH

Digital 
Control
System

PT-42-P52A
PT-42-P52B
PT-42-P52C

FT-42-P55A
FT-42-P55B
FT-42-P55C

TE-42-T58A
TE-42-T58B
TE-42-T58C

Fault Det, 
Voting

<35 psig <45 gpm >80 C

Fault Det, 
Voting

Fault Det, 
Voting

Shutdown



Fault detection and voting
• The Digital Controller will detect faulted 

instruments and automatically remove them 
from the logic.

• The logic is designed to identify a faulted 
instrument by measuring the output either 
high or low outside the calibrated range.

• 1oo3 logic is used: 
• When one instrument is faulted, it is 

automatically bypassed by the logic. Bypassing 
an instrument automatically changes the voter 
logic to use the remaining two instruments.

• If a second instrument is faulted, it is also 
automatically bypassed and the voter logic uses 
the remaining valid instrument.

• If all three instruments for a channel are 
faulted, the logic is designed to send a 
shutdown signal.

• The setpoints for detection of faulted 
instrument are 3.8 mA low and 20.32 mA 
high.

Loss of Cooling detection:
New System

OR

Shutdown

PRESSURE 
LOW

FLOW 
LOW

TEMP 
HIGH

Digital 
Control
System

PT-42-P52A
PT-42-P52B
PT-42-P52C

FT-42-P55A
FT-42-P55B
FT-42-P55C

TE-42-T58A
TE-42-T58B
TE-42-T58C

Fault Det, 
Voting

<35 psig <45 gpm >80 C

Fault Det, 
Voting

Fault Det, 
Voting

© Copyright 2020 John ThomasJohn Thomas, 2020
Does this make sense so far?



HAZOP (actual)

• 120 person-hours total



HAZOP Excerpt (simplified)
Parameter Guideword Deviation Cause Effect Protective 

Systems

Temperature Higher Temp. 
above 84 C

Coolant 
Blockage, 
Process 
overheating, etc.

Damage to 
Equipment, 
Loss of 
Production, 
etc.

DCS logic, 
3x temp 
sensors

Temperature Lower Temp. 
below 50 
C 

Process 
underheating, 
etc.

No meaningful 
effect (low 
temp is good)

Flow Higher Flow 
above 50 
gpm

Both pumps on 
simultaneously

No meaningful 
effect (high 
flow is good)

Flow Lower Flow 
below 45 
gpm

Coolant 
Blockage, etc.

Damage to 
Equipment, 
Loss of 
Production, 
etc.

DCS logic, 
3x flow 
sensors

© Copyright 2020 John Thomas
Actual HAZOP: 120 person-hours total



FMEA Excerpt (simplified)
Component Failure 

Mode
Failure 
Mechanism

Effect Mitigations

Temperature 
Sensor 
TE-42-T58

Fail high ΀͙΁ Unnecessary shutdown by 
DCS (false positive)

3x Temp Sensors, DCS logic 
protects from single or dual 
sensor failures

Temperature 
Sensor 
TE-42-T58

Fail low ΀͙΁ Undetected loss of cooling: 
Damage to equipment, 
Loss of production (false 
negative)

3x Temp Sensors, DCS logic 
protects from single or dual 
sensor failures

Flow Sensor 
FT-42-P55

Fail high ΀͙΁ Undetected loss of cooling: 
Damage to equipment, 
Loss of production (false 
negative)

3x Flow Sensors, DCS logic 
protects from single or dual 
sensor failures

Flow Sensor 
FT-42-P55

Fail low ΀͙΁ Unnecessary shutdown by 
DCS (false positive)

3x Flow Sensors, DCS logic 
protects from single or dual 
sensor failures

© Copyright 2020 John ThomasJohn Thoms, 2020

Actual FMEA: 200+ pages, 1,000+ person-hours



Loss of Stator Cooling detection
Old System

2.2E-3

© Copyright 2020 John Thomas



Loss of Cooling detection:
New System

3.7E-10 3.7E-10 3.7E-103.6E-5 3.6E-5 3.6E-5

1.1E-4

3.7E-10 3.7E-10 3.7E-103.6E-5 3.6E-5 3.6E-5

© Copyright 2020 John Thomas



Old System

P(IS/m) = 2.2 x 10-3

New System

P(IS/m) = 1.1 x 10-4

OR

Shutdown

PRESSURE 
LOW

FLOW 
LOW

TEMP 
HIGH

Digital 
Control 
System

PT-42-P52 FT-42-P55 TE-42-T58

<35 psig <45 gpm >80 C

OR

Shutdown

PRESSURE 
LOW

FLOW 
LOW

TEMP 
HIGH

Digital 
Control
System

PT-42-P52A
PT-42-P52B
PT-42-P52C

FT-42-P55A
FT-42-P55B
FT-42-P55C

TE-42-T58A
TE-42-T58B
TE-42-T58C

Fault Det, 
Voting

<35 psig <45 gpm >80 C

Fault Det, 
Voting

Fault Det, 
Voting

(~Once in 38 years) (~Once in 757 years)
© Copyright 2020 John ThomasJohn Thomas, 2020 IS = Inadvertent Shutdown



1) Define 
Purpose of 

the Analysis

STPA

2) Model 
the Control 
Structure

3) Identify 
Unsafe Control 

Actions

4) Identify 
Loss 

Scenarios

Identify Losses, Hazards

Define 
System 

boundary Environment

System

Losses to prevent Model Behavior to prevent
How could 

behavior occur
(Leveson and Thomas, 2018)

Leƚ Ɛ͛ ƚƌǇ STPA͊



1) Define 
Purpose of 

the Analysis

STPA

2) Model 
the Control 
Structure

3) Identify 
Unsafe Control 

Actions

4) Identify 
Loss 

Scenarios

Identify Losses, Hazards

Define 
System 

boundary Environment

System

(Leveson and Thomas, 2018)



STPA Losses

Example Losses
• L-1: Loss of life or injury
• L-2: Equipment damage
• L-3: Environmental contamination
• L-4: Loss of mission
• Etc.

(John Thomas, 2014) © Copyright John Thomas 2019



STPA System Hazards

Example System Hazards
• H-1: Plant releases toxic materials
• H-2: Plant unable to produce X
• H-3: Plant is physically damaged
• Etc.

(John Thomas, 2014) © Copyright John Thomas 2019



1) Define 
Purpose of 

the Analysis

STPA

2) Model 
the Control 
Structure

3) Identify 
Unsafe Control 

Actions

4) Identify 
Loss 

Scenarios

Identify Losses, Hazards

Define 
System 

boundary Environment

System

(Leveson and Thomas, 2018)



Control Structure

Digital Control System

Shutdown

Pum
p #1

Pum
p #2Reservoir 

Vessel

Cooler
Process 

that 
generate

s heat

Filter

FT-42-P55

PT-42-P52TE-42-T52

Flow
Temperature
Pressure

© Copyright 2020 John ThomasJohn Thomas, 2020

Human OperatorsMaintenance 
Technicians

Pump #1 on/off
Pump #2 on/off



Asking the right 
questions

© Copyright John Thomas 2019

Controlled Process

Control 
algorithm

Control
Actions

Feedback

Digital Control 
System (DCS)

Process
Model 

(beliefs)

Loss: Loss of 
Mission 

(unnecessary 
shutdown)

UCA: DCS does 
__________

Question: What 
DCS control 

actions can cause 
unnecessary 
shutdown?

John Thomas, 2020

DCS
Shutdown

OperatorsMaint



1) Define 
Purpose of 

the Analysis

STPA

2) Model 
the Control 
Structure

3) Identify 
Unsafe Control 

Actions

4) Identify 
Loss 

Scenarios

Identify Losses, Hazards

Define 
System 

boundary Environment

System

(Leveson and Thomas, 2018)



Unsafe Control 
Actions

Not providing causes 
hazard

Providing causes 
hazard

Too early, too late, 
out of order

Stopped Too 
Soon / Applied 

too long

Shutdown Cmd

© Copyright 2020 John ThomasJohn Thomas, 2020

DCS

Shutdown

OperatorsMaint

Cooling ad./inad.



Unsafe Control 
Actions

Not providing causes 
hazard

Providing causes 
hazard

Too early, too late, 
out of order

Stopped Too 
Soon / Applied 

too long

Shutdown Cmd

Controller does 
not provide 

Shutdown Cmd
when 

_____________

Controller 
provides 

Shutdown Cmd
when 

___________

Controller provides 
Shutdown Cmd

before 
___________

Controller provides 
Shutdown Cmd

after ___________

Controller 
continues 
providing 

Shutdown Cmd
too long 

after________

© Copyright 2020 John ThomasJohn Thomas, 2020 Note: This short example is incomplete, for demonstration only!

L-1: Loss of life or injury
L-4: Loss of mission (unnecessary 
shutdown)

DCS

Shutdown

OperatorsMaint

Cooling ad./inad.



Unsafe Control 
Actions

Not providing causes 
hazard

Providing causes 
hazard

Too early, too late, 
out of order

Stopped Too 
Soon / Applied 

too long

Shutdown Cmd

Controller does 
not provide 

Shutdown Cmd
when cooling is 

inadequate* [H-1]

Controller 
provides 

Shutdown Cmd
when cooling is 
adequate* [H-2]

[…΁ […΁

Cooling is inadequate* = low pressure OR low flow OR high temp
© Copyright 2020 John ThomasJohn Thomas, 2020 Note: This short example is incomplete, for demonstration only!

DCS

Shutdown

OperatorsMaint

Cooling ad./inad.



Asking the right 
questions

© Copyright John Thomas 2019

Controlled Process

Control 
algorithm

Control
Actions

Feedback

Digital Control 
System (DCS)

Process
Model 

(beliefs)

Process Model: DCS believes 
________

Loss: Loss of 
Mission 

(unnecessary 
shutdown)

UCA: DCS provides 
Shutdown Cmd when 
cooling is adequate*

Question: What 
DCS control 

actions can cause 
unnecessary 
shutdown?

Question: What DCS beliefs would cause it to 
provide Shutdown Cmd when cooling is 

adequate?

John Thomas, 2020

DCS
Shutdown Flow, etc.

OperatorsMaint.



1) Define 
Purpose of 

the Analysis

STPA

2) Model 
the Control 
Structure

3) Identify 
Unsafe Control 

Actions

4) Identify 
Loss 

Scenarios

Identify Losses, Hazards

Define 
System 

boundary Environment

System

(Leveson and Thomas, 2018)



Conƚƌolleƌ AnalǇƐiƐ ;Leƚ Ɛ͛ do ƚhiƐ ƚogeƚheƌ͊Ϳ

UCA-2: DCS provides 
Shutdown Cmd when 
cooling is adequate*  

[H-2]

DCS
Controller

Shutdown

PM-1: Controller believes 
pressure is too low [UCA-2]

F-1: All three pressure 
sensors report low 
pressure [PM-1] 

< 15.2mA, aka < 45gpm

DCS output DCS input

Process 
Model

Control 
Algorithm

DCS process model

© Copyright 2020 John ThomasJohn Thomas, 2020 Note: This short example is incomplete, for demonstration only!

Pressure
Flow
Temperature



Conƚƌolleƌ AnalǇƐiƐ ;Leƚ Ɛ͛ do ƚhiƐ ƚogeƚheƌ͊Ϳ

UCA-2: Controller 
provides Shutdown 

Cmd when cooling is 
adequate*  [H-2]

DCS
Controller

Shutdown

PM-1: Controller believes 
Pressure is too low

PM-2: Controller believes 
Flow is too low

PM-3: Controller believes 
Temperature is too high

PM-4: Controller believes all 
three Flow sensors are faulted F-1: ?

DCS output DCS input

Process 
Model

Control 
Algorithm

DCS process model

© Copyright 2020 John ThomasJohn Thomas, 2020 Note: This short example is incomplete, for demonstration only!

Pressure
Flow
Temperature



Conƚƌolleƌ AnalǇƐiƐ ;Leƚ Ɛ͛ do ƚhiƐ ƚogeƚheƌ͊Ϳ

UCA-2: Controller 
provides Shutdown 

Cmd when cooling is 
adequate*  [H-2]

DCS
Controller

Shutdown

PM-1: Controller believes 
Pressure is too low

PM-2: Controller believes 
Flow is too low

PM-3: Controller believes 
Temperature is too low

PM-4: Controller believes all 
three Flow sensors are faulted

F-1: All three flow sensors 
report out of range low

<3.8mA, aka < 0 gpm

F-2: All three flow sensors 
report out of range high

>20.38mA, aka ? gpm

DCS output DCS input

Process 
Model

Control 
Algorithm

DCS process model

© Copyright 2020 John ThomasJohn Thomas, 2020 Note: This short example is incomplete, for demonstration only!

Pressure
Flow
Temperature



Conƚƌolleƌ AnalǇƐiƐ ;Leƚ Ɛ͛ do ƚhiƐ ƚogeƚheƌ͊Ϳ

UCA-2: Controller 
provides Shutdown 

Cmd when cooling is 
adequate*  [H-2]

DCS
Controller

Shutdown

PM-4: Controller believes all 
three flow sensors have 
failed [UCA-2]

F-2: All three flow sensors 
out of range high [PM-4]

>20.38mA, aka X gpm

DCS output DCS input

Process 
Model

Control 
Algorithm

DCS process model

© Copyright 2020 John ThomasJohn Thomas, 2020 Note: This short example is incomplete, for demonstration only!

Neǁ ƋƵeƐƚion͗ Whaƚ Ɛ͛ X͍ 

;Need ƚo make ƐƵƌe iƚ ǁon͛ƚ haƉƉen inadǀeƌƚenƚlǇ͊Ϳ



Asking the 
right questions

© Copyright John Thomas 2019

Controlled Process

Control 
algorithm

Control
Actions

Feedback

Digital Control 
System (DCS)

Process
Model 

(beliefs)

PM: DCS believes all flow 
sensors are faulted

Loss: Loss of Mission 
(unnecessary 

shutdown)

FB: All Flow Sensors report > 
20.32mA (X gpm)

CP: _______

Question: What DCS inputs would cause 
DCS to incorrectly believe all flow 
sensors are faulted?

Question: What would cause all flow 
sensors > X gpm when cooling is 
adequate?

UCA: DCS provides 
Shutdown Cmd when 
cooling is adequate*

Question: What 
DCS control 

actions can cause 
unnecessary 
shutdown?

Question: What DCS beliefs would cause it to 
provide Shutdown Cmd when cooling is 

adequate?

John Thomas, 2020

DCS
Shutdown Flow, etc.

OperatorsMaint.



45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60

What is the flow sensor max range?
Answer based on historical data:

Low flow 
threshold

Normal operation

Highest recorded 
historical flow

Historical flow data (sampled regularly over many years)

gpm

What do you think they chose?
o Flow sensor max: ? gpm



Faulted Instrument Detection

© Copyright 2020 John ThomasJohn Thomas, 2020

Digital Control System
(DCS)

Shutdown

Pump 
#1

Pump 
#2Reser.

Process that 
generates 

heat

Flow
Temperature
Pressure

Human OperatorsMaintenance 
Technicians

Pump #1 on/off
Pump #2 on/off

DCS requirements for faulted 
instrument detection:

Shall detect faulted 
instrument when signal is:
o <3.8 mA (<0gpm)
o >20.32 mA (>60gpm)



Conƚƌolleƌ AnalǇƐiƐ ;Leƚ Ɛ͛ do ƚhiƐ ƚogeƚheƌ͊Ϳ

UCA-2: Controller 
provides Shutdown Cmd

when cooling is 
adequate  [H-2]

Controller

Shutdown

PM-4: Controller believes all 
3 flow sensors are faulted

F-3: all 3 flow sensors indicate 
high out of range [>20mA;   
60gpm]
• This will occur any time both 

pumps are running (planned 
every 9 months)

Controller output
Controller input

Process 
Model

Control 
Algorithm

Controller process model

© Copyright 2020 John ThomasJohn Thomas, 2020 Note: This short example is incomplete, for demonstration only!

Aha! The design is flawedͶcomponents interacting exactly as 
designed will inadvertently shutdown the system!

This will occur even if all component requirements are met, no 
components fail, and all human procedures are followed!



Asking the 
right questions

© Copyright John Thomas 2019

Controlled Process

Control 
algorithm

Control
Actions

Feedback

Digital Control 
System (DCS)

Process
Model 

(beliefs)

PM: DCS believes all flow 
sensors are faulted

Loss: Loss of Mission 
(unnecessary 

shutdown)

FB: All Flow Sensors report 
>20.32mA, aka >60 gpm

CP: Both pumps turned on 
together (maintenance 

activity)

Question: What DCS inputs would cause 
DCS to incorrectly believe all flow 
sensors are faulted?

Question: What would cause all flow 
sensors > 60 gpm when cooling is 
adequate?

UCA: DCS provides 
Shutdown Cmd
when cooling is 

adequate*

Question: What 
DCS control 

actions can cause 
unnecessary 
shutdown?

Question: What DCS beliefs would cause it to 
provide Shutdown Cmd when cooling is adequate?

John Thomas, 2020

AHA!

This will occur 
any time both 

pumps are 
running 

(planned every 
9 months)

DCS
Shutdown Flow, etc.

OperatorsMaint.



Asking the 
right questions

© Copyright John Thomas 2019

Controlled Process

Control 
algorithm

Control
Actions

Feedback

Digital Control 
System (DCS)

Process
Model 

(beliefs)

PM: DCS believes all flow 
sensors are faulted

Loss: Loss of Mission 
(unnecessary 

shutdown)

FB: All Flow Sensors report 
>20.32mA, aka >60 gpm

CP: Both pumps turned on 
together (maintenance 

activity)

Question: What DCS inputs would cause 
DCS to incorrectly believe all flow 
sensors are faulted?

Question: What would cause all flow 
sensors > 60 gpm when cooling is 
adequate?

UCA: DCS provides 
Shutdown Cmd
when cooling is 

adequate*

Question: What 
DCS control 

actions can cause 
unnecessary 
shutdown?

Question: What DCS beliefs would cause it to 
provide Shutdown Cmd when cooling is adequate?

John Thomas, 2020

New upgrade: 
Expect ~$1m loss 
every 9 months 

with no 
component 

failures!

DCS
Shutdown Flow, etc.

OperatorsMaint.



Conƚƌolleƌ AnalǇƐiƐ ;Leƚ Ɛ͛ do ƚhiƐ ƚogeƚheƌ͊Ϳ

UCA-2: Controller 
provides Shutdown Cmd

when cooling is 
adequate  [H-2]

Controller

Shutdown

PM-4: Controller believes all 
3 flow sensors are faulted

F-3: all 3 flow sensors indicate 
high out of range [>20mA;   
60gpm]
• This will occur any time both 

pumps are running (planned 
every 9 months)

Controller output
Controller input

Process 
Model

Control 
Algorithm

Controller process model

© Copyright 2020 John ThomasJohn Thomas, 2020 Note: This short example is incomplete, for demonstration only!

Design solutions? Maintenance, 
operator solutions?New requirements?



Hindsight
Why did others miss this?
• These analyses (HAZOP, FMEA, FTA, STPA) were all done 

blindͶwithout any knowledge of the flawͶby 
separate teams

• In hindsight and after an incident, we may all find a 
place to update an old analysis (HAZOP, FMEA, FTA, 
STPA) to include a newly discovered flaw

• That is not sufficient!
• The challenge we have is NOT whether we can correct 

omissions in hindsight with full knowledge of the flaws!
• The real challengeͶand the real test of any methodͶis 

whether the technique consistently discovers these 
flaws before an incident, and before we have the 
benefit of hindsight!

© Copyright 2020 John ThomasJohn Thomas, 2020



System Models

• All system models emphasize 
certain information, abstract away 
oƚheƌ info͘ All aƌe ͞ǁƌong͘͟

• But are they useful?



STPA Consistency
This study has been replicated 10 times, same result*
• STPA Team Sizes

• Ranging from 1 to 4+ people

• STPA Team Backgrounds
• All teams were blind to the flaw and incident
• No prior STPA experience
• Professionals from process industry
• Professionals from non-process industries
• Students with no professional experience

• STPA Facilitator
• Options tested: Totally blind; partially blind; no facilitator (instead more STPA training)

• STPA Training Time
• Ranging from 2hrs to 30hrs

• STPA Analysis Time
• Ranging from 30 minutes to 8 hours

• Materials provided to STPA Teams
• General description of system as available before incidents
• No knowledge or info about the flaws or the incidents

All teams successfully used STPA to discover the exact flaw and scenario!

© Copyright 2020 John ThomasJohn Thomas, 2020 *Plus 100s of studies using different examples



Analysis Method Comparison
• STPA*

• Time: 1 to 32 person-hours
• Team: STPA novices (but trained by STPA expert trainer/facilitator)
• Results: All seven independent STPA teams anticipated the flaw and the incident 

scenario
• HAZOP*

• Time: 120 person-hours
• Team: Professional HAZOP practitioners from process industry
• Results: HAZOP did not anticipate the flaw

• FMEA*
• Time: 1,000+ person hours
• Team: Industry professionals with FMEA training and prior FMEA experience
• Note: Considered many more design details than other teams in this study
• Results: FMEA did not anticipate the flaw

• Fault Tree Analysis (FTA)*
• Time: [Not Available]
• Team: Industry FTA professionals with decades of experience and specialization in 

FTA development
• Results: FTA did not anticipate the flaw

© Copyright 2020 John ThomasJohn Thomas, 2020

*These results only reflect one data point and are not intended as 
recommendations. For example, it is NOT recommended to limit 

STPA to 32 person-hours.



Reality ModelAbstracting



System Models
Control Structure P&ID

Thomas, 2020 

Digital Control 
System

Shutdown Flow
Temperature
Pressure

Human 
Operators

Maintenance 
Technicians

Pump #1 
on/off

Pump #2 
on/off



Return on Investment (ROI)
• Leƚ Ɛ͛ aƐƐƵme Ψϳϱͬhr labor
• STPA cost for this application: $2,400
• Value added: Identifying and addressing the $1m 

design flaw
• ROI*: $1m / $2,400 = 416

$0
$10,000
$20,000
$30,000
$40,000
$50,000
$60,000
$70,000
$80,000

STPA HAZOP FMEA

Cost

John Thomas, 2020 © Copyright 2020 John Thomas
*These results only reflect one data point—this specific project. Further 

work is underway to explore the generalizability of these results.



Sample of STPA use worldwide, all industries 
(incomplete, <10%)



© Copyright John Thomas 2019

Countries:
Argentina
Australia
Austria
Belgium
Brazil
Canada
China
Cyprus
Czech Republic
Denmark
England
Estonia
Finland
France
Germany
Greece
Hong Kong
Iceland
India
Ireland
Israel
Italy
Japan
Kenya
Korea
Kosovo
Kuwait
Malaysia
Mexico
Nepal
Netherlands
New Zealand
Nigeria
Norway

Pakistan
Poland
Portugal
Saudi Arabia
Scotland
Serbia
Singapore
South Korea
Spain
Sverige
Sweden
Switzerland
Taiwan
Thailand
Turkey
UK
United Arab 
Emirates (UAE)
USA

Industries:
Academia
Accelerator 
Engineering
Accelerator-
based research
Accident 
investigation
Aeronautics
Aerospace
Agriculture
Air Force
Air Traffic Control
Air 
Transportation
Aircraft

Analytics and 
Simulation
Automation
Automotive
Aviation
BioPharmaceutic
al
Chemical
Civil Engineering
Clinical Research
Cloud Computing
Collegiate Sports
Communication
Computer 
Science
Computing
Construction
Consulting
Consumer Goods
Consumer 
Products
Content Delivery 
Network (CDN)
Critical 
Infrastructure
Critical 
Infrastructures
Cyber operations
Cybersecurity
Dam Safety
Decision Analysis
Defense
Disaster Risk 
Management
Diving and 
Hyperbarics

Education
Electric Power
Electrical & 
Computer 
Engineering
Elevator industry
Embedded 
Software Testing
Energy
Engineering 
Services
Enterprise 
Software
Entertainment
Environmental
Ergonomics
Fertilizer 
Manufacturing
FFRDC
Financial
Firefighting
Fitness
Food
Food processing
Gas
Government
Grid Energy 
Storage
Ground Combat 
Systems (Live 
Fire)
Healthcare
Higher Education
Home Appliances
Hospitals
Human Factors

Hydropower
Industrial
Industrial
Automation
Industrial Control
Industrial 
equipment
Information 
security
Information 
Technology (IT)
Infrastructure
Insurance
Internet
Internet of Things 
(IoT)
IV&V
Labor
Labor
Organization
Labor Unions
Life sciences R&D
Logistics
Logistics and 
Aviation
Manufacturing
Manufacturing
Process 
Automation
Maritime
Medical
Medical Devices
Medicine
Metals
Military
Military

Acquisition
Military Aviation
Military Defense
Mining
National Security
Natural disasters
Naval
News
Non-profit R&D
Nuclear
Nuclear Energy
Nuclear 
enginering
Nuclear Power
Nuclear Utility
Nuclear Weapon 
Surety
Oil
Oil & gas
Open Standards
Open Systems
Oversight
Particle 
Accelerators
Patient Safety
Petrochemical
Petroleum 
Pipelines
Pharmaceutical 
(clinical)
Pharmaceuticals
Power
PRA consultants
Private 
Investigations
Process

Process industry
Processing
Public Sector
R&D
Rail Traffic 
Control and 
Safety
Railroads
Real estate
Refining
Regs
Research
Road Traffic 
Management
Road transport
Robotics
Rotating 
Equipment
Safety
Safety Assurance
Safety Consulting
Safety 
engineering
Safety 
Management
Satellite Operator
Security
Sediment 
Management
Semiconductor
Ship Design
Shipbuidling
Shipping
Software
Space
Steel

Structural 
engineering
Supply Chain 
Management
Surface 
Transportation
System 
Engineering
System Safety
Systems 
Engineering
Telecoms
Test and eval
Think tank
Trade Association
Traffic Control 
and Safety
Training
Transportation
Turnaround & 
Innovation 
Consulting
University
Videographer
Web 
development
Web provider
Web standards

STPA: The most popular 
aƉƉƌoach ǇoƵ haǀen͛ƚ ƚƌied͍
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STPA in Industry Standards
• ISO/PAS 21448: SOTIF: Safety of the Intended Functionality

• STPA used assess safety of automotive systems

• ASTM WK60748
• ͞Sƚandaƌd GƵide foƌ AƉƉlicaƚion of STPA ƚo Aiƌcƌafƚ͟

• SAE AIR6913
• ͞UƐing STPA dƵƌing DeǀeloƉmenƚ and SafeƚǇ AƐƐeƐƐmenƚ of Ciǀil Aiƌcƌafƚ͟

• RTCA DO-356A
• ͞AiƌǁoƌƚhineƐƐ SecƵƌiƚǇ MeƚhodƐ and ConƐideƌaƚionƐ͟
• STPA-sec used for cybersecurity of digital systems

• IEC 63187
• ͞FƵncƚional ƐafeƚǇ - Framework for safety critical E/E/PE systems for defence industry 

aƉƉlicaƚionƐ͟

• SAE J3187
• ͞Recommended Pƌacƚice foƌ STPA in AƵƚomoƚiǀe SafeƚǇ Cƌiƚical SǇƐƚemƐ͟

• EPRI 3002012755
• Recommends STPA for digital I&C

• NIST SP800-160 Vol2
• ͞DeǀeloƉing CǇbeƌ ReƐilienƚ SǇƐƚemƐ͗ A SǇƐƚemƐ SecƵƌiƚǇ Engineeƌing AƉƉƌoach͟
• ͞Aƚƚack ƐcenaƌioƐ can be ƌeƉƌeƐenƚed aƐ Ɖaƌƚ of a model-baƐed engineeƌing effoƌƚ ΀͙΁ 

based on identification of loss scenarios from System-Theoretic Process Analysis (STPA).

John Thomas 2020



STPA Common Mistakes 
• Not getting properly educated in STPA
• A short presentation is not enough!
• Formal training needed

• Implementing STPA without an expert STPA 
facilitator
• Example mistake: We already have a facilitator with 

decades of experience facilitating fault tree analysis. Just 
giǀe ƵƐ a coƵƉle daǇƐ ƚo ͞bƌing him ƵƉ ƚo ƐƉeed on ƚhe 
STPA meƚhodologǇ͘͟

• Limiting STPA to a simple system or simple problem 
with obvious answers

97



For more information

98

• Google͗ ͞STPA Handbook͟
• How-to guide for practitioners 

applying STPA
• Free PDF
• Same book used in our 

professional/industry STPA training classes

• Website: mit.edu/psas

• Email: JTHOMAS4@MIT.EDU

Free PDF

http://mit.edu/psas
mailto:JTHOMAS4@MIT.EDU
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STPA Integration into GM Safety Process
Mark A. Vernacchia

GM Technical Fellow, Principal System Safety Engineer ± Propulsion Systems

Jesse Johnston
System Safety Engineer ± Non-Motion Controls

Global Safety, Systems, & Integration
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October 22, 2020

Virtual Button and Graphical Interface 
System Safety Evaluation Using STPA

1



Introduction

� Examine how STPA can be used to explore safety concerns 
associated with interactions between human operators and 
virtual controls

� Inclusion of humans as control structure elements enables 
UeSUeVeQWaWLRQ aV a ³KXPaQ cRQWUROOeU´

� Discuss how to organize STPA generated system safety 
requirements, and how these requirements can be 
documented and used by system engineers

� Touch on organizational challenges for STPA
2



Overview of Topics

3

�WKaW AUe ³VLUWXaO CRQWUROV?´ WK\ PRSXOaU?
�Mechanical/Electrical vs. Virtual Control Interface 
Differences

�STPA Related Activities:
�Early use of STPA in Concept Stage is important
�Deciding if a virtual control is safety critical
�UVe Rf ³KXPaQ cRQWUROOeU´ aVSecWV MeQWaO MRdeOV

� Process State
� Process Behavior
� Environment



�Virtual Control Example Evaluation Using STPA
�Operating Conditions
�Control Structure and Unsafe Control Actions 
(UCAs)

�Causal Scenarios and Requirements 
Leveraging Mental Models

�Lessons to Share

Overview of Topics

4



�³VLUWXaO cRQWUROV´ aUe cRQWUROV WKaW dR QRW UeTXLUe 
physical actuation of a moving part

�Touch (focus for this presentation)
�Voice
�Gestures

�SZLWcKeV, bXWWRQV, dLaOV, eWc. caQ be ³YLUWXaOL]ed´
�Cost savings
�Greater design freedom
�Modern approach desired by customers

What Are ³Virtual Controls?´ Why Are They Becoming Popular?

5
5



Virtual Control Examples
�Cell phones ± smart phones replaced most physical 
buttons with virtual controls, with fewer buttons as 
design evolves

�Home automation ± ³VPaUW KRPeV´ UeSOace OLgKWLQg, 
temperature and other controls with virtual controls

�Automotive examples
� Audio controls
� Climate controls
� Lighting controls
� «ZLWK eYeQ PRUe RQ WKe KRUL]RQ

6



Safety Considerations: Benefits of Replacing Physical With Virtual

�Mechanical key ignition switches and electrical start-
stop switches have various fault mechanisms

� Vehicle vibration and frictional forces influence operation
� Cable connections and wire harness faults occur

�Elimination of key ignition mechanical and electrical 
components can eliminate these types of problems

�Hardware verification testing reduction opportunity

7



Differences in Safety Considerations

Common Considerations
� Software control logic
� Accidental or erroneous 

activation

Physical Controls
� Switches, buttons, 

dials, etc.
� Wiring
� Physical location

Virtual Controls (touch)
� Rendered graphics

� Display + wiring
� Screen layout

vs.

8



STPA Related Activities: Early Use of STPA in Concept Stage is Important
� Very beneficial in the early stages of the design as it 

provides a way to do exploratory analysis when all 
potential causes / effects of misbehaviors not known

� Enables review of the anticipated operating scenarios 
for these virtual control devices and facilitates a 
discussion about better use scenarios

� Facilitates discussion between system safety 
engineers and system design engineers as to which 
requirements are safety related versus performance 
and/or functional related

9



STPA Related Activities: Deciding if a Virtual Control is Safety Critical

� ISO-26262 (Automotive Safety Standard) 
� Provides guidance to determine requirements that prevent 

RU PaQage SRWeQWLaO Ka]aUdV VR WKaW WKe V\VWeP LV ³fUee 
fURP XQUeaVRQabOe ULVN´

� FRcXVeV RQ KaUP WR KXPaQV (a.N.a. STPA ³ORVVeV´)

�Preliminary Hazard Analysis 
� HAZOP (Hazard and Operability) ± performed to identify 

potential hazards that might lead to accidents (harm)
� HARA (Hazard Analysis and Risk Assessment) ± analyzes 

severity, exposure and controllability of hazards, allowing 
assignment of Automotive Safety Integrity Levels (ASIL) 

1 0



STPA Related Activities: ³Human Controller´ Aspects in STPA Evaluation

� Referencing work by Megan France and John Thomas 
to write scenarios for actions performed by the human 
RSeUaWRU, XVLQg ³HXPaQ CRQWUROOeU MRdeO´ cRQVWUXcW

� Human Controller Model focuses on three aspects:
� TKe cRQWUROOeU¶V (dULYeU RU RccXSaQW) gRaOV & KRZ WKe\ PaNe 

decisions based on what they expect
� The flaws in how a human controller thinks about system and 

its environment
� The influence of human experiences and the expectations 

related to processing sensory feedback/input
1 1



Weltmeister EX5

NIO ES8

TeVOa ³DRg MRde´

Byton M-Byte



Weltmeister EX5

NIO ES8

TeVOa ³DRg MRde´

Byton M-Byte

LeW¶V ORRN aW aQ e[aPSOe ZKeUe Ze Pa\ ZaQW 
to replace a Key Ignition or a Start/Stop push 

button device with a Virtual Control 



STPA Related Activities: Key or Start/Stop Button Virtualization Example

� Is it safety critical?
� Yes, it controls the propulsion 

state of the vehicle (confirm 
by HAZOP and HARA)

�Operating Contexts:
� How does driver turn on ignition?
� How does driver turn off ignition?
� Impact on living things left in vehicle if driver leaves the 

vehicle unattended?
� Entering vehicle, driving vehicle, exiting vehicle, post crash

1 4



1 5

STPA Human Controller

15

Control Action Selection

What were operator's goals?
To drive the vehicle
To have propulsion become active without physical button
To be able to turn the vehicle <OFF>
To allow the vehicle "run" after leaving the vehicle

What alternatives was the operator choosing between?
Turn vehicle <OFF>
Activate <Let Run> option

How automatic or novel was the behavior?
Very automatic to enable propulsion - no driver action
Very novel to turn vehicle <OFF>
Very novel to allow vehicle to continue to run <Let Run>

How might operator's mental models affect decisions?
Mental model of how to start car may impact driver interaction
MM of how to turn vehicle <OFF> may influence driver interaction
MM of how to get to <ACC> may influence driver interaction
MM of how to turn vehicle <OFF> at speed may influence driver interaction

External factors that might affect decision?
Vehicle automatically goes into propulsion with specific driver action
Vehicle automatically shuts <OFF> only after driver exits

How automatic or novel was the behavior?
Very automatic to enable propulsion - no driver action
Very novel to turn vehicle <OFF>
Very novel to allow vehicle to continue to run <Let Run>

How might operator's mental models affect decisions?
Mental model of how to start car may impact driver interaction
MM of how to turn vehicle <OFF> may influence driver interaction
MM of how to get to <ACC> may influence driver interaction
MM of how to turn vehicle <OFF> at speed may influence driver interaction



STPA Human Controller

Mental Model - Process State

Beliefs about modes and mode changes
There will be a button to start or stop the vehicle propulsions system
There will be a button to stop the engine while driving in emergency
There will be an accessory button to listen to radio with propulsion not active
Once <Let Run> option is selected the vehicle will never exit that mode without 
driver request

Beliefs about the current process stage, for processes with multiple stages
NONE at this time

Beliefs about system variables (e.g. true/false)
Driver believes stepping on the brake pedal will stop the vehicle even with 
excessive acceleration from propulsion system

There will be button to stop the 
engine while driving in emergency

1 6



STPA Human Controller

Mental Model - Process Behavior

Beliefs about what the system can do
Start automatically
Turn <OFF> automatically

Beliefs about how the system will behave in a particular mode or stage of operation
Vehicle operates as expected once propulsion <ON> in all subsequent driving conditions
Vehicle will not rollaway on an incline if driver exits without turning <OFF>
Vehicle will activate a <Let Run> mode automatically because it has one

Beliefs about if-then relationships between operator input and system output
If the driver performs a specific action the vehicle will turn propulsion <ON>
Performing that specific action after propulsion is <ON> will not do anything

Beliefs about what the system can do
Start automatically
Turn <OFF> automatically

1 7



STPA Human Controller
Mental Model - Environment

Changes in environmental conditions
Driver entering the vehicle
Driver exiting the vehicle

Familiar or unfamiliar environments
Driver exiting vehicle without selecting Park first
Driver unaware of propulsion state
Driver is unaware Park was not selected when Park was desired

State and behavior of other controllers
Shift by Wire system is operational and available
A brake override feature is operational and available

Social and organizational relationships
Passenger expectation of vehicle operation

State and behavior of other controllers
Shift by Wire system is operational and available
A brake override feature is operational and available

1 8



STPA Human Controller

Mental Model Updates

Consider initial formation of mental model vs. later updates
Initial MM updated based on vehicle feedback about propulsion state

Consider non-feedback inputs such as training programs and documentation
System should have a training package and documentation 

Consider whether input/feedback was observed (salience, expectations)
NONE at this time

Consider whether input/feedback was correctly perceived & interpreted
Feedback presented to driver in clear unambiguous manner
Feedback clearly shows vehicle operating state
Clinic data to be gathered regarding feedback method effectiveness

Consider whether input/feedback was correctly perceived & interpreted
Feedback presented to driver in clear unambiguous manner
Feedback clearly shows vehicle operating state
Clinic data to be gathered regarding feedback method effectiveness

1 9



STPA Human Controller ± Accidents, Hazards, and Operating Contexts
EXAMPLE ACCIDENTS

People injured when car collides with obstacle A1
People injured when car collides with another car A2
People injured when car collides with pedestrian A3
People injured when car interior overheats or gets too cold A4

EXAMPLE POTENTIAL HAZARDS
Car rolls away as driver exits H1 A1, A2, A3
Propulsion cannot be deactivated when experiencing unintended acceleration H2 A1, A2, A3
Car overheats with occupants inside H3 A4
Car gets too cold with occupants inside H4 A4

EXAMPLE OPERATING CONTEXTS / SCENARIOS
While Entering Vehicle
While Seated in Driver Seat
While Exiting Vehicle
While in Gear and Stationary
While in Gear and Moving

2 0
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PROPULSION 
SYSTEM

DISPLAY
<Turn OFF>
<Let Run>

DRIVER

STPA Control Structure Example



STPA UCA Approach

"NOT Providing" Cause 
Hazard

"Providing"
Cause Hazard

Incorrect Timing
Incorrect Order

Stopped Too Soon
Applied Too Long

Missing
Not Followed

Providing When Not Expected
Provided More/Less than Required

Provided Content Results in Control Conflict

Provided Too Early/Late When Required
Provided Before/After When Required

Provided Content in Wrong Order
Provided Opposite of What Expected

Providing Unstable or 
Osscilating Content

Providing Truncated Content
Providing Stuck Content 

"NOT Providing" Cause 
Hazard

"Providing"
Cause Hazard

Incorrect Timing
Incorrect Order

Stopped Too Soon
Applied Too Long

Missing
Not Followed

Providing When Not Expected
Provided More/Less than Required

Provided Content Results in Control Conflict

Provided Too Early/Late When Required
Provided Before/After When Required

Provided Content in Wrong Order
Provided Opposite of What Expected

Providing Unstable or 
Osscilating Content

Providing Truncated Content
Providing Stuck Content 

2 2



STPA Causal Scenario Development 
Utilizing Mental Model Framework
Control Action Selection

� Replacement of mechanical 
devices is very novel idea 

� Anticipate need for instruction and guidance cues
Process State

� There will be mechanical means to start / stop
� There is a way to turn propulsion off in emergency

Process Behavior
� The system will start and turn off automatically

2 3



Environment
� How system will behave

when driver enters or exits vehicle
� Other vehicle systems (e.g., shift by wire, braking, 

etc.) operation will not be affected/changed

Metal Model Updates
� Feedback of propulsion state needs to be clear
� Feedback mechanisms evaluated for effectiveness

STPA Causal Scenario Development 
Utilizing Mental Model Framework

2 4



STPA Example Causal Scenarios and Potential Requirements

2 5



STPA Example Causal Scenarios and Potential Requirements

2 6



�STPA evaluation can lead to suggestions to 
redesign initial propulsion activation strategy

� Original strategy may have been to wait until 
the driver makes an initiating action before 
presenting propulsion activation information

� How to develop a user interface to guide the 
dULYeU WKURXgK ³OFF´ RU ³LeW RXQ´ RSWLRQV

Lessons to Share From This Example

2 7



�Assess, and redesign if necessary, the control 
structure based on potential shortcomings or 
trade-off study feedback.
�Requirements to prevent or manage potential 
hazardous states for driver and occupants due to an 
erroneous or inadvertent driver action

�Requirements for shift-by-wire or brake system to 
secure vehicle upon driver exit can be defined early

Lessons to Share From This Example

2 8
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�Joint use of STPA between system safety 
engineers and system design groups helps to: 
�«WKLQN be\RQd a ³faLOed´ cRPSRQeQW SeUVSecWLYe 
(e.g., FMEA or FTA) 

�«cRQVLdeU a ³cRQWUROV´ deVLgQ SeUVSecWLYe aQd 
system usage scenarios that could lead to control 
actions being improperly executed or not executed

�«eYaOXaWe caXVaO VceQaULRV WKaW eQabOe UCAV WR 
occur and prevent or manage these scenarios by 
defining appropriate requirements

Lessons to Share From This Example



Inductive Reasoning
Start with the  
known causes

Possible effects

Start with the 
known effects

Possible causes Deductive Reasoning

Start with 
Single 

Incident
Possible 
causes

Possible 
effects

Exploratory 
Reasoning

Exploratory 
Reasoning
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STPA Adoption in Industry ± Challenges - Evaluation Methodologies



� Comparison of STPA to other safety analysis methodologies 
� Need WR cKRRVe \RXU ³VSecWUXP´ SKLORVRSK\

� Consider how much effort needed to get rid of other methodologies and 
if organization would even entertain that idea

� STPA LV aQ ³e[SORUaWRU\´ WR cRPSOePeQW ³LQdXcWLYe´ (FMEA) aQd  
³dedXcWLYe´ (FTA) eYaOXaWLRQ PeWKRdRORgLeV

� Consider how STPA would/could feed or flow into other methods

� Emphasize STPA can be very effective in finding missing requirements 
especially early in concept phase on systems

� STPA VWURQg fRU ³QRQ-faLOXUe´ cRQWUROV-based system design evaluations
31

All STPA 
All Day

Never STPA on 
Any Day EverTruth

STPA Adoption in Industry - Challenges



�Finding an initial application for STPA
� Learn STPA to a working level
� Look for an area with the greatest need
� Propose STPA as an alternative to struggling methodology

� Used STPA as alternative to a DFMEA effort to deal with 
human factors

� OSeUaWe beORZ WKe ³UadaU´
� Be focused
� Do not alienate people with grandiose statements
� Be UeVSecWfXO Rf SeRSOe¶V cRQceUQV aQd RSLQLRQV

32
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Questions??

Virtual Button & Graphical Interface System Safety Evaluation Using STPA
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2SHQ$36��$UWLILFLDO�3DQFUHDV�6\VWHP�

Ɣ KWWSV���RSHQDSV�RUJ�

Ɣ KWWSV���JLWKXE�FRP�RSHQDSV

https://openaps.org/


2SHQ$36�6RIWZDUH
Ɣ RUHI�

ż -DYDVFULSW�LPSOHPHQWDWLRQ�RI�WKH�PDLQ�FDOFXODWLRQ�DOJRULWKP

Ɣ 2SHQ$36
ż 3\WKRQ�³FRUH�XWLOLWLHV´�QHHGHG�WR�EXLOG�DQ�2SHQ$36�V\VWHP�XSRQ
ż ,QWHUIDFH�EHWZHHQ�DOJRULWKP�DQG�V\VWHP�IXQFWLRQV

Ɣ 'RFV
ż ,QVWDOODWLRQ�VKHOO�VFULSWV



673$�0HWKRG

�� 'HILQH�WKH�
SXUSRVH�RI�
WKH�DQDO\VLV

�� 0RGHO�WKH�
FRQWURO�
VWUXFWXUH

�� ,GHQWLI\�
8QVDIH�
&RQWURO�
$FWLRQV�
�8&$V�

�� ,GHQWLI\�
ORVV�
VFHQDULRV



�� 'HILQH�WKH�3XUSRVH�RI�WKH�$QDO\VLV

�� 'HILQH�WKH�
SXUSRVH�RI�
WKH�DQDO\VLV

�� 0RGHO�WKH�
FRQWURO�
VWUXFWXUH

�� ,GHQWLI\�
8QVDIH�
&RQWURO�
$FWLRQV�
�8&$V�

�� ,GHQWLI\�
ORVV�
VFHQDULRV



�� 'HILQH�WKH�3XUSRVH�RI�WKH�$QDO\VLV

/RVVHV

�� /RVV�RI�OLIH�RU�LQMXU\

�� /RVV�RI�TXDOLW\�RI�OLIH

+D]DUGV

�� +XPDQ�EORRG�JOXFRVH�
OHYHOV�EHFRPH�WRR�ORZ

�� +XPDQ�EORRG�JOXFRVH�
OHYHOV�EHFRPH�WRR�KLJK



�� 0RGHO�WKH�&RQWURO�6WUXFWXUH�

�� 'HILQH�WKH�
SXUSRVH�RI�
WKH�DQDO\VLV

�� 0RGHO�WKH�
FRQWURO�
VWUXFWXUH

�� ,GHQWLI\�
8QVDIH�
&RQWURO�
$FWLRQV�
�8&$V�

�� ,GHQWLI\�
ORVV�
VFHQDULRV



�� 0RGHO�WKH�&RQWURO�6WUXFWXUH



�� ,GHQWLI\�8QVDIH�&RQWURO�$FWLRQV��8&$V�

�� 'HILQH�WKH�
SXUSRVH�RI�
WKH�DQDO\VLV

�� 0RGHO�WKH�
FRQWURO�
VWUXFWXUH

�� ,GHQWLI\�
8QVDIH�
&RQWURO�
$FWLRQV�
�8&$V�

�� ,GHQWLI\�
ORVV�
VFHQDULRV



�� ,GHQWLI\�8QVDIH�&RQWURO�$FWLRQV��8&$V�



�� ,GHQWLI\�8QVDIH�&RQWURO�$FWLRQV��8&$V�
1RW�SURYLGLQJ 3URYLGLQJ 7RR�ODWH���WRR�HDUO\ 7RR�ORQJ���WRR�VKRUW

,QVXOLQ�SXPS�GRHV�QRW�GHOLYHU�
LQVXOLQ�ZKHQ�WKH�QH[W�GRVH�LV�
GXH

,QVXOLQ�SXPS�GHOLYHUV�LQVXOLQ�
ZKHQ�WKHUH�LV�QR�GRVH�GXH

,QVXOLQ�SXPS�GHOLYHUV�LQVXOLQ�
WRR�ODWH�DIWHU�LQVXOLQ�GRVH�ZDV�
GXH

,QVXOLQ�SXPS�NHHSV�GHOLYHULQJ�
LQVXOLQ�DIWHU�WKH�FRUUHFW�GRVH�
KDV�EHHQ�JLYHQ

,QVXOLQ�SXPS�GHOLYHUV�LQVXOLQ�
WRR�HDUO\�EHIRUH�GRVH�LV�GXH

,QVXOLQ�SXPS�VWRSV�GHOLYHULQJ�
LQVXOLQ�EHIRUH�WKH�IXOO�GRVH�
KDV�EHHQ�JLYHQ



�� ,GHQWLI\�8QVDIH�&RQWURO�$FWLRQV��8&$V�
1RW�3URYLGLQJ

8&$��2SHQ$36�GRHV�QRW�VHW�WKH�LQVXOLQ�
GRVH�ZKHQ�WKH�FXUUHQW�LQVXOLQ�GRVDJH�LV�
QRW�RSWLPDO�DQG�LW�KDV�EHHQ�RYHU�;�
PLQXWHV�VLQFH�WKH�ODVW�GRVH�
UHFRPPHQGDWLRQ

3URYLGLQJ

8&$��2SHQ$36�DOJRULWKP�UHFRPPHQGV�
WRR�KLJK�LQVXOLQ�GRVLQJ�ZKHQ�FXUUHQW�
JOXFRVH�OHYHOV�DUH�ORZ�DQG�QRW�OLNHO\�WR�
ULVH��EDVHG�RQ�DFWLYH�LQVXOLQ�DQG�KXPDQ�
LQVXOLQ�SXPS�LQSXW�



�� ,GHQWLI\�8QVDIH�&RQWURO�$FWLRQV��8&$V�
1RW�3URYLGLQJ

8&$���+XPDQ�DFWRU�GRHV�QRW�XSGDWH�WKH�
2SHQ$36�FRQILJXUDWLRQ�ZKHQ�WKHUH�LV�D�
FKDQJH�LQ�WKH�ORRS�VHWXS



�� ,GHQWLI\�/RVV�6FHQDULRV

�� 'HILQH�WKH�
SXUSRVH�RI�
WKH�DQDO\VLV

�� 0RGHO�WKH�
FRQWURO�
VWUXFWXUH

�� ,GHQWLI\�
8QVDIH�
&RQWURO�
$FWLRQV�
�8&$V�

�� ,GHQWLI\�
ORVV�
VFHQDULRV



�� ,GHQWLI\�/RVV�6FHQDULRV
1RW�3URYLGLQJ�8&$
2SHQ$36�GRHV�QRW�VHW�WKH�LQVXOLQ�GRVH�ZKHQ�
WKH�FXUUHQW�LQVXOLQ�GRVDJH�LV�QRW�RSWLPDO�DQG�LW�
KDV�EHHQ�RYHU�;�PLQXWHV�VLQFH�WKH�ODVW�GRVH�
UHFRPPHQGDWLRQ

,QDGHTXDWH�FRQWUROOHU�EHKDYLRXU�
�2SHQ$36�DOJRULWKP�QRW�UXQQLQJ
�2SHQ$36�RXW�RI�SRZHU
�2SHQ$36�FORFN�LV�VHW�WR�WKH�ZURQJ�WLPH

,QDGHTXDWH�IHHGEDFN�
�2SHQ$36�KDV�JRQH�RXW�RI�UDQJH�IURP�
1LJKW6FRXW�DQG�QRW�UHFHLYHG�XSGDWHG�LQIR
�2SHQ$36�KDV�KDG�ZLUHOHVV�LQWHUIHUHQFH�IURP�
WKH�LQVXOLQ�SXPS�DQG�QRW�UHFHLYHG�XSGDWHG�
LQIR

,QDGHTXDWH�FRQWUROOHU�EHKDYLRXU
�/LTXLG�LQ�WKH�WXELQJ�FRQQHFWRU�KDV�FDXVHG�WKH�
LQIXVLRQ�VHW�WR�JHW�EORFNHG
�7KH�LQVXOLQ�SXPS�LV�RXW�RI�EDWWHU\

,QDGHTXDWH�FRQWURO�SDWK
�7KH�LQVXOLQ�SXPS�LV�WRR�IDU�DZD\�IURP�WKH�
2SHQ$36�ULJ
�7KH�UDGLR�VWLFN�LV�QRW�SOXJJHG�LQWR�WKH�
2SHQ$36�ULJ�SURSHUO\



/RVV�6FHQDULR�([DPSOHV 8&$���2SHQ$36�DOJRULWKP�UHFRPPHQGV�
WRR�ORZ�WHPSRUDU\�EDVDO�GRVLQJ�
UHFRPPHQGDWLRQ�ZKHQ�FXUUHQW�JOXFRVH�
OHYHOV�DUH�KLJK�DQG�QRW�OLNHO\�WR�IDOO��EDVHV�
RQ�FXUUHQW�JOXFRVH�OHYHOV��DFWLYH�LQVXOLQ�
DQG�KXPDQ�LQVXOLQ�SXPS�LQSXW�

+RZ�FRXOG�WKLV�KDSSHQ"

Ɣ )ODZHG�LQVXOLQ�WR�JOXFRVH�FDOFXODWLRQ
Ɣ 2SHQ$36�LV�SXOOLQJ�WKH�ZURQJ�JOXFRVH�

GDWD�RU�PLVUHDGLQJ�WKH�JOXFRVH�GDWD�
IURP�1LJKW6FRXW

Ɣ +XPDQ�DFWRU�LQSXW�WRR�IHZ�FDUEV
Ɣ ,QVXOLQ�SXPS�QRW�GRVLQJ�SURSHUO\�EXW�

2SHQ$36�LV�QRW�LQIRUPHG�RI�WKLV
Ɣ +XPDQ�DFWRU�KDV�FRQILJXUHG�

2SHQ$36�ZLWK�WKH�ZURQJ�',$���,6)���
FDUE�UDWLR�VHWWLQJV



673$�0HWKRG���,WHUDWH

�� 'HILQH�WKH�
SXUSRVH�RI�
WKH�DQDO\VLV

�� 0RGHO�WKH�
FRQWURO�
VWUXFWXUH

�� ,GHQWLI\�
8QVDIH�
&RQWURO�
$FWLRQV�
�8&$V�

�� ,GHQWLI\�
ORVV�
VFHQDULRV



1H[W�/HYHO�&RQWURO�'LDJUDP



1H[W�/HYHO�&RQWURO�'LDJUDP

2SHQ$36�
6\VWHP



+LJK�$EVWUDFWLRQ�WR�/RZ�$EVWUDFWLRQ

1RW�3URYLGLQJ

2SHQ$36�GRHV�QRW�VHW�WKH�LQVXOLQ�GRVH�
ZKHQ�WKH�FXUUHQW�LQVXOLQ�GRVDJH�LV�QRW�
RSWLPDO�DQG�LW�KDV�EHHQ�RYHU�;�PLQXWHV�
VLQFH�WKH�ODVW�GRVH�UHFRPPHQGDWLRQ



1H[W�/HYHO�&RQWURO�'LDJUDP

3ODWIRUP�GRHV�QRW�VHW�WKH�
LQVXOLQ�GRVH�ZKHQ�WKH�
FXUUHQW�LQVXOLQ�GRVDJH�LV�QRW�
RSWLPDO�DQG�LW�KDV�EHHQ�RYHU�
;�PLQXWHV�VLQFH�WKH�ODVW�
GRVH�UHFRPPHQGDWLRQ

2SHQ$36�7RRONLW�GRHV�QRW�SURYLGH�
FRPPDQG�WR�SODWIRUP�ZKHQ�WKH�
DOJRULWKP�KDV�LQVWUXFWHG�LW�WR�GR�VR

$OJRULWKP�GRHV�QRW�SURYLGH�VHW�
LQVXOLQ�GRVH�ZKHQ�WKH�FXUUHQW�
GRVDJH�LV�QRW�RSWLPDO�DQG�LW�KDV�
EHHQ�RYHU�;�PLQXWHV�VLQFH�WKH�
ODVW�GRVH�UHFRPPHQGDWLRQ



1H[W�/HYHO�&RQWURO�'LDJUDP

2SHQ$36�7RRONLW�GRHV�QRW�SURYLGH�
FRPPDQG�WR�SODWIRUP�ZKHQ�WKH�
DOJRULWKP�KDV�LQVWUXFWHG�LW�WR�GR�VR



1H[W�/HYHO�&RQWURO�'LDJUDP
2SHQ$36�7RRONLW�GRHV�QRW�SURYLGH�
FRPPDQG�WR�SODWIRUP�ZKHQ�WKH�
DOJRULWKP�KDV�LQVWUXFWHG�LW�WR�GR�VR

+RZ�FRXOG�WKLV�KDSSHQ"

Ɣ 2SHQ$36�7RRONLW�LV�QRW�UXQQLQJ
Ɣ 7KH�FRPPDQG�KDV�EHHQ�GURSSHG
Ɣ 0HPRU\�FRUUXSWLRQ�FKDQJHV�WKH�

FRPPDQG
Ɣ 3ODWIRUP�UHFHLYHV�WKH�FRPPDQG�EXW�

GRHV�QRW�H[HFXWH�LW
Ɣ HWF�



1H[W�/HYHO�&RQWURO�'LDJUDP

6FHQDULR��LW�KDV�EHHQ�PRUH�WKDQ�;�
PLQXWHV��EXW�WKH�DOJRULWKP�WKLQNV�LW�KDV�
EHHQ�OHVV�

+RZ�FRXOG�WKLV�KDSSHQ"

Ɣ &ORFN�VRXUFH���FORFN�KDV�EHHQ�
XSGDWHG��FRUUXSWHG�HWF�

Ɣ /RFDO�YDULDEOH�VWRULQJ�WLPH�FRUUXSWHG��
RYHUZULWWHQ

$OJRULWKP�GRHV�QRW�SURYLGH�VHW�
LQVXOLQ�GRVH�ZKHQ�WKH�FXUUHQW�
GRVDJH�LV�QRW�RSWLPDO�DQG�LW�KDV�
EHHQ�RYHU�;�PLQXWHV�VLQFH�WKH�
ODVW�GRVH�UHFRPPHQGDWLRQ



([DPSOH
8&$���+XPDQ�DFWRU�GRHV�QRW�LQVWDOO�DOO�WKH�
GHSHQGHQFLHV�QHFHVVDU\�IRU�2SHQ$36

+RZ�FRXOG�WKLV�KDSSHQ"

Ɣ )ODZHG�³FRQWUROOHU´���KXPDQ�EHOLHYHV�
WKH�ZURQJ�WKLQJ

Ɣ &RQQHFWLYLW\�LVVXHV�RQ�FRQWURO�SDWK
Ɣ )HHGEDFN�LVVXHV

ż LQVWDOO�VFULSW�GRHV�QRW�JLYH�
HQRXJK�LQIRUPDWLRQ

ż +XPDQ�GRHV�QRW�FRUUHFWO\�
LQWHUSUHW�VFULSW�RXWSXW

Ɣ ,QVWDOOHG�FRUUHFWO\�EXW�DXWRPDWLF�
XSGDWHV�RYHUZULWH�FXUUHQW�OLEUDU\�
YHUVLRQ



([DPSOH
8&$���+XPDQ�DFWRU�GRHV�QRW�LQVWDOO�DOO�WKH�
GHSHQGHQFLHV�QHFHVVDU\�IRU�2SHQ$36

1H[W�/HYHO�8&$V

Ɣ 8&$��SODWIRUP�LQWHUIDFH�GRHV�QRW�
LQVWDOO�GHSHQGHQFLHV�ZKHQ�WKH�KXPDQ�
LQVWUXFWV�LW�WR�GR�VR

Ɣ 8&$��,QVWDOODWLRQ�VFULSW�GRHV�QRW�LQVWDOO�
GHSHQGHQFLHV�FRUUHFWO\�ZKHQ�WKH�
SODWIRUP�LQVWUXFWV�LW�WR



([DPSOH
8&$���,QVWDOODWLRQ�VFULSW�GRHV�QRW�LQVWDOO�
GHSHQGHQFLHV�FRUUHFWO\�ZKHQ�WKH�SODWIRUP�
LQVWUXFWV�LW�WR

+RZ�FRXOG�WKLV�KDSSHQ"

Ɣ &RQQHFWLYLW\�LVVXHV
Ɣ DSW�JHW�QRW�XSGDWHG
Ɣ $XWRPDWLF�V\VWHP�XSGDWHV�LQVWDOO�

GLIIHUHQW�YHUVLRQ�RI�D�SDFNDJH



7KH�1H[W�1H[W�/HYHO



([SDQGLQJ�WKH�$QDO\VLV

6RIWZDUH�'HYHORSHU

6RXUFH�&RGH

7HVW�DQG�9DOLGDWLRQ�
6\VWHP

0LVVLQJ�$QDO\VLV

HFW���



$QDO\VLV�+LJKOLJKWV
Ɣ $QDO\VH�FRPSOH[�LQWHUDFWLRQV�EHWZHHQ�KXPDQ��KDUGZDUH�DQG�VRIWZDUH��ZLWK�

SRVVLEOH�FRQIOLFWLQJ�FRQWURO�DQG�LQIRUPDWLRQ
ż &UHDWH�UHFRPPHQGDWLRQV�IRU�FRQWURO�KLHUDUFK\�DQG�WHVW�LI�WKH�V\VWHP�DFWXDOO\�PHHWV�WKHVH�

UHTXLUHPHQWV

Ɣ $QDO\VH�LQWHUDFWLRQ�EHWZHHQ�VRIWZDUH�PRGXOHV�DQG�SODWIRUP��LQ�RUGHU�WR�
LQWHUIDFH�ZLWK�WKH�VDIHW\�DUFKLWHFWXUH�ZRUNLQJ�JURXS
ż &UHDWH�UHFRPPHQGDWLRQV�IRU�VRIWZDUH�DQG�KDUGZDUH�DUFKLWHFWXUH

Ɣ $QDO\VH�VRIWZDUH�EXLOG�DQG�GHSOR\�VWUDWHJ\
ż &DQ�FUHDWH�DQ�DXWRPDWHG�V\VWHP�DQG�XVH�FRQWDLQHUV�DQG�UHSURGXFLEOH�EXLOG�WHFKQLTXHV�WR�

HQVXUH�FRUUHFW�VRIWZDUH�DQG�GHSHQGHQFLHV�DUH�GHSOR\HG

Ɣ $QDO\VH�WKH�DOJRULWKP
ż &UHDWH�UHFRPPHQGDWLRQV�WR�YHULI\�FRUUHFWQHVV��YDOLGDWLRQ��WHVWV�HWF�



-RLQ�WKH�2SHQ�6RXUFH�&RPPXQLW\

Ɣ KWWSV���HOLVD�WHFK�
Ɣ 7DON�WR�XV�RQ�WKH�673$�VODFN�FKDQQHO

ż VWDPSQHWZRUN�VODFN�FRP�

https://elisa.tech/

