
Phishing and Social Engineering 
Awareness



Introduction

What are we going to cover today?



What is a phishing attack

Phishing can be defined as “the fraudulent attempt or technique
to obtain sensitive information such as usernames, passwords
and credit card details and many more by disguising as a
trustworthy entity in an electronic communication.”

Van der Merwe et al. (2005) and Ramzan, Zulfikar (2010)



Analysing the phishing methods
There are 3 main Phishing methods:

1

2

3

Spear-phishing

Is a form of phishing in which perpetrators conduct

research on their targets first in order to create tailored

emails. This method is often more effective that

standard phishing.

Whaling

Is the same as a spear-phishing attack, but targets

individuals high-up in the an organization hierarchy.

Phishing

Are emails typically sent by a known contact or

organization. These include a malicious link or

attachment that installs malware or redirects the

victim to a specific website that is designed to trick

them into giving personal or sensitive information.



Consequences of phishing attacks

Bryan Littlefair (CEO of Cambridge

Cyber Advises) said: "If you have a

breach, research suggests that 60% of

your customers will think about moving

and 30% actually do."



What scammers/cybercriminals want from you:

Phishing Attacks – scammers’ aims



Cybercriminals methods – Why phishing 
works

It gets you...

It triggers you..

Source: https://cofense.com/wp-content/uploads/2017/11/Enterprise-Phishing-Resiliency-and-Defense-Report-2017.pdf



Phishing (Email)

Phishing or more specifically email phishing, is when fraudsters send phony emails

that appear to come from valid sources, attempting to trick users into providing

personal identifiable information, financial information or any other sensitive

information.

They often utilize all the aforementioned methods (phishing, spear-

phishing and whaling) depending on target and data set they want to

gather.



Source: Kaspersky Lab (https://securelist.com/statistics/)

Countries targeted by malicious emails 
(2018 report)



Phishing scenarios(per emotional 
motivator) and percentages (2018)

Source: https://cofense.com/wp-content/uploads/2017/11/Enterprise-Phishing-Resiliency-and-Defense-Report-2017.pdf



What about numbers? 

According to Aviva, Littlefair (CEO of Cambridge Cyber Advises) said: "If you have a 
breach, research suggests that 60% of your customers will think about moving and 

30% actually do."



Attacker techniques - Levels of Phishing 
attacks

Indicator Level 1 Level 2 Level 3 Level 4

Expression (Receiver) Impersonal (Anonymous) Impersonal (Anonymous) Personal Personal

Links Email contains links Email contains links Email contains links Email contains links

Sender Unknown (unrecognised 

email address)

Unknown (Unrecognised 

email address

Email address that 

appears legitimate

Email address that appears 

legitimate

Messaging Low intelligence message. 

Relying on greed, 

curiosity, fear, empathy.

Medium level of 

intelligence, relying on 

greed, curiosity, fear and 

empathy.

High level of intelligence, 

relying on greed, 

curiosity, fear and 

empathy.

Simple, on point email. Bradding 

can be used to lure the victim 

into clicking the link. 

Vocabulary and 

grammar

Medium rate of 

misspellings.

Low level of misspellings. Good use of grammar 

and vocabulary.

No mistakes regarding 

vocabulary and grammar.

Example Common email, like 

lottery winner, inherited 

millions etc.

Results of assessments or 

health tests

Bradding email, 

advertising clothes or 

other deals.

 Recruitment advert

 Payroll misconfiguration, 

please use that link to login

Attackers will use different strategies, lets have a look:



What to look for in an email

Some methods to check a phishing 

address:

• Hover over the links to check the 

website.

• The email has an attachments 

you were not expecting.

• Might ask for personal 

information e.g. credit card 

information, passwords etc.).

• Poor email vocabulary and 

grammar. This might not always 

be the case.

• Emails that sound too good to be 

true (e.g. You won the lottery, a 

woman wants to meet you etc.).

Pictures taken from: https://digitalguardian.com/blog/dont-get-hooked-how-recognize-and-avoid-phishing-attacks-infographic



Additional examples of phishing emails

Pictures taken from: https://digitalguardian.com/blog/dont-get-hooked-how-recognize-and-avoid-phishing-attacks-infographic

If something look suspicious, 

inspect it with scrutiny!



Https (Encryption) And Phishing websites

Source: http://docs.apwg.org/reports/apwg_trends_report_q4_2018.pdf



Ask yourself (The 3Qs)

Be suspicious!



What to do when you suspect a phishing 
email?
• Do not click on any links in any email sent from unknown or suspicious 

senders.

• Do not forward an email that looks suspicious to friends, family or 

colleagues as this could spread a phishing attack to unsuspecting people.

• Do not download content that your browser or security software alerts you 

may be malicious.

• Do not give away personal information like your credit card number, home 

address, or social security number to a site or e-mail address you think may 

be suspicious. In general, any personal identifiable information.

• Fraudsters might use https to fool you into clicking a link.

• If you identify a phishing email, report it immediately to: 

helpdesk@warwick.ac.uk

mailto:helpdesk@warwick.ac.uk


Can you spot why this email is a phishing 
attempt?



Vishing attacks
Vishing or “voice phishing”, tries to solicit unsuspecting people for personal or financial information. Beware
because:

• They will sound very persuasive.

• They probably will know a lot about you because they gathered data from social media.

• They will use fear tactics in order to make you feel that you or your money is in danger.

• They may ask you to install software or for login credentials. DO NOT TRUST ANY SOURCE THAT DOES
THIS. Vishers may claim they are from Microsoft, BT, IT Services or many other groups and ask for this.
You will never be asked by a legitimate source for your passwords and you will never be asked by a
legitimate source to install software via an unprompted telephone call.



What to do if you receive a vishing call

• Don’t make a decision right away

• Personal Identifiable Information and bank information is personal. Keep it to 
yourself!

• Beware of offers that give you free money or offer help to recover already lost 
money.

• Google the number. Someone may have made a post alerting people about this 
number, or you might find that it indeed comes from a legitimate company.

• Some “vishers” may ask you to install software (e.g. TeamViewer), giving them 
access to your devices and accounts or ask for your log in information. Don’t. 

• If this occurs at work or relates to a work device or account, alert Information 
Security or ITS immediately.

“And now that I have been scammed once, I felt 

like it could not happen to me again.”

~ Vann Chow, Shanghai Nobody



SMShing attacks

• Check for non-cell numbers (e.g.50000), most of

scammers mask their identity

• Beware of links in messages, they will try to inject

malware to your phone or steal information

• You should be suspicious when you receive SMS

from unknown number or unsolicited messages

• They might use information to trigger your

curiosity like the first digits of your debit card

which is well known be everyone.

SMShing is the short form name of ”SMS phishing” and refers to when SMS 

messages are sent by fraudsters attempting one of the following:

So, what to look for:

Inject malware in your 

phone
Steal personal and 

sensitive information



Social Media attacks
Social Media Phishing is when a fraudster use social networking sites (e.g.
Messenger, Instagram, Twitter etc.) to obtain private and sensitive
information or inject malicious software on devices.

An example from LinkedIn

Catfishing
This involves scammers building false personalities online, building 

a deep relationship with targets, and ultimately scamming them in 

some way. Scammers will often manufacture romantic interest. 

Doxxing
Your personal details like real name, 

address and contact information might 

be posted on public forums. This 

information is found through various 

means and can be exploited by 

scammers



Social Engineering (Physical 
engagement)

According to Dr. Robert Cialdini, there are eight principles of influence that scammers might
use to achieve their goals:

• Reciprocity: People want to reciprocate to those who do kind things to us

• Obligation: Very similar to reciprocity, but it is based on social norms or expected 
behaviors

• Concession: To agree that something is true after first denying or resisting it

• Scarcity: When they offer something that is limited.

• Authority: When a person with the right kind of authority makes certain statements, 
other people may take them seriously.

• Consistency: Consistency is a sign of confidence and strength. This might make you 
believe the scammer.

• Liking: Scammers might say nice words to you in order to make you do what they want 
you to do.

• Manipulation: Scammers might use sensitive cases to make you do things you do not 
want to do.



Conclusion

And always be 

suspicious!

• Be suspicious.

• Beware of unsolicited messages. Don’t click 
on links, attachments, texts or social media 
messages.

• The University IT team will never ask for your 
password. Beware of any emails asking for 
passwords. Never send passwords, bank 
information or any other personal identifiable 
information.

• Never add personal Identifiable Information 
in pop-up windows opened after a clicked 
link.

• Look for https and the icon        before you 
consider any website safe. However, this 
does not mean it is not a malicious site, it just 
gives an extra hind.

• You can ask to contact the purported sender 
via a phone call to a number found on their 
official website. 

• Last, report the incident to our ITS team.



THANK YOU!
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