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Phishing and Social Engineering
Awareness

WARWICK



Introduction WARWICK

What are we going to cover today?

SOCIAL MEDIA
PHISHING
—* SMISHING

—o WHALING

SPEAR-PHISHING o— MASS-SCALE

—* PHISHING (OR
PHISHING)




What is a phishing attack WARWICK

Phishing can be defined as “the fraudulent attempt or technique
to obtain sensitive information such as usernames, passwords
and credit card details and many more by disquising as a
trustworthy entity in an electronic communication.”

Van der Merwe et al. (2005) and Ramzan, Zulfikar (2010)
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Analysing the phishing methods WARWICK

There are 3 main Phishing methods:

@ Whaling

Is the same as a spear-phishing attack, but targets
individuals high-up in the an organization hierarchy.

@ Spear-phishing

Is a form of phishing in which perpetrators conduct
research on their targets first in order to create tailored
emails. This method is often more effective that
standard phishing.

@ Phishing

Are emails typically sent by a known contact or
organization. These include a malicious link or
attachment that installs malware or redirects the
victim to a specific website that is designed to trick
them into giving personal or sensitive information.



Consequences of phishing attacks WARWICK

Social impact - 01

Spam emails - 08 @ #}:

i @Reputational damage - 02
Intellectual property
damage - 03
Malware injection - 06 @ @ Direct costs - 05

05

Information leakage -05  Bryan Littlefair (CEO of Cambridge
Cyber Advises) said: "If you have a
breach, research suggests that 60% of
your customers will think about moving
and 30% actually do."

Phishing
attacks _




Phishing Attacks — scammers’ aims WARWICK
What scammers/cybercriminals want from you:

Financial
Info

).

Your

private life

=

Passwords




Cybcle(rcrlmmals methods — Why phishing AT
works
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Source: https://cofense.com/wp-content/uploads/2017/11/Enterprise-Phishing-Resiliency-and-Defense-Report-2017.pdf
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Phishing (Email) WARWICK

Phishing or more specifically email phishing, is when fraudsters send phony emails
that appear to come from valid sources, attempting to trick users into providing
personal identifiable information, financial information or any other sensitive

information.

They often utilize all the aforementioned methods (phishing, spear-

phishing and whaling) depending on target and data set they want to
From: No.replay.Netflix@update.com [mailto:nacsaflixo36@1nitflixt nitflix2nitflix3.onmicrosoft.com]

Sent: Monday, July 11, 2016 10:19 AM

To:
Subject: UpDaTe your PaYmenT MeThOd

Thu 21/02, ) 07:26
Bilaal | <BIQBAL103@crownhills.leicester.sch.uk>

RE: Your Graduate Careers Enquiry

N ETFL | x To M Marjorie Walsh
i If there are problems with how this message is displayed, click here to view it in a web browser.

Please Update Your Payment Method

Hello

Sorry for the interruption, but we are having trouble authorising your Credit Marjorie Walsh

Card. Please visit www.netflix com/YourAccountPayment to enter your payment Please view this message in a separated window. Warwick
information again or to use a different payment method. When you have Bilaal IQBAL

finished, we will try to verify your account again. If it still does not work, you wil
need to contact your credit card company.

If you have any questions, we are happy to help. Simply call us at any time on
0800 096 6380

-The Netflix Team




Countries targeted by malicious emails WARWICK
(2018 report)

9,83%
/

6,61%
30,49%,_

i _5,76%

)

2,35%/ “—M —285%
2,44%2,50%

@ Germany @ Russia United Kingdom @ Italy @ Vietham @ Brazil @ India @ United Arab Emirates @ Spain

1,40%~

1,63%~
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1,74%—~ 481%

1,78%"
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@ maiwan @ Malaysia @ Portugal @ Turkey @ HongKong @ Japan @ United States @ Poland Mexico

@ Bangladesh Indonesia @ Other
Source: Kaspersky Lab (https://securelist.com/statistics/)



Phishing scenarios(per emotional

motivator) and percentages (2018)

Scenario Name Rate
Please Sign Online 23.6%
Internet Privileges Suspended 17.2%
Security Report 15.5%
Password Survey (Click Only) 11.8%
Data Breach (Attachment) 9.2%
PhishMe's CNBC Phish 7.8%
Password Survey (Data Entry) 7.3%
Data Breach (Click Only) 6.7%
Security Token Compropmised (Data Entry)  6.5%
Security Token Compropmised (Click Only) 6.5%

Employee Benefit

Scenario Name Rate

Ebola Outbreak 27.9%
Lunar New Year 17.8%
Halloween Costume Guidelines 16.7%
Cricket International Series Tickets 12.8%
News Alert 12.3%
Streaming Football Match 11.6%
Presidential Inauguration Live Streaming 8.9%
Brexit Impact on Operations 8.9%
Women's Euro 2017 Tickets 8.3%
Breaking News 7.9%

Computer/Software Update

Scenario Name Rate

Browser Update Required 18.0%
Email Accounts to be Deleted 17.3%
Flash Update Required 13.4%
Email Migration (Data Entry) 11.8%
Computer Refresh Program 11.7%
Email Accounts to be Deleted (Data Entry) 7.4%
Email Migration (Click Only) 6.7%
Please Update Drivers 6.5%
Free OS Upgrade 6.3%
Required Mobile App 5.5%

Scenario Name Rate

Open Enrollment 39.2%
New Rewards Program 23.6%
HSA Customer Service Email 18.6%
Employee Satisfaction Survey 17.2%
Free Coffee 15.8%
Employee Raffel 15.5%
Cricket Big Basg Ticket Giveaway 14.6%
Free Lunch 14.3%
Cricket International Series Tickets 12.8%
Macro-Enabled Paid Time Off Request 11.9%

WARWICK

Scenario Name Rate

Holiday eCard Alerts 24.8%
eCard Alerts 22.2%
St. Patrick’s Day eCard Alert 19.7%
Thanksgiving Recipe 14.5%
Valentine's Day eCard 14.4%
Funny Pictures 9.7%
Brexit Forwarded Email 7.3%
Shared Folder 6.8%
New Chat App 6.2%
Forward From Manager 6.2%

Finances and Contracts

Scenario Name Rate

Pro-forma Invoice - Indonesian 24.5%
Locky Phish 24.2%
Money Transfer Reversed 21.7%
Financial Information Review (Attachment) 20.9%
Macro-Enabled Scanned Image 19.6%
Pro-forma Invoice 18.5%
Financial Information Review (Click Only) 17.6%
Bonus Agreement 16.4%
Attached Life Insurance Policy Documents  16.0%
Macro-Enabled Attached Invoice 15.1%

Scenario Name Rate
Rising Tensions in Korea 5.5%
Tension in the Crimean Peninsula 5.2%
Polling Center 3.8%
Election Polling (Click Only) 1.3%
Election Polling (Attachment) 0.5%

Source: https://cofense.com/wp-content/uploads/2017/11/Enterprise-Phishing-Resiliency-and-Defense-Report-2017.pdf



What about numbers? WARWICK

UNABLE TO IDENTIFY IMPACT NEW PHISHING WEBSITES

According to Intel, 93% of  According to Wombat, 76% According to Webroot,
people cannot identify a  of businesses reported being nearly 1.5 million new
sophisticated phishing  a victim of a phishing attack phishing sites are created
email. in 2018. every month.

According to Aviva, Littlefair (CEO of Cambridge Cyber Advises) said: "If you have a
breach, research suggests that 60% of your customers will think about moving and
30% actually do."



Attacker techniques - Levels of Phishing WARWICK
attacks

Attackers will use different strategies, lets have a look:

Links Email contains links

r T

email address)
Messaging
Relying on greed,
curiosity, fear, empathy.

Medium rate of
misspellings.

Vocabulary and
grammar

Common email, like
lottery winner, inherited
millions etc.

o

Low intelligence message.

Email contains links

Unknown (Unrecognised
email address

Medium level of
intelligence, relying on
greed, curiosity, fear and
empathy.

Low level of misspellings.

Results of assessments or
health tests

X S\o\&\%

Email contains links

Email address that
appears legitimate

High level of intelligence,
relying on greed,
curiosity, fear and

empathy.

Good use of grammar
and vocabulary.

Bradding email,
advertising clothes or

other deals.

gped’

P

indicator _——levell  levelz  leveld  lleveld

S = L NS Impersonal (Anonymous)  Impersonal (Anonymous)  Personal

Personal

Email contains links

Email address that appears
legitimate

Simple, on point email. Bradding
can be used to lure the victim
into clicking the link.

No mistakes regarding
vocabulary and grammar.

. Recruitment advert
° Payroll misconfiguration,
please use that link to login

NS
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What to look for in an email WARWICK

Inbox

Some methods to check a phishing MyUniversity &m

0o me |+ B
218 Py (30 minutes ago)

address: Dear network user .

Hover over the links to check the This email i meany 1

website. mviersign €00 t pdate oy

The email has an attachments e

you were not expecting. %@g Thank oy

Might ask for personal e ey D
information e.g. credit card =

: - & Junk~ Delete __Repl \ “From” addresses are easily forged - Lo : |
:08 a.m.
Information, passwords etc.). Sen: Su 202310005
o Youmrwarh o dedk @otago. 212 <20 @uwm.edu> l
From: 5 '

Poor email vocabulary and z
grammar. This might not always |z e -

i 2 «fto. /120
On Your Mailbox,Please Click Herg hitp /1l v/

You Are 4 ||r|en[| Runnin On Low gDueTo Hidden Fil And Folder
Y g Low G D es

be the case.

Emails that sound too good to be
true (e.g. You won the lottery, a

woman wants to meet you etc.).

i Y Q .
P n ailb nd Increase our Quota
To create more space 0O Your M lbox Al

hanks For Co-operating with Us.

T
ity Of Otago. B !
\@2013 unaoversity “’E name or other contact details. D a

o See more about: helpdesk@otago.ac.nz.




Additional examples of phishing emails

WARWICK

https://www.bankocom

Sender Name and Domain Spoof Known Brand

Secure Sign-In

Banking Credit Cards

o o
From: | EasiPai Support l
To: AP@yourcompany.com
Cc
Subject:  Please pay overdue toll
Message IE-ZP3554000030001 9.1ip=
Notice to Appear, Impersonalized Messages

Grammatical Errors
You have not|paied|for driving

on a toll road and the|fee is past due.
The copy of the invoice is attached
to this email.

Best Regards,
John Doe

EasyPass Agent

Scare Tactics

Imitating a Known Brand

Compressed Attachments

(e.g., zip files)

NS

<<7MV.. » EZPass.. ¥ I"

Tools Help

—{ D £-ZPass_0000300019.zip I

If something look suspicious,
Inspect it with scrutiny!

S C
3/ 4 were
3/ i.{”, 2973 L. es ar h\g\'\\Y We
S ),h_,..‘/ messad dW‘\\
/ - ersonalized 27
snce
J en \’efe"en
foe \ A

Pictures taken from: https://digitalguardian.com/blog/dont-get-hooked-how-recognize-and-avoid-phishing-attacks-infographic



Https (Encryption) And Phishing websites \y rwicK

Phishing Attacks Hosted on HTTPS

30%

% OF PHISHING ATTACKS

0% = == = = W om

The majority of websites
are using https:// for secure
communication (The locker
you see behind the domain

name)
/ \

ll

SO, WHAT CAN
a £ YOU DO?
Y

Therefore, a website
being https:// does not
mean it is not a phishing
website.

Fraudsters are able to

create phishing websites

using digital

signatures

making the website looking

https secure.

Source: http://docs.apwg.org/reports/apwg_trends_report g4 2018.pdf



Ask yourself (The 3Qs) WARWICK

DO | KNOW THIS PERSON?

AM | EXPECTING AN EMAIL o WHY DID | RECEIVE THIS
FROM THAT PERSON? EMAIL?

Be suspicious!



What to do when you suspect a phishing WARWICK
email?

* Do not click on any links in any email sent from unknown or suspicious
senders.

* Do not forward an email that looks suspicious to friends, family or
colleagues as this could spread a phishing attack to unsuspecting people.

« Do not download content that your browser or security software alerts you
may be malicious.

« Do not give away personal information like your credit card number, home
address, or social security number to a site or e-mail address you think may
be suspicious. In general, any personal identifiable information.

 Fraudsters might use https to fool you into clicking a link.
 |If you identify a phishing email, report it immediately to:
helpdesk@warwick.ac.uk



mailto:helpdesk@warwick.ac.uk

Can you spot why this email is a phishing \\sr\vicK
attempt?

(2 Reply 2 Reply All (2, Forward 5§ 1M
Tue 02/04/201% 11112
warwick.ac.uk - Support Team <finansije@hotelmoravica.rs>

[Remider] Take action needed on account. Acc I1d:48379biSun
To Informationsecurity, Resource

ﬂ If there are problems with how this message is displayed, click here te view it in a web browser.

I This email is from a trusted source.

One Time Verification

Hello informationsecurity
Please confirm e-mail password for informationsecurity@warwick.ac.uk to avoid Iogin interruption.
U Reason: (warwick.ac.uk) users email account password verification with outlook.

Confirm

82019 Office Micrazaft Privacy & Termz



Vishing attacks WARWICK

Vishing or “voice phishing”, tries to solicit unsuspecting people for personal or financial information. Beware
because:

They will sound very persuasive.
They probably will know a lot about you because they gathered data from social media.
They will use fear tactics in order to make you feel that you or your money is in danger.

They may ask you to install software or for login credentials. DO NOT TRUST ANY SOURCE THAT DOES
THIS. Vishers may claim they are from Microsoft, BT, IT Services or many other groups and ask for this.
You will never be asked by a legitimate source for your passwords and you will never be asked by a
legitimate source to install software via an unprompted telephone call.

You've been specially

selected (for this offer).

You'll get a free

bonus if you buy

We'll just put the shipping
our product.

and handling charges on

. our credit card.
You've won one of five valuable y

prizes. You have to make up

your mind right

You trust me, right?
You've won big money in a foreign lottery. 8 away.

You don't need to check our

company with anyone.



What to do if you receive a vishing call WARWICK

Don’t make a decision right away

Personal Identifiable Information and bank information is personal. Keep it to
yourself!

Beware of offers that give you free money or offer help to recover already lost
money.

Google the number. Someone may have made a post alerting people about this
number, or you might find that it indeed comes from a legitimate company.

Some “vishers” may ask you to install software (e.g. TeamViewer), giving them
access to your devices and accounts or ask for your log in information. Don’t.

If this occurs at work or relates to a work device or account, alert Information
Security or ITS immediately.

“And now that I have been scammed once, I felt
like it could not happen to me again.”

~ Vann Chow, Shanghai Nobody



SMShing attacks

WARWICK

SMShing is the short form name of ”SMS phishing” and refers to when SMS
messages are sent by fraudsters attempting one of the following:

Notice- this is an
automated message
from Miami University
Community Federal

Credit Union,

your ATM card

XXX)- 0505 |has been

suspended Click this

link to reactivate:
bitly.ru/ar faqwpr
zf3290

¢ Steal personam
sensitive information ;y/

Inject malware in your
phone

So, what to look for:

* Check for non-cell numbers (e.g.50000), most of
scammers mask their identity

« Beware of links in messages, they will try to inject
malware to your phone or steal information

* You should be suspicious when you receive SMS
from unknown number or unsolicited messages

« They might use information to trigger your

curiosity like the first digits of your debit card
which is well known be everyone.

‘)l‘JUUI

Dear Walmart
shopper,
Congratulations you
have just won a
$1000 Walmart

Gift Card. Click here

to claim your gift.

[www.WmartCIick.com




Social Media attacks WARWICK

Social Media Phishing is when a fraudster use social networking sites (e.g.
Messenger, Instagram, Twitter etc.) to obtain private and sensitive
information or inject malicious software on devices.

Catfishing

This involves scammers building false personalities online, building
a deep relationship with targets, and ultimately scamming them in
some way. Scammers will often manufacture romantic interest.

Doxxing An example from LinkedIn

Your personal details like real name,
address and contact information might —~

o] Wells Fargo About Feedback Privacy & Tems -

be posted on public forums. This 8=
Information is found through various ﬁ
means and can be exploited by o=

SCammers




Social Engineering (Physical WARWICK
engagement)

According to Dr. Robert Cialdini, there are eight principles of influence that scammers might
use to achieve their goals:

Reciprocity: People want to reciprocate to those who do kind things to us

Obligation: Very similar to reciprocity, but it is based on social norms or expected
behaviors

Concession: To agree that something is true after first denying or resisting it

Scarcity: When they offer something that is limited.

Authority: When a person with the right kind of authority makes certain statements,
other people may take them seriously.

Consistency: Consistency is a sign of confidence and strength. This might make you
believe the scammer.

Liking: Scammers might say nice words to you in order to make you do what they want
you to do.

Manipulation: Scammers might use sensitive cases to make you do things you do not
want to do.




Conclusion WARWICK

Be suspicious.
Beware of unsolicited messages. Don’t click

on links, attachments, texts or social media Phishing Smishing
messages.

The University IT team will never ask for your pear-phishing @
password. Beware of any emails asking for '- J ) )
passwords. Never send passwords, bank Whaling Social med
information or any other personal identifiable / phishing

information. ATTACKS

Never add personal Identifiable Information
in pop-up windows opened after a clicked

link.
Look for https and the icon & before you And al_\N_ayS be
consider any website safe. However, this SUSplClOUS!

VERY VERY VERY

does not mean it is not a malicious site, it just
gives an extra hind.

You can ask to contact the purported sender
via a phone call to a number found on their
official website.

Last, report the incident to our ITS team.




e,
\ \

WARWICK

THANK YOU!
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