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About this resource

We are a group of 3 students from Warwick Law School
undertaking a human rights education project on privacy online.
Our project's aim is to teach young people between the ages of
11-18 the privacy violations that take place online and how to
reduce these risks. This resource covers the following topics:
Social Media, Privacy Settings, Virtual Private Networks (VPNs),
Terms & Conditions and Web Tracking. We have tested out this

resource ourselves with a group of Year 7s and 8s with success.

Learning objectives

To give students:
e awareness on the privacy violations of using the Internet and
social media specifically.
e the tools to reduce these privacy risks when using the

Internet.
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FACTS & FIGURES

A summary from our evaluation sheets after running privacy sessions
in a school in Rugby with Year 7-8.
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"Younger people still document their lives online but are not
familiar with their settings...[they] are more at risk and
targeted and more information is gathered about them."

- Dr Srini (Professor in Texas specialising in data privacy)
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LESSON PLAN

This lesson plan encourages young people to start thinking about the
importance of their privacy online and the privacy issues that comes with social
media. It is designed for use with a PowerPoint presentation which will be sent

along with this guide and provided with a Google Slides link below.

The lesson plan is for use with young people aged between 11 and 18. The
activities can be used in a stand-alone, interactive lesson in PSHE, or the
PowerPoint presentation can be used alone with the Notes under each slide to
be given as an Assembly to year groups. The activities enable young people to
learn independently and as part of a group, and to apply their learning into their

everyday lives to better protect their online activity.

Resources

For the main lesson, you will need:
e awhiteboard.

e Laptop and projector.

« Staying Safe Online Presentation (use the Notes under each slide as guidance for
what to say for each slide) -> Link: https://docs.google.com/presentation/d/1-
e72z0c8nW6ZtKzMFuiFAKOXZSNLGxmTelTgMI8YPDg/edit?usp=sharing

 Printing out Activity Sheet 1 to give to individual students OR pairs / groups for them
to brainstorm.

» Printing out Handout 1 to give out at the end of class so students can better secure

their privacy settings on Social Media if they want to.

Further Information

o Big Brother Watch Privacy Factsheets

https://bigbrotherwatch.org.uk/factsheets/privacy-factsheets/
e Human Rights Watch 'Everyday Encryption' Online Game

https://www.hrw.org/everyday-encryption
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Activity 1:

(5 minutes)
BRAINSTORMING

Aim: to introduce the topic of privacy online.

Introduce to the class that you will be discussing topics dealing with privacy online.
Start by asking the class to think of a word when they hear the word 'Privacy' when it
comes to the Internet. Ask them which ones these are and write keywords that come

up on a whiteboard.

Ask the class if privacy issues online are a concern of theirs. Get them to put their

hands up for Yes or No, and ask for their reasons for whichever answer they gave.

Then, split the class into pairs or small groups. Get the groups to brainstorm on
specific topics and what they know about those topics using Activity Sheet 1:
e Ghost profiles

e VPNSs
e Web-tracking and cookies

Activity 2:

(10 minutes)
PRIVACY SETTINGS PRESENTATION

Aim: how to better protect yourself on social media and what
are ghost profiles.

Put up the Staying Safe Online Presentation and introduce the first topic that will be
discussed; Ghost Profiles. Feedback from each group what they thought a Ghost
Profile is.

Then go through each slide and discuss what Ghost Profiles are and educate them
on why it's important and why they should care. Clear up any questions they may
have throughout the presentation and at the end. Then, ask the class now that they
know what ghost profiles are, if it is something they are concerned about and get

them to feedback why or why not.

* Let them know that at the end of the class, there will be a handout
for them they can take home on how they can better secure their
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Activity 3:

(10 minutes)

VIRTUAL PRIVATE NETWORKS (VPNs) PRESENTATION
Aim: how a VPN can better protect your online activity.

Using the Staying Safe Online Presentation again, move on to the next topic; VPNSs.
Feedback once again from groups on what they had brainstormed a VPN was from

the first activity. Ask the class if anyone already uses a VPN.

Start with a quick quiz at the start of the powerpoint, getting the students to put their
hands up for which answer they think is correct. Then, go through each slide and
discuss what VPNs are and educate them on why they should consider to start using
one and how it better protects their online activity. Clear up any questions they may

have throughout the presentation and at the end.

Activity 4:

(10 minutes)
WEB TRACKING PRESENTATION

Aim: what is web tracking and cookies, and how they can
limit the amount of data that is tracked.

Continuing with the Staying Safe Online Presentation and moving on to the third
topic; Web Tracking. Again, feedback from their brainstorms from Activity 1 to see

how much the class knows and what web-tracking is.

Then go through each slide and discuss what Web Tracking is and educate them on
why it's important and why they should consider ad blockers. Ask the class if they
have ever been online shopping for shoes etc. or looking up something, and the
advertisements that come up after are on that specific thing. Explain that this
happens due to web-tracking. Clear up any questions they may have throughout the
presentation and at the end.
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Activity 5:

(10 minutes)

TERMS AND CONDITIONS PRESENTATION

Aim: to raise awareness on the importance of terms and
conditions and why they should consider reading them.

Continuing with the Staying Safe Online Presentation again, move on to the next
topic; Terms & Conditions. Ask the class to raise their hands for Yes or No if they have

ever read the Terms and Conditions of any website online, and ask them their reasons

for reading them or not.

Then, go through each slide and discuss what are Terms and Conditions and
educate them on why they should consider to start skimming through them so they
are aware of what they are signing up for. Clear up any questions they may have

throughout the presentation and at the end.

Activity 6:

(5 minutes)

FINAL CONCLUSIONS
Aim: todraw the lesson to aclose

Ask the class again the same question you asked at the beginning of the lesson;
whether privacy issues online are a concern of theirs now they have taken the

lesson? Get them to put their hands up for Yes or No. Estimate whether the numbers

have changed.

Then ask if anyone had said a different answer at the start of the lesson and ask those

who did, what made them change their answer after taking the session?

Ask what they did not know before taking the session and what they have learned.
Then, draw the lesson to a close and give out Handout 1 and explain how the

handout details how they can better secure their privacy settings online.
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Activity Sheet 1
Brainstorming

‘ VPNs \

Ghost Profiles

Web Tracking
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Handout 1

Securing your Privacy Settings
on Social Media

What does Facebook know about you?

1. Go to your settings on Facebook and click on the "Your Facebook Information Tab’.
Click View’ in the ‘Access your Information’ section.

% General Your Facebook Information
) Security and Login

ﬁ Your Facebook R R R
You can view or download your information and delete your account at any time.

Information

[ Privacy

. . Access Your Information View your information by category. View
] Timeline and Tagging ’
Location Download Your Information Download a copy of your information to keep, or to transfer to another service View
(-] Blocking
m Language Activity Log View z ge your informz and some settings. View
II Face Recognition

Managing Your Information Learr re ab how you cz 1anage your informatio View

@ nNotifications Delete Your Account and rmanently delete your Facebook account and informatior View
[ Mobile Information

Public Posts

B8 Apps and Websites
2% Instant Games

='§ Business Integrations
[§3 Ads

£ Payments

":' Support Inbox

ﬁ Videos

2. A page will come up entitled ‘Access your Information’ where you can see all the
kinds of information Facebook collects on you.

Information About You @ Expand All

Ads About You

Search History Locatien

Calls and Messages o Security and Login Information
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Access Your Information

Here in & hat of your Facebook idormabon that you can sccess 8t any s, Ye've cafegonaed s
rifermaton by fype o you can sasily hnd what you're Ealong for, Owr Data Policy hes more sformabion
sbaut how we ollect and we your information, how it's shared and how long we relae i § alsa gutlines
your Aghis and Raw you £an seensine them, el how we operste and franster yoar mommation 5y pact of
mr ginhal seraces

You can chooia 10 downlaad yvour inlefmation i you'd lio 3 copy of QL

Your Indormation

6 Puiti Pholos asd Videas
(=L Liard and Beactians
l:'ll.'rl.'.l'l 0 Followimg snd Falleweis

O PR g & Gioups

@ Eniritld Pradile Inl eimiatles
Pepan 0 Markviplece )

PR Hisna
Froet tanary Saved Itarmns énd Colkcliom

Terat Placas Apna nnd Welbatins

o Cribier Aotivay

For example, one piece of information Facebook collects on you is your location and it does
this mostly through the Facebook app on your phone if you have ‘Location Services'
enabled.

Location

Information related to your location

T

Location History
A history of precise locations received through your

Handout 1 Securing your Privacy Settings on Social Media
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So how do you better protect yourself?

Another important thing to know is that ‘Apps and Websites’ section under the ‘Access your
Information Page' shows all the apps and websites which can access all this information
through your Facebook.

Make sure you disable these apps and websites if you do not want themn to be able to access
your profile.

Apps and Woebailos
g g v with Farshook

Actvw 70

Dnba ASSesy Active

Limiting Audience

To ensure your profile is only seen by people you want, go back your ‘Settings’ again and
this time, click on the ‘Privacy’ tab on the left. In this section, you can choose settings which
will help protect your privacy better.

o Ganer Privacy Settings and Tools

Handout 1 Securing your Privacy Settings on Social Media
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Improve your privacy settings

Go to your Instagram account ‘Settings’ and go to the ‘Privacy and security’ section.

all 3 = 4:43 pm & 58%

4 Options
Privacy and security
Account privacy

Blocked accounts
Activity status

Login options

Story controls

Comment controls

Photos and videos of you
Linked accounts

Account data

Two-factor authentication

Data download

A aQ ®@ O @

In each section, you can improve the privacy of your Instagram account.

Account Privacy: you can make your account private instead of public so you control who
sees your profile.

al 3 = 4:43 pm @ 58%( )

< Account privacy

Private account O

|
Learn More

Handout 1 Securing your Privacy Settings on Social Media
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Activity Status: you can disable your activity status so those you follow and message cannot
see when you were last active.

al 3 = 4:43 pm @ 58% |

< Activity status

Show activity status
|

Comment Controls: you can also limit who comments on your photos, block comments from
specific users and hide offensive comments.

all 3 = 4:44 pm @ 58
3 4:44 S8%
< Comment controls e L1 =
< Allow comments from
Controls

Everyone 0

People you follow and your followers

Allow Comments from

Block Comments from
People you follow

Your followers

Filters

Hide offensive comments D

Manual filter

Handout 1 Securing your Privacy Settings on Social Media
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Story Controls: you can control who sees your story by hiding it from certain people, making
your stories only available to certain people under ‘Close Friends’ as well as whether you
want message replies or sharing of your stories.

il 3 7 4:44 pm @ 5E%

< Story controls

Hide story from

Close Friends
Allow message replies

Your followers

Followers you follow back

off O

Allow sharing

Photos / Videos of you: you can also control the photos or videos of you that other post and
whether you want others to see these.

ml 3 = 4:45 pm & 58%

< Photos and videos of you

Add Automatically

Handout 1 Securing your Privacy Settings on Social Media

Hide photos and videos
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Improving your privacy

You can also improve your privacy settings for Snapchat by going to your profile and clicking
the little cog in the top right hand corner of your screen.

b 4

Add Friends

B My Story

@ Create New Story

'IOII

Handout 1 Securing your Privacy Settings on Social Media
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In Settings, you can control your privacy settings under the ‘Who Can..." section where there
are different sections for different settings.

all 2 = 2:48 pm & +« 53%
< Settings
Connected Apps

ADDITIONAL SERVICES
Manage

WHO CAN

Contact Me

View My Story

See My Location

See me in Quick Add

Under the ‘Manage’ section, if you disable the ‘Filters’, you would not be allowing Snapchat
to track your location (which is what allows Snapchat to give you places nearby and tell you
the weather as well.

al 3 7 2:48 pm & 4 53% Ji
< Manage
Filters
Travel Mode

Handout 1 Securing your Privacy Settings on Social Media
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In Settings, you can control your privacy settings under the ‘Who Can..." section where there
are different sections for different settings.

all 2 = 2:48 pm & +« 53%
< Settings
Connected Apps

ADDITIONAL SERVICES
Manage

WHO CAN

Contact Me

View My Story

See My Location

See me in Quick Add

Under the ‘Manage’ section, if you disable the ‘Filters’, you would not be allowing Snapchat
to track your location (which is what allows Snapchat to give you places nearby and tell you
the weather as well.

al 3 7 2:48 pm & 4 53% Ji
< Manage
Filters
Travel Mode
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Handout 1 Securing your Privacy Settings on Social Media
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How to stop apps and websites tracking your location

iPhone: go to the 'Settings’ app and tap through to the section entitled ‘Privacy’.

Settings

General

Control Centre

Display & Brightness

Wallpaper

Siri & Search

Touch ID & Passcode

Emergency 505

Battery

CDOBO00BB8QEE

Privacy

This is what the 'Privacy’ section in Settings looks like and we just need to tap through on the
first section entitled ‘Location Services'.

< Settings Privacy

Location Services
Contacts
Calendars
Reminders

% Photos

Bluetooth Sharing




Disabling your Location Services means apps and websites cannot track your location on
your phone constantly. It helps to limit the time in which apps can tell where you are currently
located.

al 3 = 2:50 pm @ 53%[0 )

£ Privacy Location Services

Location Services

Location Services uses GPS, Bluetooth, and crowd-
sourced Wi-Fi hotspot and mobile phone mast locations
to determine your approximate location. About Location
Services & Privacy...

Share My Location

"Rana's iPad” is being used for location sharing.

Handout 1 Securing your Privacy Settings on Social Media
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