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Introduction  

The University of Warwick is commifted to the highest standards of integrity and accountability. Fraud 

and other forms of dishonesty are not tolerated, and all members of the University community are 

expected to act with honesty at all fimes. This commitment includes full compliance with relevant 

legislafion, including the Fraud Act 2006, Economic Crime and Corporate Transparency Act 2023 and the 

associated corporate offence of Failure to Prevent Fraud, which came into effect on 01 September 2025. 

The University’s Anfi-Fraud Policy and this supporfing Code of Pracfice (COP) applies to all members of 

the University community, including staff, students, Council and sub-commiftee members, and third 

parfies. Together, they set out the University of Warwick’s strategic approach to anfi-fraud and 

corrupfion measures, documenfing how the University idenfifies, assesses, manages and mifigates the 

fraud risks of the insfitufion. Responsibilifies are documented in full within the Anfi-Fraud Policy (in RACI 

format) and within FP3 (secfion 3.6.1) and intenfionally not duplicated within this COP.  

Reporting Fraud  
Any suspected fraud should be reported to the University without delay:  

 Students should raise any concerns about suspected fraud with their Personal Tutor or Head of 

Department.  

 Staff should report concerns to their Line Manager or Head of Department. 

 If the concern relates to the person you would normally report the suspected fraud to, you can 

contact the Director of Internal Audit & Assurance directly to discuss your concerns and idenfify 

the best way forward.  

An alternafive reporfing route is through the University’s whistleblowing process, which allows the 

reporfing party to remain anonymous. However, there may come a point at which anonymity cannot be 

maintained if the member of staff who has perpetrated the alleged fraud is to be disciplined or 

prosecuted and direct evidence is required from the reporter. Any disclosure of idenfity will always be 

discussed with the reporter.  

If you are a Head of Department, Line Manager or Personal Tutor and a student or staff member 

approaches you to discuss suspected fraud, you should follow the What should I do if someone reports a 

suspected fraud to me v1.0.docx guidelines.  

Should fraud be discovered during the course of a roufine Internal Audit, the Director of Internal Audit 

and Assurance will inform the Chief Operafing Officer & University Secretary and Group Finance 

Director. If fraud is discovered during an external audit, the audit sponsor should report this using one of 

the reporfing opfions outlined above. 

Upon receiving a report of suspected fraud, the Director of Internal Audit & Assurance, Group Finance 

Director and/or Chief Operafing Officer & University Secretary will invoke the University’s Fraud 

Response Plan, to ensure that suspected fraud is invesfigated appropriately. 

https://www.legislation.gov.uk/ukpga/2006/35/contents
https://www.legislation.gov.uk/ukpga/2023/56/contents
https://www.gov.uk/government/publications/offence-of-failure-to-prevent-fraud-introduced-by-eccta
https://warwick.ac.uk/services/gov/antifraud/
https://warwick.ac.uk/services/gov/antifraud/
https://warwick.ac.uk/services/finance/regulations/fp3/
https://warwick.ac.uk/services/gov/whistleblowing/
https://livewarwickac.sharepoint.com/:w:/r/sites/FraudManagementAssurance/Shared%20Documents/General/Anti-Fraud%20documentation/What%20should%20I%20do%20if%20someone%20reports%20a%20suspected%20fraud%20to%20me%20v1.0.docx?d=w9b49e3101b284d3abecacc7abe4186af&csf=1&web=1&e=S7gw3d
https://livewarwickac.sharepoint.com/:w:/r/sites/FraudManagementAssurance/Shared%20Documents/General/Anti-Fraud%20documentation/What%20should%20I%20do%20if%20someone%20reports%20a%20suspected%20fraud%20to%20me%20v1.0.docx?d=w9b49e3101b284d3abecacc7abe4186af&csf=1&web=1&e=S7gw3d
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Fraud Response Plan 

The University’s Fraud Response Plan has three stages: Inifial Assessment, Fraud Invesfigafion, and 

Reporfing & Acfing upon the Findings of a Fraud Invesfigafion. The University’s response to a suspected 

fraud may include civil recovery proceedings to recover any financial losses; referral to professional 

bodies; and/or reporfing to the Police or other criminal invesfigafion agencies. All suspected fraud cases 

are recorded on a Fraud Register. This document holds/tracks any acfions arising from fraud 

invesfigafions and is overseen by the Director of Internal Audit & Assurance, Chief Operafing Officer & 

University Secretary and Group Finance Director. 

 

Stage 1: Initial Assessment 
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Stage 2: Fraud Investigation 

If the Stage 1 inifial assessment concludes there is a prima facie indicafion of fraud, a fraud invesfigafion 

will commence. Relevant parfies (e.g. Audit & Risk Commiftee, the OfS and/or funding bodies) will be 

nofified as required that a fraud invesfigafion is underway. Depending on the nature and severity of the 

suspected fraud, a fraud invesfigafion may be carried out by Internal Audit, by the Police or by an 

external third party engaged by the University to undertake the invesfigafion.  Where a police 

invesfigafion is inifiated, the University may pause or limit internal invesfigafive processes where 

necessary to avoid prejudicing any criminal invesfigafion or subsequent proceedings.  

 

Stage 3: Reporting and acting upon the findings of a Fraud Investigation 

 

 

 

 
 

The report provided to Audit & Risk Commiftee upon complefion of the fraud invesfigafion will typically 

include:  

 A descripfion of the incident, including the value of any loss, the people involved and the means 

of perpetrafing the fraud, 

 Acfions taken to prevent recurrence, 

 A plan detailing any recommendafions and acfions (with fimings) required to strengthen future 

fraud responses.  

 

Once a fraud invesfigafion has fully concluded and findings reported via appropriate channels, a lessons 

learned exercise will be carried out as referenced in the ‘Confinuous Improvement’ secfion of this COP. 

Any recommendafions arising from the Fraud Invesfigafion report and/or lessons learned exercise will 

be applied to the Fraud Register. 
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Training and Communicafions 
All Finance Office and Legal staff, Fin Regs Champions and Fraud Risk Owners must complete the BUFDG 

e-learning course “ECCTA - Failure to Prevent Fraud”. All these staff must then repeat the course every 

two years as a refresher.  

Beyond this, the Finance Office provides targeted training and briefing sessions on financial fraud risk, as 

required. Admissions staff receive training on assessing qualificafions (UK and Internafional) to mifigate 

the risk of idenfity fraud in the student applicafion process. Regular refresher sessions and updates are 

provided to ensure staff remain aware of emerging risks, regulatory changes and system enhancements. 

This includes scenario-based learning and guidance on idenfifying red flags in applicafions. Student 

Recruitment Agents acfing on behalf of the University are regularly trained by the Student Recruitment 

team through in-country visits, agent newslefters, a bi-annual conference and robust agent portal. 

The University also has a Fraud Communicafions Plan in place, using defined internal communicafions 

channels to inform the wider University community how to idenfify and report suspected fraud. 

Insfitufional Fraud Risk Assessment and Control Measures 
The University maintains a comprehensive Fraud Risk Assessment, which is periodically reviewed by the 

Head of Risk & Resilience, together with fraud risk owners. Potenfial fraud risks and any associated 

mifigafion are documented across the full remit of University acfivity, encompassing both financial and 

non-financial fraud risks. This Fraud Risk Assessment documentafion is held centrally within the Risk & 

Resilience team in the Governance, Assurance & Risk Group (GARG), but responsibility for mifigafing the 

individual fraud risks rests with those noted as risk owners within the University’s Fraud Risk 

Assessment. 

Where fraud risks are idenfified that, in line with the University’s risk appefite and scoring methodology, 

represent a significant risk to a department, these risks should be recorded within the departmental risk 

register and managed by the nominated risk owner. Such risks should be monitored unfil mifigated to an 

acceptable level, and, where material to the wider insfitufion, aligned with and reflected within the 

University’s central Fraud Risk Assessment. 

 

Controls in place to mifigate the University’s fraud risks include: 

 Direcfive: documented policy & process, awareness raising via internal communicafions plan and 

provision of staff training (see ‘Training & Communicafions’). 

 Preventafive: segregafion of dufies, internal checks and senior oversight, approval workflows 

built into systems and contract ready provisions prepared by Legal & Compliance Services. This 

includes a general crime compliance clause that can be inserted into relevant agreements as 

required (in consultafion with Legal & Compliance Services), alongside opfional audit rights, 

terminafion rights, subcontractor flow-down obligafions, warranfies, and reporfing dufies for 

higher risk contracts. A contract type risk assessment has also been completed, to idenfify which 

University templates require ECCTA clauses (such as consultancy, equipment usage, sponsorship, 

short courses, and internafional agreements) and which do not. This gives us a clear framework 

for when and how ECCTA provisions should be applied going forward. 

 Detecfive: audits, monitoring systems. 

https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.bufdg.ac.uk%2Flearning-and-development%2Fe-learning%2F&data=05%7C02%7CNadine.Stewart%40warwick.ac.uk%7C77d785d770c94d8a8c5508de2d95f1c0%7C09bacfbd47ef446592653546f2eaf6bc%7C0%7C0%7C638998319328113565%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=i9fCGsX6vLggzfjdfBuZgddRWTIgVNlL0Ivix66q2Hc%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.bufdg.ac.uk%2Flearning-and-development%2Fe-learning%2F&data=05%7C02%7CNadine.Stewart%40warwick.ac.uk%7C77d785d770c94d8a8c5508de2d95f1c0%7C09bacfbd47ef446592653546f2eaf6bc%7C0%7C0%7C638998319328113565%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=i9fCGsX6vLggzfjdfBuZgddRWTIgVNlL0Ivix66q2Hc%3D&reserved=0
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 Correcfive: disciplinary procedures, legal recourse, lessons learned exercises (see ‘Confinuous 

Improvement’ secfion of this COP below). 

 

The specific controls in place to mifigate each fraud risk are recorded within the Fraud Risk Assessment 

documentafion, with risk owners responsible for overseeing that controls are implemented effecfively 

to mifigate the risk. 

Confinuous Improvement 
Following the conclusion of each fraud invesfigafion, a lessons learned exercise will be conducted by the 

Internal Audit & Assurance team with relevant parfies. Any recommendafions arising from lessons 

learned exercises and/or Fraud Invesfigafion reports will be monitored by the University Audit & Risk 

Commiftee.  

An annual fraud report is submifted to the Audit & Risk Commiftee, providing opportunity for scrufiny 

and challenge. The report summarises:  

 The number and nature of fraud risks recorded on the University's Fraud Risk Assessment, 

together with an overview of risk scores and any significant changes since the previous report. 

 Progress made against any acfions recorded on the University’s Fraud Register.  

 Summary of reported incidents, emerging trends, and acfions taken. 

 Any changes in legislafion and the University response to those changes. 

This COP will be reviewed in line with Anfi-Fraud Policy review to seek feedback and ensure confinuous 

improvement. Review of the COP will include drawing upon sector intelligence to test our approach to 

fraud risk assessment and controls, and to ensure we are on top of any emerging fraud-related risks.  

New versions of the COP may be created before a scheduled review date due to regulatory or legislafive 

change, end user feedback, recommendafions made following a fraud invesfigafion report and/or 

lessons learned exercise or due to assurance reporfing generated via internal controls revealing that 

something is not working effecfively. 

The Head of Risk & Resilience & Head of Compliance & Assurance are responsible for scheduling review 

sessions, enacfing any required changes to the COP over fime, informing end-users when a new version 

of the COP has been issued, managing version control, archiving old versions and updafing the ‘live’ PDF 

version as required. 
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Appendix A – Initial Assessment Checklist 
When the Director of Internal Audit & Assurance, Group Finance Director, Chief Operafing Officer & 

University Secretary and Chief People Officer convene for their inifial assessment of a report of 

suspected fraud, they will need to determine the following:  

A. Whether further fact finding is required in order to determine the insfigafion of an invesfigafion.  

B. Whether an invesfigafion is required (prima facie indicafion of fraud) using checklist below and, 

if so, whether this represents serious fraud. Selecfion of any criteria applicable could indicate a 

need for further invesfigafion:  

1. Dishonesty  

☐ Is there evidence the individual acted dishonestly or aftempted to deceive?  

☐ Do their acfions contradict what a reasonable and honest person would consider acceptable?  

2. False Representafion  

☐ Has any informafion been presented that is false, misleading, or incomplete?  

☐ Was the representafion made knowingly, or without belief in its truth?  

☐ Did the representafion create a false impression that influenced a decision or outcome?  

3. Non-Disclosure of Material / Relevant Informafion  

☐ Was relevant informafion withheld where there was a duty to disclose it?  

☐ Did the omission create a misleading picture or conceal a risk, liability, or fact?  

☐ Would a reasonable person expect the informafion to have been disclosed?  

4. Abuse of Posifion  

☐ Did the individual use their posifion of trust, authority, or responsibility improperly?  

☐ Was the posifion used to gain an advantage or cause detriment to another party?  

☐ Were controls bypassed or overridden without jusfificafion?  

5. Fraudulent Intent  

☐ Is there evidence the acfions were taken to secure personal or insfitufional gain or benefit?  

☐ Is there evidence of intent to cause loss or expose another to risk of loss?  

☐ Do the circumstances suggest purposeful manipulafion rather than error or 

misunderstanding?  

6. Possession or Use of Fraud-Related Arficles  

☐ Has the individual possessed, created, or supplied documents, devices, or data that 

could facilitate fraud?  
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☐ Is there evidence of preparafion or enabling acfivity (e.g. forged documents, altered records, 

access tools)?  

☐ Were such items used or intended for use in a fraudulent act?  

 

C. Who should lead the invesfigafion.  

D. Who should undertake the invesfigafion and the composifion of any project group set up to co-

ordinate the invesfigafion.  

E. Whether, and at what stage, Internal Audit need to be involved in the invesfigafion - and 

whether a special audit is warranted.  

F. Whether the staff member or members need to be suspended, and/or have access to relevant 

systems suspended/ restricted.  

G. Whether the mafter should be reported to the police or other enforcing authority.  

H. What stakeholder communicafions should be undertaken at this stage e.g. advising the Chair of 

the Audit & Risk Commiftee, Chair of the Council, and if appropriate external bodies/parfies (if 

inifial assessment indicates the case meets the criteria for this). 

I. Whether other areas need to be informed in order to comply with legal and regulatory 

requirements. 
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