2

 (
Building Security Policies and Procedures
All Users
)[image: ]
CONTENTS

	
	Page

	Unlocking and Locking the Building Procedures
	2-5

	Keys Procedures
	6-9

	Doors Code Procedures
	10

	Cash Handling Security Procedures
	11-13

	Merchandise Security
	14

	Security of Exhibitions
	15

	The Panic Button
	16

	Radio Security Procedures
	17-18

	
	

	APPENDICES: Venue Diagrams for Unlocking/Locking the building
	19-20

	Please refer to H+S Portal for other University Security procedures
	



Acronyms and Abbreviations:

AC		Arts Centre (or WAC)
AHM	Assistant House Manager
BO		Box Office
CP		Car Park
DM		Duty Manager
E & O	Events and Operations
EM		Events Manager
FOH		Front of House
GA		Gallery Assistant
HM		House Manager
HMS	Helen Martin Studio
OD		Operations Director
Ops		Operations Assistant
MC		Music Centre
SBOM	Sales and Box Office Manager
TD		Technical Director
TM		Technical Manager
UNLOCKING AND LOCKING THE BUILDING
The following procedures are designed to keep our venue and staff safe.  Please follow the procedures below:
OPENING THE BUILDING:
· Ops collect the Ops key pouch from Gatehouse.  During vacations also pick up Gallery key pouch and radio. (see Gallery key procedures)
· Enter the Arts Centre via stage door ((blue) 9EA1955 X1)
· Turn on radio
· Break the security seal and record that the tag matches on the key log
· Turn on corridor lights towards FOH, including fish key switch on left at base of ramp
· Turn on Café Bar lights with switch on right just after the flap door
· Towards BO, turn on concourse lights at panel on left through Hall doors
· In BO turn on all switches on the 12 switch panel on the LH wall as you enter and set the small silver panel to number 5
· Go to FOH office and collect venue check sheets.
· Go through Door B and down the Theatre escape tunnel checking off the venue sheet
· Come back up through Door A then go to Hall Door 1 checking as you go
· Turn on stair lights through Door 1 then go down stairs to top of ramp to HMS checking and turning on lights
· Return to check all around the concourse, enter Hall dock and check smoke detector key switches
· The main public areas should be unlocked half an hour after the call time so depending on that either:
· Start opening the 3 sets of glass doors in the Foyer 
· Or if time allows begin checking and unlocking any venues required for the morning
UNLOCKING THE MAIN FOYER:

· Unlock the outer automatic doors by Bookshop, control on left and right uprights of metal doorframe. One control for each door (Blue, Silca)
· Turn on (key vertical) inner set of doors, 2 controls on left wall (Blue L+F 75100).
· Unlock bottom locks of Gusto end doors (Blue 9EA1955 X1). Control for motor to right of doors (Blue L+F 75200), turning on motor after unlocking
· Unlock the double doors into the MC, turn on lights on the way through to side exit door and ‘snib’ back the lock
· Unlock bottom lock of all main entrance doors (Blue 9EA1955 X1); turn on disabled door after locking. Control above fire extinguisher (Blue Ronis). 
· Check fire alarm key switches (panel above extinguisher)
UNLOCKING THE CAFÉ BAR:
       
· Check exit door to car park is clear and turn off maglock, (the maglock should show red).
· Undo large bolt.
· Control on right of door (blue RS850).

Then continue to unlock and check any venues required for the day.

LOCKING THE BUILDING:
· Lock individual venues when finished with; refer to plans for guidance (in appendices).  You should do this where possible before you lock the foyer.  Remember to check that no one is in the venue before you lock it. If individual venues have lights on after you have used the switches mentioned below or on the plans, they will be on timers and can be ignored.

LOCKING THE MUSIC CENTRE:

· Just before the last Event comes out you must lock the Music Centre:  Ensemble room as per plans, check the store/office doors locked (Green ASSA 9EA1955 X2), check the Practice rooms are empty, turn the lights off and make sure all doors are closed.
· Release the snib key on external exit door by the music office and make sure it latches
· Turn the lights off (light switch by inner door), light switches (3) by pigeonholes opposite stairs.  Final light switches to left & right of entrance doors.
· Lock the main entrance. (Green ASSA 9EA1955 X2)

LOCKING THE FOYER:

· When all Events have finished clear the building of people (if the Bar is still open then start to clear the Bar at 11.20pm)
· Lock 3 main entrances:
· Lock the outer automatic doors by Bookshop, control on left and right uprights of metal doorframe. One control for each door (Blue, Silca)
· Turn off (key vertical) inner set of doors, 2 controls on left wall (Blue L+F 75100).
· Lock bottom locks of Gusto’s end doors (Blue 9EA1955 X1). Control for motor to right of doors (Blue L+F 75200), turning off motor before locking
· Turn off light switch at top of ramp on right before Studio entrance.
· Lock bottom lock of all main entrance doors (Blue 9EA1955 X1); turn off disabled door before locking. Control above fire extinguisher (Blue Ronis). 
· Turn off lights, (fish key above fire extinguisher).
· Reset any fire alarm key switches (panel above extinguisher)
· Check lower toilets are clear (lights are automatic)
· Check upper toilets are clear (lights are automatic) 
· Check Theatre tunnel doors to the outside are secure.
· Check Theatre bar and upper sculpture court clear, turn off stair lights on left through Door 1 entrance
LOCKING HALL CONCOURSE:

· Check that the 6 sets of emergency exits going to the Hall loading dock are secure and that ladies toilets are clear
· Go into Hall Dock area and reset any fire alarm key switches (panel above prompt desk screen)
· Check that adapted toilets are clear (lights are automatic)
· Check that the 4 sets of emergency exits round to the ramp are secure
· Check that the HMS toilets are clear and company office plus coded door are secure
· The light switches are outside the doors to the HMS, at base of ramp, by double red doors near Door 5

LOCKING BOX OFFICE: (Grey pebble 9EA1955 3-1)

· Main foyer lighting control, panel (12 switches) is above left hand desk. Throw all switches (the bottom right one is opposite to the others). To the right of this press number 8 on the small silver panel.
· Check the door to counter is locked, if not release catch above the lock.
· Turn off the 6 lights by door. 
· Close double doors on way to foyer
· Light switches (6) by door to concourse turn off.
· Close doors to concourse,
LOCKING CAFÉ BAR:

· The light switch is at the entrance to Café Bar corridor on left.
· Check exit door to car park is secure, (the maglock should show green). 
· Put large bolt on as well in case of faults with the maglock.
· Control on right of door (blue RS850).

LOCKING BACKSTAGE	:

· Go through the code lock door, check fire exit. Turn off lights, one switch on left by fire exit and one fish key by break glass point.
· At the top of the ramp turn off the 2 light switches. 
· Check dressing rooms, green room, toilets and offices. (all must be locked, lights off and windows closed): Ground floor all (Green ASSA 9EA1955 X2), 1st floor all (Green ASSA 9EA1955 X2), one light switch by dressing room 8, the other near the lift, 2nd floor all (Green ASSA 9EA1955 X2)
· 2nd floor there is one light switch on wall by Gallery Curators office.
· Check workshop, lights near door to Stage door and opposite on pillar.
· Check the shutter door, doors to Stage door and loading dock door (Green ASSA 9EA1955 X2) are closed and locked.			
· Check the Studio lights are off.  Go through the Stage right door, 3 light switches on right of double doors to stage.
· Check the Theatre lights are off: Theatre controls on panel at Stage left (in corner to left of prompt desk) On theatre light panel only touch:
· Knob at top left marked house lights emergency turn one stop,
· Then bottom row of switches, Blue working, Stage master, FOH master, Performance master. 
BEFORE LEAVING THE BUILDING:
 
· Reset any fire alarm key switches (panel by door out) 
· Open fire panel, press silence alarms and reset panel buttons if any keys have been used or the yellow beacon is flashing
· Key press at Stage door (red LF) for red key pouch: Key bag should have: BO pouch, DM pouch, Gallery keys (vacation time)
· Fill in Key bag log. 
· Take tag, but do not seal bag yet.
· Turn off Stage door lights; one near workshop doors, the other is by the exit door.
· Lock Stage door.
· Put Ops keys in bag.
· Seal bag and take to Gatehouse.

Key for Ops office if you forget the chain, (Green ASSA 9EA1955 X2)














KEY PROCEDURES
Ops Key Procedure:

· AM Ops must collect the yellow key bag from Main Gate Security before arriving at the Arts Centre.
· Upon arrival the tag on the bag must be checked against the log to ensure the number matches the seal number recorded as used when closing the previous night. To confirm a match the Key Log must be signed. If the bag is unsealed, or the numbers do not match Ops must check with Security whether the bag was opened for any reason overnight. If no reason can be found, a record must be made and the HM and OD informed as soon as possible.
· Unseal the bag and remove the Ops bunch of keys
· All other keys (BO Bag, DM Bag, Mead Gallery etc.) must be secured in the locked key press until needed (as detailed below).
· EVE Ops after securing the building must complete the Key Log entering a tag number and signature.
· Once outside having locked the Stage Door the bag must be sealed
· The bag must be taken immediately to Main Gate Security and deposited (under no circumstances must this bag be left on the counter in the gatehouse; it must be physically handed over to a member of the Security team).

N.B Ops must have the Ops keys on their person at all times

DM Key Procedure:

· The DM keys are picked up at 9am unless an earlier call time is stated.
· AM DM must contact Ops and arrange to meet them at Stage Door to collect the DM key pouch.
· The DM must check the tag to ensure the number matches the seal number recorded as used when closing the previous night
· The DM must then sign the Key Log which Ops must counter sign.  If the bag is unsealed, or the numbers do not match Ops must check with Security whether the bag was opened for any reason overnight. If no reason can be found, a record must be made and the HM and OD informed as soon as possible.
· EVE DM at the end of their shift must contact Ops to arrange to hand back the keys.
· The DM must complete the Key Log, filling in the tag number and their signature, Ops should counter sign.
· Ops must then return the bag to the key press until they are ready to finalise the locking up procedures.

N.B The DM must have the DM keys on their person at all times
BO Key Procedure:

· The BO keys are either picked up by a member of the Finance team around 8:30am, or Ops will deliver them to the BO staff 9:15am Mon - Sat, or 1:45pm Sun.
· The Key Log must be completed cross-checking the seal number with the previous nights seal number to ensure it is the same. If the bag is unsealed, or the numbers do not match Ops must check with Security whether the bag was opened for any reason overnight. If no reason can be found, a record must be made and the HM and OD informed as soon as possible.
· Should the Finance Assistant finish with the keys before a member of the BO team arrives the bag must be re-sealed, the key Log completed and the keys must be returned to Ops.
· At the end of the evening the BO staff must contact Ops to arrange to hand back the keys. Under no circumstances must the key bag be left on the side for the Ops to collect, it must be physically handed over to Ops. 
· The key signing sheet must be filled in and signed against the correct seal number used to seal the bag.
· Ops must then return the bag to the key press until they are ready to finalise the locking up procedures. 

Mead Gallery Keys Procedure:
The staff members who are authorised to collect the Mead Gallery keys from the Gatehouse and/or return them are:

· Mead Curator (Sarah Shalgosky)
· Assistant Curator (Jane Morrow)
· Mead Technician (Brian McStay)
· Mead Assistant House Manager (Emma O’Brien)
· Gallery Assistants (Rebecca Richards, Emma Parker, Grace Storey, Jon Horrocks, Alex McCrindle, Lucy Tomlinson, Steve Rose)
· Curatorial Assistant (Liz Dooley)
· Operations Assistant (Barry Croxford, Jammie Williams, Shirley Stanley, Alex Gray)
NB. In an emergency, the HM or DM may be required to collect/deliver keys. This must be authorised by the OD or Curator.
Opening up (Vacation):

· AM Ops collect the keys from Gatehouse
· The first member of the gallery team to arrive in the morning must collect the keys from Ops, completing the Key Log.
· During Get in/ Get out, the keys stay with the Mead Technician or authorised personnel.  They MUST keep the keys on their person and have a radio.
· When it is not Get in/Get out, the keys stay with authorised personnel. They MUST keep the keys on their person and have a radio. 
· At the end of the day, the authorised staff member who is locking up the gallery must check everywhere is secure and that there are no people in the venue before locking up and returning the key to Ops and completing the Key Log.
· Ops radio security to set the alarm and then place the keys in the key press until they return the keys to Gatehouse when they deposit the AC keys at the end of the night.

Opening Up (Term Time)

· The keys must be collected from the Gatehouse by the first member of authorised Gallery staff on site (this person must sign the security log sheet at the Gatehouse). On collecting the keys at the Gatehouse, if the bag is un-tagged, the member of staff must enquire as to why, while in the hut. Should Security not be able to inform staff why the tag is broken,  once back at the Gallery, the AHM or GA must contact the OD to find out if a report was issued the night before to explain why the bag is un-tagged (i.e. security have accessed the Mead Gallery). If the OD is not aware of a reason for this, then that member of staff must contact John Pittman to discuss.  The HM must also be informed.
· On arrival at the glass doors of the gallery, the staff member must radio security requesting they turn off the alarm.
· The keys must remain with the AHM or GA at all times. They MUST keep the keys on their person and have a radio. 

Authorised Staff have access to a limited set of internal keys to use throughout the day if required. These keys are locked in a key press in the workshop in the Mead Gallery. The keys must be signed out via the Mead Key Log Book, which must be checked on a daily basis by the GA.
NB A key to the magnetic lock within the gallery, must be available via the GA on the desk at all times.
Closing Down (Term time)

· At the end of the day, the GA shuts the exhibition down.  They must check the Gallery is secure (and the lift is up and open), lock all doors (except for the last glass entrance door) and then must call Security to collect the keys.
· The GA completes the Mead Gallery Key Log with the green tag number (leaving the signature part blank)
· On arrival Security check the two white internal doors are locked
· Once this has been done, the GA signs the Mead Gallery Key Log to state that they are handing over the keys to Security and then Security countersign this. Both members of staff in signing this log are agreeing that the Gallery is about to be locked and the keys will be placed in the tagged bag.
· Security must then wait while the GA locks the remaining doors and then must check that they are locked.
· Security must then arrange for the alarm to be set and then they must take the tagged bag  (keys inside) back to Gatehouse immediately.

Keys for Outside Clients:

· Keys to dressing rooms, offices etc may be issued to visiting Companies/Conference clients etc.
· The Key Log must be completed by the outside client at Stage Door detailing the date, time, the key handed out, the name and signature of the person receiving the key, along with their Company/Conference and a contact number.  This must be countersigned by Ops.
· Once the key is returned the person returning the key must sign to say they have returned it, and the log must again be countersigned by Ops.

N.B We do not allow any keys issued to external clients to leave the building overnight, therefore all issued keys must be received back before the end of that day.  If the client requires a room key for multiple days it must be handed in each evening and re-issued each day following the procedure above. 

WAC Car Keys Procedure:

· Staff who have booked the car must go to Stage Door to pick the keys up from Ops.
· Before Ops hand out the keys the Car Log kept on M: General must be checked to ensure the car has been booked by that person to ensure there are no double bookings).
· Once the log has been checked (or completed if not pre-booked) the keys must be recorded ‘out’ and then can be handed over.
· When returning the car keys, staff MUST hand the keys to Ops in person.
· As soon as possible Ops must return to Stage Door to return the keys to the key press and sign the keys back in. Under no circumstances must the keys be left unattended on the Stage Door desk!!











DOOR CODE PROCEDURES

· The Door Code must be changed on a fortnightly basis during term time, and must be changed once over any given vacation period (twice over the Summer Vacation). 
· The code must be changed last thing on a Sunday evening at the end of ‘even’ weeks of the University term.
· The Ops on duty on those Sundays must change all coded doors (Stage Door, Workshop, Hall backstage x 2, Choir Stalls, Theatre Control Room Access, Café Bar coded door) following the procedures given in the Management Strategies documents.
· The code must be changed on the Sunday of week 10 and remain unchanged for the whole of the vacation period, to be changed on the Sunday preceding the first day of term. The exception to this is the Summer vacation period where the code may be changed following the University Degree Ceremony week, given the number of people the code is given out to during this week.
· A log must be kept at Stage Door of all previous door codes for the past 6 months to ensure no code is re-used in a short period of time.
· The door code must be decided and disseminated to all staff during/shortly after the weekly E & O meeting preceding the Sunday when the code is due to be changed.
· Ops must e-mail the new code round to the Door Code Distribution list (held in the Operations General E-mail account) along with a handy hint to remember the code.
· The code must only be given out to visiting company’s and people authorised to use it (AC Staff, Estates, Security etc.)
· Students groups using the AC must only be given the code during their production week; if they need access to backstage areas prior to their production week they must always be directed to the Stage Door for Ops to give them temporary access by opening the door for them (and not giving out the code).

NB If it is deemed that the code has become insecure, it must be changed as soon as posible and the new number disseminated to all concerned.













CASH HANDLING SECURITY PROCEDURES

Safe Procedures:

· The DM and Financial Assistant hold the only sets of keys to the FOH Office safe.
· The BO Supervisor and Financial Assistant hold the only sets of keys to the BO safes.
· Before opening safes the Office access doors must be closed and locked
· Should someone need access the Office whilst the safe is in use, the DM/BO Supervisor must return any monies to the safe and ensure that at least the top lock has been secured before allowing anyone access to the Office.
· If the safe is going to be in regular use for a short period of time, it is sufficient to only lock the top lock when locking the safe to attend to something else. However, should the safe not be needed for an extended period of time both locks must be secured.
· Both locks must be secured at the end of the DM/BO Supervisor’s shift before handing the keys over to either the next DM/BO Supervisor or Ops if it is the end of the day.

N.B The FOH Office/BO Office door must be kept locked at all times when there is no one in the Office.

Float Safety Procedures:

BO

· At the start of the shift BO staff collect a float bag from the small safe (the BO Supervisor holds the keys for this safe).
· They must them sign out the float on the tag checklist kept by the safe, ensuring the tag matches against the float number before breaking the seal.  If the tag does not match then the BO Sup must be informed immediately to investigate further. 
· They must then check the float for the correct sum £100.00, this must be completed at the finance desk out of view at the rear of the office.
· They must them place the float into a counter tray and collect a till key from the small safe, signing the Till Key Log.  The Till Key MUST be kept on their person.
· They must then immediately place the till tray in the till and close the till and check the catch has locked.
· At the end of the shift BO staff must follow cashing up procedures (please refer to BO Policies and Procedures).  All cashing up must be completed at the finance desk out of view at the rear of the office.
· The Till Key must be signed back in on the Till Key Log.
· The Float must be tagged and BO staff must complete the Float Log Sheet and return the float to the small safe.


FOH 

· At the start of a FOH DM shift the DM collects the relevant floats they need for the evening from the FOH safe
· Each float should be signed out on the FOH Float Log checking that the tag numbers match the previous deposit.  If the tag numbers do not match or the seal is broken the DM must report this to the HM immediately for further investigation.
· The DM should check the float to ensure the correct amount is in the float.  The Office door must be closed and locked whilst the float check is taking place.
· The DM then prepares the floats for the evening.
· Once the floats are prepared they must be returned to the safe (without needing to re-tag) until they are required.
· The DM has FULL responsibility for the floats and therefore when issuing them to Stewards the Stewards do not need to sign the Float Log, the DM must monitor all Float activity.  All Floats must be recorded on the white board in the FOH office with the value (n/a ices cash tins) and the Steward’s name attached to audit trail the floats.
· Cash tins must only be put into freezers pre-show if there is a steward around to man the freezer. They must be removed as soon as possible after the show has started and returned to the locked stock room or FOH Office until they are needed again. 
· Cash tins for the interval must not be put out until 10mins before the interval is due to start. All floats put out for the interval must also have a black money apron put over the top of them.
· Cash tins must remain locked until the Steward is ready to serve.
· Cash tins should have the lid facing the customer so that the contents are less exposed
· Notes should be held below the coin tray of the cash tins, if the notes are excessive the Ices Steward must be called to remove them and store them temporarily in the FOH safe and make a note on the white board of this action and the value deposited.
· At the end of the interval all trays and cash tins and freezers must be locked by the Ices steward. The Ices steward must remove all cash tins from the freezers as soon as possible after the interval (this must be within 10mins of the interval). It is noted that we must only carry a maximum of £300 around the building without an escort so the cash tins must be brought back to the FOH office, one at a time ready for cashing up.
· All merchandise floats (aprons) must be handed over to the Head Steward as soon as the interval is finished.  The Head Steward must then immediately bring the floats to the FOH office for cashing up.
· Where possible the DM should be present for all cashing up.
· Cashing up must only be performed by authorised staff (DMs, 2nd Strings, Ops, Head Stewards, Ices Stewards)
· For cashing up procedures please refer to the FOH ‘How To’ document and the Basic Ices Procedures: M: Opps/Stewards/Other Training Cards).
· Whilst cashing up takes place the FOH Office door must be closed and locked.
· During cashing up no unauthorised personnel must be allowed into the FOH Office (i.e. only DMs, 2nd Strings, Ops, Head Stewards, Ices Stewards will be allowed access).
· The DM must check all floats and then tag them and complete the Float Log sheet and deposit them into the safe.
· All takings must also be deposited into the safe and the accompanying takings sheet must be completed and a copy deposited with the takings.
· Any discrepancy in takings must be reported to the HM, Financial Manager and OD to investigate further.  The DM should include a full report within the Show Report.
· If takings, minus commission is to be paid to the Company on the night the DM must ensure that the money is placed in a cash bag within an envelope and must only deliver it to the Company in person if the value is less than £300.  If the value exceeds £300 the Company Manager/Merchandiser must come to the FOH Office to collect the takings, minus commission.   The takings, minus commission must be counted and signed for on the pink by the Company Manager/Merchandiser and counter signed by the DM or Ops to approve the transaction.



























MERCHANDISE SECURITY


· Merchandise must be counted in by DM/Ops and checked against Delivery Note where possible in the FOH Office and then stored and locked in the Merchandise cupboard or stored securely.
· The opening stock figure must be entered onto Reconciliation sheet.
· Any complimentary programmes / scripts must be recorded on the Reconciliation sheet. 
· Merchandise sellers must be issued with a Reconciliation sheet.
· All stock sold must be recorded on the Reconciliation sheet.
· When selling is concluded, all remaining stock must be counted by Head stewards and the DM. The remaining stock numbers must be entered on the reconciliation sheet and the remaining stock must be stored securely or returned to the Promoter/Company.
· The sales must be reconciled by calculating the number of items sold and deducting this and the number of items given away from the opening stock. This must equal the stock remaining.  If there is a discrepancy, this must be stated on the Reconciliation sheet and a reason given.  If there is no reason then the HM and OD must be informed to investigate further.  A full report should be entered on the Show Report.
























SECURITY OF EXHIBITIONS

The Mead Gallery Emergency and Crisis Response Plan can be found at M: General/FOH/Crisis Plan (Art).doc This document lists current measures in place to aid in the Security of the Exhibitions as well as what to do in the event of an Emergency.




























HOW TO USE THE PANIC BUTTON

The FOH Office and BO Office have panic buttons installed.  It comprise of two buttons which need to be pressed simultaneous to trigger a silent alarm which goes directly to the Security Main Gate. The panic button must be used by anyone using the FOH Office or BO who feel threatened and wants/needs Security backup.




































RADIOS 

Within the Arts Centre’s team staff with WAC radios are:

Radio Number	Staff Member
0001			DM
0002			Ops
0003			2nd String DM
0004			Theatre Head
0005			Hall Head
0006			Hall Head
0007			BO
0008			Theatre Technician
0009			Hall Technician
0010			Studio Technician
0011			Cinema Technician
0015			Ices Steward
3384			External Security/Parking Steward


Procedures:

Ops

· Ops must have the radio on their person at all times
· The radio must always be switched on and at a suitable hearing volume
· Ops must hand the radio over to the next shift member 
· 

DM

· The AM DM must collect their radio from Ops at 9am Mon – Fri or at the beginning of their shift at the weekend. 
· The DM must have the radio on their person at all times
· The radio must always be switched on and at a suitable hearing volume
· The DM must hand the radio over to the next shift member or give to Ops at the end of the evening (the radio can be left in the FOH office on a Fri or Sat evening).

GA

· The AM GA must collect their radio from the Gate House at the beginning of their shift (during vacation time they collect the radio from Ops)
· The GA must have the radio switched on during their journey from the Gate House to the AC.
· The GA must have their radio switched on to the Security channel at all times.
· The GA must have the radio on their person at all times.
· The GA must hand the radio over to the next shift member or hand over to Security at the end of the evening (when Security collect the keys) (during vacation the GA must hand the radio back to Ops before they leave)































Appendices

VENUE DIAGRAMS FOR UNLOCKING/LOCKING THE BUILDING:
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