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Data Protection Impact Assessment Screening Questionnaire 
Confidential

	Background information

	Title of project, software, etc. 
	

	Relevant reference numbers, etc.
	

	Description
	

	Screening Question
	Yes/No

	1. Is this a major project involving the use of personal data?
	☐ Yes ☐ No

	2. Will we use the personal data to carry out:
	

	a) evaluation or scoring;
	☐ Yes ☐ No

	b) automated decision-making;
	☐ Yes ☐ No

	c) systematic monitoring;
	☐ Yes ☐ No

	d) processing of special category data or data of a highly personal nature;
	☐ Yes ☐ No

	e) processing on a large scale;
	☐ Yes ☐ No

	f) processing of data concerning children or vulnerable data subjects;
	☐ Yes ☐ No

	g) innovative technological or organisational solutions; or
	☐ Yes ☐ No

	h) processing that involves preventing data subjects from exercising a right or using a service or contract.
	☐ Yes ☐ No

	3. Will we:
	

	a) use systematic and extensive profiling (e.g. smart meters, ‘internet of things’ applications, fitness / lifestyle monitoring applications, social media networks, artificial intelligence, etc.) 
‘systematic’ means processing which occurs according to a system; is pre-arranged, organised or methodical; takes place as part of a general plan for data collection; or is carried out as part of a strategy, etc., and ‘extensive’ means a large area, wide range of data, large number of individuals, etc.
	☐ Yes ☐ No

	b) process special category data or criminal offence data on a large scale
e.g. ‘large scale’ includes consideration of the number of individuals concerned, the volume and variety of data, the duration of the processing, and the geographical extent of the processing, etc.
	☐ Yes ☐ No

	c) systematically monitor a publically accessible place on a large scale
e.g. ‘large scale’ includes consideration of the number of individuals concerned, the volume and variety of data, the duration of the processing, and the geographical extent of the processing, etc.
	☐ Yes ☐ No

	d) use innovative technology in combination with novel forms of data collection and usage, or with personal or social consequences
e.g. artificial intelligence, machine learning, deep learning, connected and autonomous vehicles, intelligent transport systems, smart technology, market research involving neuro-measurement, some ‘internet of things’ applications, use of existing technology in an innovative new way, etc.
	☐ Yes ☐ No

	e) use profiling, automated decision-making or special category data to help to make decisions (e.g. related to someone’s access to a service, opportunity or benefit)
e.g. credit checks, mortgage or insurance applications, other pre-contract checks, etc.
	☐ Yes ☐ No

	f) process biometric or genetic data
e.g. medical diagnosis, medical research, DNA testing, facial recognition systems, workplace access systems, identity verification, other access control systems, etc.
	☐ Yes ☐ No

	g) combine, compare or match data from multiple sources
e.g. fraud prevention, direct marketing, identity assurance services
	☐ Yes ☐ No

	h) process personal data without providing a privacy notice directly to the individual
e.g. direct marketing, online advertising, online tracking by third parties, list brokering, data aggregation, re-use of publically available data, etc.
	☐ Yes ☐ No

	i) process personal data in a way that involves tracking individuals’ online or offline location or behaviour
e.g. social networks, software applications, fitness / lifestyle monitoring applications, ‘internet of things’ applications, online advertising, web and cross-device tracking, data aggregation, eye tracking, data processing at the workplace, data processing in the context of home and remote working, processing location data of employees, loyalty schemes, tracing services, wealth profiling, etc.
	☐ Yes ☐ No

	j) process children’s personal data for profiling or automated decision-making or for marketing purposes, or to offer online services directly to children
e.g. connected toys, social networks, etc.
	☐ Yes ☐ No

	k) process personal data that could result in a risk of physical harm in the event of a security breach
e.g. whistleblowing and complaints procedures, social care records, etc.
	☐ Yes ☐ No

	4. Are we changing the nature, scope, context or purposes of our processing of personal data?
	☐ Yes ☐ No

	5. Will you be using Artificial Intelligence (AI) software for this project?   
(If yes, please answer the following questions. If no, please go to the next section)  
a) Have you read the University of Warwick’s AI Policy? (publication date pending)  
b) Will any personal data be entered into the software?  
c) Will children’s personal data be processed through the AI tool?
	☐ Yes ☐ No

☐ Yes ☐ No

☐ Yes ☐ No

☐ Yes ☐ No


	6. Will the project involve Automated Decision Making (‘ADM’), meaning a solely automated decision with no meaningful human involvement?
(If yes, please answer the following questions. If no, please go to the next section)  
Where ADM is used, will individuals:
a) Be given clear notice of such processing?
b) Have the right to contest any decision made and make representations?
c) Have the right to request human intervention?
Will the use of ADM involve the processing of special category data?
(If yes, please answer the following questions. If no, please go to the next section)  
a) Will explicit consent to the use of ADM be received from the individuals involved?
b) Is ADM necessary for the performance of a contract with the individual?
c) Is the decision authorised by law?

	☐ Yes ☐ No


☐ Yes ☐ No
☐ Yes ☐ No
☐ Yes ☐ No
☐ Yes ☐ No

☐ Yes ☐ No
☐ Yes ☐ No
☐ Yes ☐ No


	Sign-off

	Is it necessary to complete a Data Protection Impact Assessment 
	☐ Yes ☐ No 
A DPIA is required where our processing of personal data is likely to result in a high risk to the rights and freedoms of natural persons.
Answering “yes” to any of the screening questions in the sections above may indicate that a DPIA is required. Please consult Legal and Compliance Services for advice. Legal and Compliance Services will assess the completed screening questionnaire and advise on any next steps, including whether a DPIA is required, prior to sign-off.

	Proposed review date or frequency
	

	Questionnaire completed by
	

	Questionnaire approved by
	[Insert name]
[Director of Legal and Compliance Services / Senior Legal Counsel / Legal Counsel / Junior Legal Counsel]

	Date of approval
	

	Comments or recommendations
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