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PART A - Guidance, Contact Details, Incident Response & Logging

1. [bookmark: _Toc31355003]Introduction & Scope

The Business Continuity Planning policy requires that all Heads of Departments/Professional Services Group Directors, Heads of Faculties/Schools/Departments and Building Managers complete a business continuity plan for their area. 

The basic principle of business continuity is to continue to deliver our priority activities in the face of a disruption to the business; whether that be from an ICT failure, severe weather or an infectious disease. The ISO Standard surrounding Business Continuity Management, ISO 22301:2019, defines it as:

Business continuity is the capability of an organisation to continue the delivery of products and services within acceptable time frames at predefined capacity during a disruption.”

The Priority Activities identified through the Business Impact Assessment (BIA) will be different for different Depts, Faculties and buildings across the University and are established through a business impact assessment which should identify what can be expected if there is disruption to business activities.
Priority Activities can be defined as/determined by the following definition:
The activities to which priority must be given following an incident in order to mitigate serious impacts. 
As a result, the scope of this plan is to set out the following:
· Incident response for the Dept/Faculty
· The Priority Activities of the Dept/Faculty
· Short and longer term contingencies if activities were disrupted

This is a localised business continuity plan designed to help the XXXX restore functions and activities that are deemed critical. It is not a University-wide plan but should be used to complement the University’s Major Incident Plan.

Copies of this plan can be accessed in the following ways:
	Centrally 
	Departmental

	SharePoint
	The Dept/Faculty folder on the network

	On the R&R Team M-Drive
	Consider storing a copy in an MS Teams site which would be accessible to key staff members.








The building blocks used to create, develop, and exercise this plan can be seen visually below. Adherence to the stages of this cycle are of vital importance to the effectiveness of the plan and its practical application in an incident. 
Steps 4 and 5 must be repeated at least annually to ensure the plan is fit for purpose. This should be carried out by the Dept/Faculty/Building with the support of the Risk & Resilience Team.

















2. [bookmark: _Toc31355004]Objectives, Assumptions & Responsibility

[bookmark: _Toc31355005]Plan Objectives:

· Serves as a guide for those responsible for recovery of the Dept/Faculty/Building’s business critical activities.
· Details the procedures and resources needed to assist in recovery.
· Identifies those people and groups, internal and external, who will be required to manage an incident within your Dept/Faculty/Building.
· Assists in avoiding confusion experienced during a crisis by documenting recovery procedures.
· Identifies alternate arrangements for supplies, resources and locations.

[bookmark: _Toc357565462][bookmark: _Toc357569259][bookmark: _Toc357902714][bookmark: _Toc357905209][bookmark: _Toc357929047][bookmark: _Toc358178773][bookmark: _Toc358182070][bookmark: _Toc359214272][bookmark: _Toc359214653][bookmark: _Toc359221312][bookmark: _Toc359387227][bookmark: _Toc359387991][bookmark: _Toc359395046][bookmark: _Toc359395430][bookmark: _Toc359396948][bookmark: _Toc359722632][bookmark: _Toc359832171][bookmark: _Toc359899368][bookmark: _Toc359900369][bookmark: _Toc31355006]Assumptions:

· The plan owner will be available following an incident within the Dept/Faculty/Building
· The Risk and Resilience Team will provide support where required
· National and University-wide incidents are beyond the scope of this plan. Such incidents are managed centrally; co-ordinated by the Risk and Resilience Team
This document is stored on a shared, backed-up network location.

OPTIONAL: Teams/Schools within the Dept/Faculty may wish to have their own tailored plan consisting of unique recovery procedures, critical resource information and activity owners, if considered necessary/appropriate. Please liaise with the Risk and Resilience Team if you require support with this endeavour. 

[bookmark: _Toc31355007]Responsibilities:

· The plan owner is responsible for management and implementation of the BC Plan and must be authorised to make decisions on behalf of the Dept/Faculty/Building, if required.
· The plan owner should undertake an annual review of the plan.
· The Risk and Resilience Team is responsible for providing guidance and support for the development and implementation of the BC Plan. 


3. [bookmark: _Toc31355008]Incident Response & Logging

The below steps should be followed in the event of an incident within your Dept/Faculty/Building:

1. Follow the guidance in this BC plan and prioritise the activities outlined in Part B

2. Arrange who will contact key Dept/Faculty/Building contacts and relevant suppliers/stakeholders for notification. Use Annex A: Key Contact List

3. Key senior staff within the Dept/Faculty/School/Buildng to determine whether the incident is beyond the scope of the Dept/Faculty – if so, contact the other impacted areas as well as the Risk & Resilience Team for support and/or escalation (incident levels are outlined in the University’s Major Incident Plan)

4. If it is a MAJOR INCIDENT this local plan will be superseded by the University MIP and a strategic level ‘Major Incident Team’ meeting will be held to coordinate how the incident is managed.

5. If it is an INCIDENT / SIGNIFICANT INCIDENT then this can be managed at the local level. It is recommended that the Dept/Faculty/School hold a local incident management meeting to assess the below. Use the Decision Log at Annex C: Decision Log during the meeting so that any decisions made can be justified at a later date/time if required. 

1. Assess what is known about the incident so far
2. Urgent concerns/issues
3. Immediate actions
4. Assign Roles and responsibilities
5. Consider communication with the following as appropriate:
· Emergency services and authorities (if not already liaised with)
· Community Safety (if not already liaised with)
· Risk & Resilience Team (if not already liaised with)
· Senior management 
· Media & Comms
· Internal staff 
· External partners
· Your visitors – on site or en-route
· Human Resources 
· Health and Safety 
· Estates 
· External agencies or stakeholders
6. Agree when the group will next communicate and how
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PART B – Business Impact Assessment



Table 1 provides a Business Impact Assessment (BIA) the Dept/Faculty/Building. These are the critical and priority activities to which recovery priority must be given in an incident to prevent serious impacts. For each activity the RTO and MTPD (see below) have been agreed. The table also details other depts. and stakeholders the critical activities rely upon and/or influence. Tables 2 and 3 on the following pages detail the contingencies in place to maintain/recover these critical activities in the event of a disruption.

RTO – Recovery Time Objective – What we should aim for - the target time following an incident within which a service should be resumed, or resources must be recovered
MTPD – Maximum Tolerable Period of Disruption – What we should avoid - the time it would take for adverse impacts to become unacceptable – before we reach this point we should aim for our RTO to avoid serious impacts. 
The RTO for some activities may differ depending on the time of year, and this can be captured in Table 1 if relevant.


	Activity No
	Critical Activity
	RTO
(the ideal recovery target time)
	MTPD
(crunch point where we would be seriously suffering)
	Key Disruptions in the Activity
	Does the activity depend on, or influence the activities of other depts.?

	1
	Maintain heating and power across campus
	2 hours
	1 day
	What are the key disruptions that could impact this activity eg. loss of people, power, equipment etc?
	Depends upon external utility providers. Influences all depts. and faculties of the Uni.

	2
	Ensure waste collection across campus
	3 days
	1 week
	What are the key disruptions that could impact this activity eg. loss of people, power, equipment etc?
	Depends upon external waste collection providers. Influences all depts. and faculties of the Uni.

	3
	Run the Service Desk
	1 day
	1 week
	What are the key disruptions that could impact this activity eg. loss of people, power, equipment etc?
	Depends upon Estates staffing only. Potentially influences all Uni activity but can be managed in other ways (see tables 2 & 3).




[bookmark: _Toc31355009]Table 1: Critical Activities Overview

Contingencies – Short Term (1-2 days)

Within each of the timeframes consider the following:
· People & Processes 
· Tech/ICT/Equipment
· Premises
· Compliance implications – do you need to notify any external bodies of a disruption in service and if so at what stage and how. 

	Activity No
	Critical Activity
	Short Term Contingencies (1-2 days) 

	1
	Maintain heating and power across campus
	

 

	2
	Ensure waste collection across campus
	

	3
	Run the Service Desk
	



[bookmark: _Toc31355010]Table 2: Short Term Contingencies


Contingencies – Longer Term (3 days – +1month)

Within each of the timeframes consider the following:
· People & Processes 
· Tech/ICT/Equipment
· Premises
· Compliance implications 
	Activity No
	Critical Activity
	Longer Term Contingencies (3 days – +1month)

	1
	Maintain heating and power across campus
	

	2
	Ensure waste collection across campus
	

	3
	Run the Service Desk
	



[bookmark: _Toc31355011]Table 3: Longer Term Contingencies 

[bookmark: _Toc31355012]Annex A – Key Contact Details


Key Departmental Contacts

	Name
	Job Title / Role
	Work Mobile (where relevant) and email 

	
	
	

	
	
	

	
	
	

	
	
	




Supplier Contacts

A ‘Supplier’ can be a contractor or a provider of goods, services, software solutions, and/or opportunities

	Supplier Name
	What do they supply / provide?
	Do you have BC assurance from them? (‘Yes’ or ‘No’ and details)
	Contact Details

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



[bookmark: _Toc31355013]Annex B – Decision Log

Incident:
	Time
	I/D/A
	Record
	Entered By (Initials)
	Completion Details

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Date: 
Log Keeper:



I = Information				D = Decision			A = Action

1. Understand the Dept / Faculty


2. Define & Analyse Priority Activities


3. Develop the BC Plan


4. Test & Implement the plan


5. Review & Maintain
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